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Check version software/ Upgrade software
Cau hinh NAT di internet

Mé port FTP/HTTP server

Chéng tan cong DoS

Loc website co hai

Chan file chiwra virus

Chong ro ri dir licu nhay cam DLP
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1.Vao web gui cuaa twong lia
- Pat IP cho may tinh 1a 192.168.1.100/24



- Connect may tinh vao port 1 cua Fortigate (dia chi port nay thuong dé
mac dinh 14 192.168.1.99) .Néu chua c6 thi dat IP nay cho port 1. G&
https://192.168.1.99. Néu bj 16i SSL thi xda history va doi 1 ltc vao lai,
hoac google tim cach sua.

admin

Password

Tai khoan: admin/ khéng cé password

- Két qua nhu hinh:

&« C | ® 192.168.1.99/ng/system/dashboard,1

== FortiGate VM64-KVM  FortiGate-VM64-KVM
@ Dashboard v ) . . .
_ System Information i Licenses

Sk Security Fabric N Hostname FortiGate-VM64-KVM "% FortiCare Support <% IPS
& FortiView y | oerialNumber  FGVMEV2C-RQONXI1E 2% AntiVirus © Web Filtering
Firmware v3.6.1 build1484 (GA,
b Network 4 o GA " Mobile Malware
N Mode MNAT (Flow-based)
% System FortiClient 0/10 FortiToken 0/0
® Policy & Objects > System Time  2018/07/24 14:15:50
@ Security Profiles > Uptime 00:00:00:58
O WPN > WAN IP
& User & Device >
= WIiFi & Switch Controller >
FortiCloud i Security Fabric
Ll Log & Report >
€& Monitor > || Status NG THOEI| [Iﬂ

&% FortiGate-VM64-KVM

2. Backup-Restore cau hinh
- Vao admin chon 1 trong 2 lya chon nhu hinh


https://192.168.1.99/

e — pod

wvwavxll @ O

L5~ @/3' S 2 clmin ~
£# System 8
[ Configuration »

=6\, adly 2 Restore

i= Revisions

& Change Password

valuation Used (= Logout
oo 1

3. Check version software va Upgrade nhu nao

- Version cua software nhu hinh

System Information

Hostname FortiGate-VM&4-K\VM
Serial Number FGVMEV2C-RQONX1E
Firmware v5.6.1 build1434 (GA)

- DBé upgrade firmware: vao system-> Firmware, chon Browser dén file
can update.

& Network 3

Upload Firmware
Iﬂ' System v

Selectfile = @ Browse
Administrators

Admin Profiles FortiGuard Firmware

Firmware

All available
Tham khéoﬂthé'm O link sau
https://cookbook.fortinet.com/updating-your-fortigates-firmware-54/

4.Chu hinh NAT di internet


https://cookbook.fortinet.com/updating-your-fortigates-firmware-54/

MO hinh
oA ]
I Fortinet

FileSarmr.-
- Check di cau hinh IP cho interface, port 1 ni téi may tinh LAN, port 2
ndi dén internet

Mame Members IP/NMetmask
portl 192.168.1.99 255.255.255.0
port2 (wan) 10.3.4.4 255.255.255.0
port3 0.0.0.00.0.0.0
port4 0.0.0.00.0.0.0

- VAo Policy&Object tao policy dé cho ra internet, nhé chon NAT



@ Dashboard > Edit Policy

¥& Security Fabric >
i FortiView > Name € lan_to_internet
etwor ncoming Interface por -
< Network > Incoming Interf M port1
£+ System > Outgoing Interface | M wan (port2) -
B Policy & Objects ~ Source = all x
IPv4 Policy *
Destination = all x
IPv4 DoS Policy +
Addresses Schedule fo always -
Internet Service Database Service M ALL ®
Services ¥
Schedules Action @ eeayul @ DENY = LEARN
Virtual IPs
Firewall / Network Options
IP Poals
NAT O
Traffic Shapers

IP Pool Configuration RUEEI®NEGTHEA G EWRGGIEEE se Dynamic IP Pool

Traffic Shaping Policy

i >
@ Security Profiles Frriro Tl
D VPN >
AntiVirus »
& User & Device > e e -

- Check lai: tir May tinh trong LAN, ping ra ngoai google hoac 8.8.8.8 ok

5.Céu hinh mé port FTP/HTTP server

- M0 hinh

|

FTP Client

Fortigate File server



- Vao interface, ghi lai IP wan

o port2 (wan) 10.3.4.4 255.255.255.0

- Vao Virtual IP > g6 IP WAN /LAN nhu bén dudi

s FortiView > % Edit Virtual IP
« Network >
& System N Name FTP-Server ]
C t
B Policy & Objects v emments =
. Color & [Change]
IPv4 Policy
IPv4 DoS Policy Network IP wan
Addresses
Interface
Internet Service Database Type Static NAT
I External IP Address/Range | 10.3.4.4 -1 10344
Szl Mapped IP Address/Range | 192.168.1.100 | | - | 192.168.1.100
Virtual IPs b4
IP Pools i i : .
Optional Filters (B IP LAN cia File server
Traffic Shapers
b Port Forwarding @O
Traffic Shaping Policy
Protocol UDP | SCTP | ICMP
& Security Profiles > —— Chon 21
External Service Port] | 21 -21 ?
0 VPN b4
Map to Port 21 - 21
& User & Device >

P

- Vao virtual IP-> Create new=> Virtual IP group, dién nhu duéi



i FortiView > *  EditVIP Group
& Network >
& System X MName ftp-serl _
C t
I.!s Policy & Objects v omments 4
Color '@ Change
IPv4 Policy @  [Change]
Interface ™ wan (port2) v
|Pv4 DaoS Palicy
Members @& FTP-Server b
Addresses +

Internet Service Database
Services
Schedules

Virtual IPs '

- Vao Policy&Object ->IPv4 Policy - Create new, chon nhu hinh , chu y

NAT off

b Fortiview > * Edit Policy

+ Network >

& System ’ Name © ftp

% Policy & Objects M Incoming Interface | M wan (port2) -
IPv4 Policy W Qutgoing Interface | M port1 o
IPv4 DoS Palicy Source = all x
Addresses *
- Destination @& FTP-Server . x
LEEE Schedule o always v
Schedules Service @ ALL x
Virtual IPs +
IP Pools Action @ DENY = LEARN
Traffic Shapers

. . Firewall / Network Options
Traffic Shaping Policy

& Security Profiles > NAT OB

=~

- Ding Filezilla d test két qua
M¢& port HTTP tuong tu



6. Chdng tan céng DoS
- M6 hinh:

— | ] DS#—

Hacker

Server

- Kich ban: Hacker dung icmp ping lién tuc téi server
- Phuong an: Po xem trong 1 khoang thoi gian (vi du 1s) cé >=250 goi
ping tir 1 IP thi sé block/drop cac goi tin do

Vao Policy & Object = IPv4 DoS Policy

@ Dashboard > Edit DoS Policy
¥X Security Fabric > _

Incoming Interface ™ wan (port2) -
i FortiView » —

Source Address = all x
 Network > +
& System > Destination Address | = all x
|£ Policy & Objects v +

[Py PD||C‘Y Services @ ALL x

+
IPv4 DoS Policy e

Chon incoming interface la WAN
Chi ra source address/destination address can giam sat
Loai service can bao vé

C6 nhiéu loai thdng sé dé 1am thude do tin cong DoS



L3 Anomalies

Name (O Status =~ (B Logging  Pass [:liedl Action Threshold
ip_src_session » » Pass m 2
ip_dst_session » » Pass m 2
L4 Anomalies

Name (B Status | €@ Logging Pass | Block | Action Threshold
tcp_syn_flood » O 350 Block 2000
tcp_port_scan _» O *=158 Block 1000
tcp_src_session » O Pass m 1
tcp_dst_session » O :5t Block 5000
udp_flood ® © 2 sioc 2000
udp_scan > © Y Block 2000

Y nghia cac thong s6 tham khao & link
http://help.fortinet.com/fos50hlp/52data/Content/FortiOS/fortigate-firewall-
52/Security%20Policies/DoS%20Protection.htm

Khi bat 1 théng s6 nao d6 thi ta can enable Status

Pass

icmp_flood O O 250

Vi du nhu trén 13 enable bd dém ping

- Verify: Dung nhiéu cira s6 ping (hoic chinh ngudng do con 2 goi/gidy) ;
néu qua 250 goi/s thi cac goi ping sé& bi timeout/drop nhiéu, khi ta tat bo
dém thi ping lai muot.


http://help.fortinet.com/fos50hlp/52data/Content/FortiOS/fortigate-firewall-52/Security%20Policies/DoS%20Protection.htm
http://help.fortinet.com/fos50hlp/52data/Content/FortiOS/fortigate-firewall-52/Security%20Policies/DoS%20Protection.htm

7. Loc web doc hai
Block I¢ ting trang(cach cUi nhat)

- Step 1: dam bao d3 co internet vé may user
[=] port1 - To internet (port3) (1 - 1)
1 lan_to_internet 1= all = all

@ always WAL « ACCEPT @ Enabled

- Step 2: Tao 1 bo loc web filter:
Nhan dau © goc trén bén phai

rA .
La admin~

PO m

Tao URL filter nhu nay dé block 24h.com.vn
URL Filter @O

+ Create ¢ Edit [ Delete | Q Search

URL Type Action Status
*24h.comyvn Wildcard @ Block @ Enable
Két qua:
':(_—:' - C @ | (i) https:/fww.24h.com.vn

% Your connection is not secure

The owner of www.24h.com.vn has configured their website improperly. To |
Firefox has not connected to this website.



(*) Note: Dé block dugc facebook, can enable thém Application control
I @ Security Profiles v

AntiVirus

Web Filter

DNS Filter

Application Control

Sau do6 click Add signatures

Application Overrides

+ Add Signatures | & E

Application !
Mo matching entries found

Add Signatures

O SelectAll | % |
Behavior
Category
Language
Name
Popularity
Protocol
Risk
Technology
Vendor



Chon name; go facebook

Add Signatures

O Select All

Firacebock

Firacebook App

® Name: Facebook | Add Filter

Name +

E¥Facebook.App_AngryBirds
Firacebook.App_AvengersAlliance
FIFacebook.App_Bubble.Fairyland
F¥Facebook.App_BubbleSafari
Firacebook.App_CandyCrushSaga
FIracebook App_CastleVille
EJFacebook.App_CityVille
Firacebook.App_Criminalcase
Firacebook App EmpiresAndAllies
EFacebook.App_Happyland
Firacebook. App_|AmPlayr
ifMFacebook. App_Kongregate
EJracebook.App_MafiaWars
Firacebook App_Miscrits

E¥Facebook.App_MyTribe
FACarchnnl Ann Mlame

AN o e o 2 \ Use Selected Signatures
BOi tat ca cac dong Facebook, Chon :

Category

Social.Media
Social.Media
Game
Game
Game
Game
Game
Sacial.Media
Social.Media
Game
Game
Game
Game
Social.Media
Game
Game

Social.Media

Snrial Media

Technology
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based

Browser-Basad

Browvcer-Baced

- Vao Policy; chon edit Policy di internet, chon Application Control va
SSL/SSH inspection nhu hinh (néu chon deep-inspection thi all https bi

die)

Security Profiles

AntivVirus
Web Filter
DS Filter

IPS

&
© | EZ=3 blockFB -~ &
@
Application Control @@ | JEEEg default - | r
@
certificate-inspection - | r

S55L/55H Inspection




Két qua

{i\’ Prebiem ozding page x

(— - ¢ @ | (i) hittps://vnww. facebook.com o

G) Secure Connection Failed

An error occurred during a connection to www.facebook.com. SSL received a malformed Server Hello handshake
message. Error code: SSL_ERROR_RX_MALFORMED_SERVER_HELLO

® The page you are trying to view cannot be shown because the authenticity of the received data could not be
verified.

® Please contact the website owners to inform them of this problem.
Learn more...

Report errors like this to help Mozila identify and block malicious sites

Block theo content(lam nhung khong chan duoc)
8. Chan file chwa virus
Chan HTTP:

Dung file eicar dé test: khi bat antivirus thi khong down dugc; bo bat
thi down ok

Virus file

o

User
Fortigate



Vao Security Proxy—> Antivirus, tao 1 profile AV mdéi

b Network »

& System y Name testAV

B Policy & Objects s Comments Write a comment... | ass
. Detect Viruses [REblall Monitor

& Security Profiles v

Inspected Protocols

Web Filter
HTTP @
DNS Filter
SMTP @O
Application Control
PP POP3 @©
Intrusion P ti
ntrusion Prevention IMAP ©
FortiClient Profiles MAPI (D
Proxy Options FIP ©
SSL/SSH Inspection
Web Rating Overrides Inspection Options
Web Profile Overrides Treat Windows Executables in Email Attachments as Viruses @O
Custom Signatures Include Mobile Malware Protection O

LI VPN »

Vao policy dé thém AV profile:
=" = FortiGate VM64-KVM  FortiGate-VM64-KVM

@ Dashboard > = Edit Policy
N& Security Fabric > Action eIyl @ DENY ™= LEARN
i FortiView b
Firewall / Network Options
 Network > P
£ System > NAT ©
B Policy & Objects o |P Pool Configuration [REEIeINC AN ECE 20 Use Dynamic [P F
IPv4 Policy
Security Profiles
IPv4 Do5 Policy
AntiVirus © | I8 testAV - &
Addresses
Web Filter >
Internet Service Database .
DNS Filter >

Services

Annlication Control (I



Vao may tinh download thir file EICAR,
http://www.eicar.org/85-0-Download.html

esting your antivirus configuratic X ﬁ Download ® EICAR - European Exp X +

A ‘CD&' www.eicar.org/85-0-Download. html B | - @ 1‘:{|

Download area using the standard protocol http

eicar.com eicar.com.txt eicar_com.zip gicarcom2.zip
68 Bytes 68 Bytes 184 Bytes 308 Bytes
Download area using the secure, 55L enabled protocol https

eicar.com eicar.com.txt eicar_com.zip gicarcom2.zip
68 Bytes 68 Bytes 184 Bytes 308 Bytes

!\ Testing your antivirus configuratic 3¢ ﬁ High Security Alert!!

'\:' - C @ | (@ www.eicar.org/download/eicar.com.bxt e B 1‘,}|

High Security Alert!!

You are not permitted to download the file "eicar.com.bd™ because it
is infected with the virus "EICAR_TEST_FILE".

URL: hitp:ffwww eicar.arg/download%2Feicarcom. bd
File quarantined as: [disabled].

hitp:ifwwwifortinet. comive?vn=EICAR. TEST FILE
Client IP: 192.168.1.100

ServerIP: 213.211.198 62

User name:

Group name:

Néu bo AV di thi download OK


http://www.eicar.org/85-0-Download.html

Chin HTTPS: da enable SSL deep-inspection + AV nhung vin ko duoc.
C6 thé do phién ban trén VM khéng h treg

9. Chong ro ri dir liéu nhay cam DLP
M6 hinh

*M_ T,
.:._._._,_,--

Client FTP
Fortigate FTP server

Kich ban: Client download théng tin nhay cam , s€ bi chan
Thuc hién:
- Enable proxy-based
Vao System-> Settings = Inspection mode

Inspection Mode | Flow-based oAy

- Vao System—> Feature Visibility - Bat DLP va Multi security profile

Feature Visibility

[ € VPN ] [ & Application Control J
[ © DLP ]

AdAdidimmal TCandasran

[ @ Multiple Security Profiles (4] ]




Vao Security Profile-> Chon DLP

I & Security Profiles v
AntiVirus
Web Filter
DNS Filter
Application Control
Intrusion Prevention

Data Leak Prevention Y

| T | T . P

Vao chon create new

rA .
>_ oLg admin~-

O m @ =

Pién: type, action,...

Edit Filter

Filter
Type Files
= Containing Credit Card #
File size over
Specify File Types
Regular Expression

Encrypted

Examine the Following Services

Web Access | HTTP-POST ¥ HTTP-GET

Email || SMTP |« POP3 || IMAP
Others « FTP LI NNTP
Action

Log Only -

[e].4 Cancel

KB

L MAPI



Vao Pocily& Object> 1Pv4 Policy, chon Policy mudn apply
Apply DLP

B Policy & Objects o Security Profiles
IPv4 Policy AntiVirus »
IPv4 DoS Policy Web Filter >
Addresses DINS Filter @
Internet Service Database Application Control (B
Services IPS >
S DLP Sensor © | [EXX file bloc2
Virtual IPs Proxy Options default
55L/55H Inspection certificate-inspection
IP Pools
Két qua véi FTP
Block file chira théng tin thé tin dung
File Edit Format WView Help
I7E2B2246310005
Download file nay sé bi block
File Edit W%iew Transfer Server Bookmarks Help
1-F[Tes ey A& EIXTN
Hiosk: | 10.3.4.4 | Username; |LI1 | Password;
Zommand: PASY
Fesponse: 227 Entering Passive Mode (10,3,4,4,227,18).
Zommand: RETR. credit2, bxt
Response; 150 Opening data channel For File download From server of "foreditz bd"
Fesponse; 550-This has been blocked because it appears ko contain a daka leak.
Response; go0*
Error: File transfer Failed

Download file khac thi ok

% % %



Xem log

I bl Log & Report v
Forward Traffic
Local Traffic

System Events

Data Leak Prevention w
& | © AddFilter
Date/Time | User Source Service URL Action | File Name | Filter |
10:52:40 1%92.168.213.100 FTP block credit2.ixt 1
10:52:40 192.168.213.100 FTP block credit2ixt 1
10:52:40 192.168.213.100 FTP block creditZixt 1
10:50:59 192.168.213.100 FTP block creditZ.ixt 1
10:50:59 192.168.213.100 FTP block credit2ixt 1
10:50:59 192.168.213.100 FTP block credit2ixt 1
10:50:45 1%92.168.213.100 FTP block credit2.ixt 1
10:50:44 1%92.168.213.100 FTP block credit2.ixt 1

10. C4u hinh deep-inspect traffic
Muc dich: kiém tra noi dung goi tin da dwoc ma héa SSL
Cach thuc hién: Fortigate ma 1 phién SSL t&i Webserver rdi nhan content vé;
sau d6 check content néu ok thi chuyén lai cho UserPC
(Tuy nhién trén version ao chua test dugc, ¢d thé do chua support)

Vao policy bat deep-inspection
Import CA cho user theo link nay
https://cookbook.fortinet.com/preventing-certificate-warnings/



https://cookbook.fortinet.com/preventing-certificate-warnings/

11. VPN IPsec gitra 2 Fortigate

IPsec VPN

10.3.5.5 10.3.44

PC1
Fortigatel Fortigate2

Két ndi VPN IPsec gitra 2 fw, diéu kién giita 2 WAN can ping nhau ok da
Muc dich: ting bao mat trén dudng truyén gita 2 fw.

Budc 1: trén Fortigatel

@ Dashboard > | VPN Creation Wizard
'\'J‘. B .
# Security Fabric @l @ rNsctup > @ Authentication » @ Policy & Routing
I FortiView >
- Name | FW1-to-FW2 |
Netwaork >
Template Type SNCAGRTIGE Remote Access | Custom
£+ System 5
Y Remote Device Type B R=gileriis
B Policy & Objects »
“hits Cisco
@& Security Profiles >
NAT Configuration No NAT between sites
I-':'— VPN v This site is behind NAT
IPsec Tunnels The remote site is behind NAT

£

IPsec Wizard



WPN Creation Wizard

@ VPN Setup ) @ Authentication > @) Policy & Routing

[__Rernnte Device j\ Dynamic DNS

|P Address 10.3.5.5

Outgoing Interface ™ wan (port2)

Detected via routing lookup
Authentication Method N EIGH LG Signature

Pre-shared Key minhhaii?3@|

WPMN Creation Wizard

&>

@ VPN Setup > @ Authentication > @ Policy & Routing

Local Interface ™ port1

-

Local Subnets 192.168.1.0/24

(4]

Remote Subnets 192.168.213.0/24

(4]

Buéc 2: Trén fortigate2 1am twong tu; luu y chd remote IP

Két qua
- Vao Monitor >> IPsec Monitor

Bring up nd Ién, up OK 1a dugc

Status Incoming D
© Dpun
li] Reset Statistics
@ Bring Up
© Bring Down
Mame Type Remote Gateway

FW2-to-FW1 £:E Site to Site - FortiGate 10.3.4.4

User Mame

Status



- Check ping gitra 2 LAN véi nhau OK
Check traffic di qua Tunnel: c6 dung luong

IS Incoming Data Qutgoing Data
3.34kB 1.50kB

- Trén PC1, Bat FTP Filezilla I1én download tir PC2 chi can g& LAN IP
cua Server 13 ok (do d4 ndi 2 LAN)

¢ Edition VM | E.LJ Windows XP Professional

NEEEEHEETEY X

Huosk: | 192,165.1.100 | Ilsername: |LI1 | Password: |

Fesponse: 200 Type sek ko &

Command: PasY

Responss; 227 Entering Passive Mode (192, 168,1,100,224, 2221

Command; RETR. creditz bxk

Response; 150 Qpening daka channel Far File download From server of *foredicz k"
Fesponse; 226 successhully transferred "foreditz bx"

File kransfer successful, transferred 15 bytes in 1 second

Fortigate2



Cac budc:
Vao System>> HA, chon Active/Passive, va dién nhu hinh

Bén master:

High Awvailability

Mode Active-Passive -
Device priority €9 200

\ Bé&n master dién cao
Cluster Settings hon 128
Group name TESTLAB
Password ssssseee Change
Session pickup _» minhhail23

Monitor interfaces WWAMN (portl)

*
LAN (port2) >Port nay ¢é& test link
+ failure

port3 4
port4 AJ, 02 Port n&i giiva 2 FW

Heartbeat Interface Priority €%

port3 El .
. —— P& nhw nay
portd El

Bén Slave:

i @

Heartbeat interfaces

# &

Pién giéng nhur bén Master; chi khac chd priority dé nguyén 128

Sau d6 s€ hién nhu sau:

L ] L]
[ ] [ ]
L L

Waiting for cluster data



S& ko truy cap truc tiép vao web cua Salve-Fortigate nira

Két qua

- Thtr down Master chinh, van ping OK

Request timed out.

Khi FW ban ¢au COME UP lai thi van 14 slave chir khéng quay lai

Reply from 172217,
Reply from 172.217.
Reply from 172217,
Reply from 172.217.

: hytes=32
: hytes=32
: bytes=32

: hytes=32
: hytes=32
: hytes=32
: hytes=32

[z+] Command Prompt - ping google.com -t

Reply from 172217,
Reply from 172.217.
Reply from 172 _217.

time =48ms
time=37ms
time =48@ms

time=38ms
time=37ms
time =48@ms
t@me=4ﬂms

master nita (6 dau do tic 1a da tirng down roi up lai),

- Thtr down link ctia master huéng Ién internet

192.168.1.100/24

win7-2

1 1
D
(T T 1

P Fortinek2

P Fortinet1

0.2.3.142/24

Ping failure-> c6 thé may ao nén ko hd tro link failure



Khi master bi down thi node du phong guri ban tin ARP gratuitous ra
xung quanh dé cac don vi khéc biét ma forwarding traffic qua n6
e

Frame 238: 68 bytes on wire (488 bits), 68 bytes captured (4t
Ethernet II, Src: Fortinet_@9:06:00 (00:09:87:09:808:00), Dst:
Address Resolution Protocol (request/gratuitous ARP)

13. Céu hinh dw phong wan internet

192 168.80.99/24 MNGT
.-—1
BACKUP |---|1 (portd)

C 1 L
192.165.233.98 F bACkuP

Céu hinh 2 FW/1 dwdng truyén

192.168.233.100

— oA 101

192.168.1.1

Eortd)
192.168.233.99 mamiml
T T 11

MASTER T T T L
» Fortinet

- Hudng chinh: Win7-2 qua master ra internet

- Khi down portl cua master: thi traffic sé chay qua port 3 sang Backup
réi ra mang. Dat static route trén Master: 0.0.0.0/0 qua port3 cua
Backup (véi ad 16n hon cua route qua modem)

- Khi down ca con master thi Win7-2 s€ chay qua Backup (trén win7-2
add thém 1 default route qua Backup v&i metric > metric cua dg qua
master



Trén Master:

port1 192.168.1.99 255.255.255.0
port2 192.168.233.99 255.255.255.0
port3 (giua 2 fw) 10.1.2.1 255.255.255.252
T Destination = T Gateway + | T Interface =
0.0.0.0/0 192.168.1.1 portl
0.0.0.0/0 10.1.2.2 port3
Edit Policy
Name @ to intenet2
Incoming Interface | M port2 v
Outgoing Interface | M giua 2 fw (port3) -
Source = all x
+
Destination = all x
+
Schedule fo always -
Service ) ALL x
+
Action V@ daIul @ DENY = LEARN
Firewall / Network Options
NAT O

Trén Backup

noNanmc D b L T s L e L W N bl

port1 (tointernet) 192.168.1.88 255.255.255.0
port2 192.168.233.98 255.255.255.0

port3 (giua 2 fw) 10.1.2.2 255.255.255.252



+ CreateNew | # Edit [m Clone @ [ Delete

Destination Gateway
0.0.0.0/0 192.168.1.1 port1

Edit Policy
Name © port3
Incoming Interface | M giua 2 fw (port3) -
Qutgoing Interface | ™ to internet (port1) -
Source = all x

+
Destination i all x

+
Schedule o always -
Service I ALL x

+

Action V@ eeal @ DENY = LEARN

Firewall / Network Options

NAT | @]

IP Pool Configuration [REEIeNe -4l blGEam |se Dynamic P Pool

Cau hinh 2 wan dw phong internet




wanl

(20/0)
€ - em
I--II

192 168.1.200/24

ED.I'
B

Modem

win7-2

192.168.20.0/30

Muc dich: traffic di trén ca 2 duong wanl/2 (75%-25%)

Khi dut 1 trong 2 wan thi traffic chay trén 1 duong con lai. Hbi phuc lai thi
lai tré vé ban dau (75-25)

CAu hinh Firewall



@ Dashboard >

¥& Security Fabric >
e FortiView >
+ Network ~
Interfaces
DNS
SD-WAN Status Check
SD-WAN Rules

Static Routes

Policy Routes

RIP

OSPF

BGP

Multicast
£ System >
B Policy & Objects >
@& Security Profiles >
0O VPN »
& User &Device >

= WIFi & Switch Controller b
Ll | og & Report »
€& Monitor >

d

it Interface

Name

Type

Interface State €@

sd-wan

SD-WAN Interface

[+ EWEN @ Disable

SD-WAN
+ CreateNew | & Edit = 1@ Delete
Seq.# Interface Status Gateyay
1 W portl 0.0.00
2 port5 0.0.0.0
A w
Load Balancing Algorithm
Sessions | Spillover | Source-Destination IP | Source IP
Volume Weight
B portl: | 75
port5: | 25
SD-WAN Usage
Bandwidth
Sent Received
W portl: @ W port1: ©
ports: @ port5: ©




~= FortiGate VM64-KVM Master

# Dashboard > Edit SD-WAN 5tatus Check
NX Security Fabric >
Mame pinggoogle
 FortiView >
Protocol | ping NI
# Network ~
Server 8.8.8.8
Interfaces
DNS Link Status
SD-WAN Timeout 1 Second(s)
SD-WAN Status Check i* @ Failures before inactive €@ | 5
SD-WAN Rules Restore link after € 5

Static Routes

Actions when Inactive
Policy Routes

Update staticroute @ @
RIP

OSPF
BGP

=+ Create New

Destination Gateway
0.0.0.0/0 192.168.1.1 portl
0.0.0.0/0 192.168.204 port5

Két qua:
Tur Win7-2 ping google.com binh thuong

CisUzers~ANSU>ping google.com —t

Pinging google.com [216.58.283.141 with 32 bytes of data:
Reply from 216.58_203.14: bytes=32 time=b8Bmz TTL=54
Reply from 216.58.283.14: bytes=32 time=5%msz TTL=54

Reply from 216.58_203.14: bytes=32 time=6b8Bmz TTL=54
Reply from 216.58.283.14: bytes=32 time=6Bmz TTL=54




Khi tat duong wanl thi s& bi mat dich vu 1 Itc

from 172.168.233.99: Destination net unreachahle.
from 122.168.233.99: Destination net unreachable.
from 172.168.233.99: Destination net unreachahle.
from 122.168.233.99: Destination net wunreachable.
from 1?22.168_.233.99: Destination net unreachahle.
from 216.58.283.14: hytes=32 time=6Bmsz TTL=53

from 216.58_.283.14: hyte=s=32 time=6ilms TTL=53
from 216.58.283.14: hytez=32 time=62ms TTL=53
from 216_.58_2083_14: bytesz=32 time=68m=z TTL=53
from 216.58.283.14: hytez=32 time=6Bmsz TTL=53
from 216_.58_2083_14: bytesz=32 time=blms TTL=53

Khi nay tat ca traffic s& chay qua wan2 (duong wanl bi bao do)

Interface Status Sesslons Upload Download

M¢ lai wanl thi 1 1dc sau tai lai chay qua wanl nhiéu hon so véi wan2

Upload Download

88E/s I 188 B/s
4A0B/s I 69 B/s



C6 phuong phap du phong internet khac 1a nhu link sau (dung 2 static
route,traffic chi chay qua 1 wan)

https://cookbook.fortinet.com/redundant-internet-basic-failover-56/

14. Cau hinh IPS sensor
Muc dich: Scan traffic dé phat hién bat thuong

Két hop DoS policy dé bao vé cac may chu dang sau tuong lira
Ex1:
Cau hinh chan file virus eicar
Budc 1: tao bo loc
& Security Profiles v
AntiVirus
Web Filter

DNS Filter

Application Control

Intrusion Prevention w

Tao mai, an dau +

rA .
L g admin~

© m

Dit tén


https://cookbook.fortinet.com/redundant-internet-basic-failover-56/

Edit IPS Sensor

Mame web _server
Comments test of hainm
Add signature

> | IPSSignatures

+ AddSignatures | [ Delete = # Edit IP Exemptions

Mame Exempt IPs

EicarVirus.Test.File 0

Action la block

Action
& Block

Apply vao policy di internet

| 135S

Sau do6 thur vao may tinh download file eircar thi khong down duoc; bé action

block thi lai down duogc.

15. Giam sat log ngwoi dung

- Va0 2 muc Log & Report hoic Monitor hozc fortiView(nhiéu tinh ning
Iru log can c6 disk, nhung trén thiét bi a0 khdng c6 disk , chi ¢6 luu

memory nén chua test dugc)

i FortiView hd

Traffic From LAN/DMZ




Source
192.168.1.100

Source Device Bytes (Sent/Received) «
6.33kE I

16. Bop bang thong

Enable shaping:

Advanced

Feature Visibility

Certificates

[ & Traffic Shaping

+]

[ B Wireless Open Security

-+

Vao Policy&Obijects > Traffic Shapers

Edit Traffic Shaper

Type

MName

Apply shaper

Traffic Priority

Max Bandwidth
Guaranteed Bandwidth
DSCP

limit_bw

All policies using this shaper

Medium -
© |20 Kbps
© |10 Kbps
C» | 000000




+ Create New & Edit Im Clone @ [ Delete

Mame < Type Guaranteed Bandwii
guarantee-100kbps Shared 100 Kbps
high-priority Sharad
limit_bw # Edit
low-priority s_ EditinCLI
medium-priority @ Clone
hared-1M-pi
share PIPE n Delete

W Clear Counters
b Show in FortiView

config firewall shaper traffic-shaper
edit "limit_bw"
set guaranteed-bandwidth 18
set maximum-bandwidth 2@

set priority medium
set per-policy enable
next

Vao Policy&Objects > Traffic Shapping Policy
Tao 2 cai policy:

- Cai 1: 4p dung cho riéng host 192.168.1.100
- Cai 2: ¢ allow all traffic khac van chay binh thuong

2 1 o limit_bw . all » [® WAN (port1) limit_bw limit_bw

1 2 » all » all * M WAN (port1) high-priority high-priority




Két qua:
Vao website trén host 192.168.1.100, rdi vao check bw

+ CreateNew 4 Edit Tm Clone [ Delete | Q Search

MName Type Guaranteed Bandwidth Max Band
guarantee-100kbps Shared 100 Kbps 1048576 K
high-priority Shared 1048576 K
limit_bw Shared 10 Kbps 00 Kbps
low-priority Shared & Edit 048576 K
medium-priority Shared >_ EditinCLI 048576 K
shared-1M-pipe Shared 'm Clone 024 Kbps

[yi]
[}

Wl Clear Counters

s Show in FortiView

Thay da theo ddi dudc bandwitdth

€« ° |* Traffic Shaper: limit_bw €@ Add Filter | B~ Onow~ -

Summary of limit_bw

Bytes (Sent/Received) 3.59 kB M

Bandwidth 496 hps I
Sessions 8
Time Period Realtime
FortiGate FGVMEVCPWCNZFN77
Sources Destinations Applications Policies Sessions -
Source Source Device Source Interface Bytes (Sent/Received) « Sessions Bandwidth
192.168.1.100 ¥ LAN (port2) 3.59kB — 8 496 bps A

END

Xem céc l1dp hoc vé firewall khac online (Checkpoint-Wireshark-Python)

https://hainguyenit.edubit.vn



