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Vi cac tinh nang uu viét trong cong nghé quan li mang hotspot, gid day cac khach
hang cé thé str dung hau hét cac tinh nang trong cdng nghé mang hotspot dé kiém
soat truy cap tur ngudi st dung va luu trlr cho cac muc dich sau nay.

Hotspot dugc xem la tinh nang hiru ich dé quan li ngudi sir dung trong maéi trudng
mang khéng day phurc tap nhung hiéu qua linh hoat hon giai phap mang truyén théng.
Trong phan tai liéu nay, chuing téi sé str dung tinh nang hotspot dé phan phdi Internet
tSi ngudi dung theo tung goi cudc.

M& phong mé hinh trién khai (&nh bén dudi).

o

HBT Core HBT BRAS

o

V@i yéu cau hé théng phan cirng:
» Router Core sir dung ma CCR1072-1G-8S+
» Router BRAS st dung ma CCR1072-1G-8S+
= Switch Core CRS354-48G-4S+2Q+RM

V&i hé théng phan cing nhu trén, dap ung da sé lugng 4000-5000 ngudi dung két ndi
déng thai trong mét chung cu 16n; va quan li hiéu qua ngudi dung trong mang hotspot
s dung Internet qua cap mang hoac WiFi dién réng.



1. Tai Router Core.
Chung téi sir dung 2 dudng Internet cho hé thong nay, trong dé dudng Internet
pppoe-out1 dong vai tro chinh, dudng Internet pppoe-out2 dong vai tro du phong.

> Keét ndi Internet

Trudc tién, ching téi két ndi Internet cho Router Router Core dam nhiém churc nang

Core théng qua 2 két ndi PPPoE tir nha cung cap nao trong hé théng ?

dich vu Internet. S i > Router Core dong vai tro két noi

Dé két ndi Internet, chung tdi vao Menu PPP - The mang khach hang véi Internet, chiu

Interfaces va chon PPPoE Client. trach nhiém dinh tuyén cho cac di
liéu nay kém theo chinh sach quy
dinh.

Interface | PPPoE Servers  Secraets  Profiles

Router BRAS dam nhiém chuc nang
nao trong hé théng ?

&~ 1| || | PPP Scanne > Router BRAS dong vai tro két néi

Name Type quan li toan bd két ndi khach hang,
R 4 pppoe-out] PPPoE Client bao gom cac cong viec xac thuc,
R <) pppoe-out2 PPPoE Client phan quyén & kiém toan.

Sau do, chung téi tién hanh NAT 2 dudng Internet nay, thdng qua Menu IP - Firewall va
thé NAT.

REEL

Fiter Rules MNAT | Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

o =] ? 9 ResetCounters || 1@ ResetAll Counters

# Action Chain Proto... |Src. Port  |Dst Port  |In. Interf.. |Out Interface |In. Interf.. |Out Inte...|Src. Ad.. |Dst Ad... |Bytes Packets
0 %l masquerade srcnat pppoe-outl 85.9KiB 1655
1 % masquerade srcnat pppoe-out2 83.2KiB 1630

Ké tiép, chung téi thuc hién gan dai IP tinh trén Router Core, tuong Ung vai cong
SFP+7 va SFP+8 (Céng SFP+8 sé dugc s dung cho Uing dung sau nay).

Chang han, dai IP cap phat cho cac céng lan luct Ia:

SFP+7:10.204.215.21/30

SFP+8:10.204.214.21/30

Tai Router HTB BRAS, dai IP cap phat cho cac cong lan luct la:
SFP+1:10.204.215.22/30

SFP+2:10.204.214.22/30



Address List
|| = | || 52 W

|Address 4 |Ne1wark Interface | |T
o 10204 214 21/30 10.204 214 20 sfp+7
& 10204 2152130 10.204 21520 sfp+8

D % 171.166.1.99 171.166.1.1 pppoe-out?

D = 171.166.1.100 171.166.1.1 pppoe-outl

I Cai dat cong Ether1 dé quan li Router Core.
Chung téi gan IP: 10.10.20.1/24 cho céng Ether1 (Tai Menu IP - Address) va chay dich vu
DHCP Server (Tai Menu IP — DHCP Server).

#=| [l =] 7] -

|P~ddress | Network | Interface 4 | |
& 10.10.20.1/24 10.10.20.0 ether]

Address <10.10.20.1/24

Network: |1n1uzuu A
Interface: |ether1 || il

DHCP Server

DHCP

EEI@IB@@M@@J

Metworks Leases Options Option Sets Vendor Classes  Alerts

Mame 4 |Interface elay Lease Time Address Pool  [Add AR..
dhep ether 02:00:00 dhcp_poall no




2. Tai Router BRAS.
Khai bao dia chi IP cho cdng SFP+1va SFP+2.
Khai bao théng so IP cho cdng SFP+1va SFP+2, bang cach vao Menu IP — Address.

[=1E3
&= lvlx
|.|“~.ddress & |Network |Irrterface |"’

= 10204 21422730 1020421420 sfpl
= 1020421522730 1020421520  sfp+2

Address <10.204 215 2230

Network: | 10.204.215.20 | ’—‘

Interface: |isfp+2 =]

Dizable

Comment

Sau dod, chung téi 1an lugt NAT mdi dudng Internet nay trong Menu IP — Firewall — NAT

Firewall

Filter Fules  MAT | Mangle FRaw Service Ports Connections  Address Lists = Layer7 Protocols

IEHEI IEI |(0 Rezet Counters ||(0 Rezet All Counters |

# | |Action Chain Src. Address |Dst. Address |Proto... |Src. Pt |Dst. Port  |In. Inter... Out. Int... |In. Inter..
0 ! masquerade srcnat etherl
1 %l masquerade  srcnat ether?

Va thuc hién dinh tuyén dir
liéu qua méi IP vira gan tai
Menu IP — Routes.

Routes | Nexthops Rules VRF

[#][=] [][%] [a] [¥]

|D5t. Address / |Gateway |Di5tar1ce |Houtir|g
AS b 0.0.0.0/0 10.204.214.21 reachable sther2 1
s p 0.0.0.0/0 10.204.215.21 reachable etherl 2
DAC b 10.204.214.20/30 ether2 reachable 0
DAC b 10.204.215.20/30 ether reachable 0

Route <0.0.0.0/0

General | Attributes

Dst. Address: |[IEEKEKIYH]

Gateway: 10.204.215.21 | #] |reachable ethert

Check Gateway: |ping

Type: ||.|r|icast

Distance: |2
Scope: [30
4  Target Scope: |1D

Routing Mark: |
Pref. Source: |




! Cai dat cong Ether1 dé quan li Router BRAS.
Chung téi gan IP: 10.10.10.1/24 cho cdng Ether1 (Tai Menu IP - Address) va chay dich vu
DHCP Server (Tai Menu IP — DHCP Server).

]
= vlx
|Address 4 |Netwurk |Irrterface ||V
= 10.10.10.1/24 10.10.10.0 etherl
Address <10.10.10.1/24>
10.10.1, K
Metwork : |1ﬂ.1ﬂ.1ﬂ.ﬂ | . Cancel
Interface: |e‘ther1 || ¥ | Aoply
Copy

DHCF Server

DHCP | Metworks Leases Options Option Sets = Vendor Classes | Aleds

|#|=| [][+¢] [ ] | oHop Corfg || DHCP Seu |

Name ¢ |Interface Relay Lease Time |.P~.ddress Pool |.P~.dd .F'-.H...|
dhep ether] 02:00:00 dhep pooll no

Céac cong SFP+5, SFP+6, SFP+7, SFP+8 dugc sir dung dé két néi téi bd chuyén mach
trung tdm cho hé théng.

Luuy!
Tl gid trd di, cong Ether1 két ndi vsi may
tinh va chung t6i cau hinh tir day.




> DE quan li ngudi dung hiéu qua, Mikrotik cung cap géi mé réng, cé tén goi

la userman.

Chung téi truy cap vao trang chl Mikrotik tai lién két: https://mikrotik.com va chon thé

Software.

k\‘- I
Mikrorik

Software

Home

Downloads

Buy

Jobs Hardware

Software

Changelogs Download archive

Support

The Dude

Training  Account

Mobile app

Kéo xuéng danh sach, chung téi lua chon dong ndi dung CCRI1xxx va tai vé tép tuong

ung.

Software

Downloads

Changelogs Download archive

MIPSBE

Main package
Extra packages
SMIPS

Main package

CRS1xxx, CRS2xx, CRS5312-4C+8X 5, CR5326-245+20+, DISC, FiberBox, hAF, hAF ac, hAP ac lite, LDF, LHG, k4P
PWR-Line, QRT, RB%xx, SXTsq, cAP, hEX Lite, RB4xr, wAP, BaseBox, Dynalish, RB2011, SXT, OmniTik, Groowe, N

hAP mini, hAP lite

Extra packages =
TILE CGR1xex
Main package =

Extra packages

The Dude server

Sau khi tai vé hoan tat, chung téi gidi nén tép ra ngoai thu muc va thu dugc cac tép,
theo mo ta bén dudi.

advanced-tools-6.47.3-tile.npk
MPK File
182 KB

hotspot-6.47.3-tile.npk
MNPK File
292 KB

multicast-6.47.3-tile.npk
MPK File
140 KB

routing-6.47.3-tile.npk
MNPK File
192 KB

ups-6.47.3-tile.npk
MPK File
136 KB

[ Iy

calea-6.47.3-tile.npk
MPK File
880 KB

ipwB-6.47.3-tile.npk
MNPK File
364 KB

ntp-6.47.3-tile.npk
MPK File
372 KB

security-6.47.3-tile.npk
MNPK File
548 KB

Iy

user-manager-6.47.3-tile.npk
MNPK File
1.22 ME

dhecp-6.47.3-tile.npk
MPK File
316 KB

lora-6.47.3-tile.npk
MPK File
268 KB

openflow-6.47.3-tile.npk
MPK File
152 KB

systemn-6.47.3-tile.npk
MPK File
129 MB

wireless-6.47.3-tile.npk
MPK File
1.79 ME

Iy

gps-6.47 3-tile.npk
MPK File
116 KB

mpls-6.47.3-tile.npk
MPK File
168 KB

ppp-6.47.3-tile.npk
MPK File
452 KB

trl69-client-6.47.3-tile.npk
MPK File
256 KB


https://mikrotik.com/

Kéo va tha tép user-manager-6.47.3-title.npk sang File List trong Winbox.

[ security-8.473-tile.npk Mesh
NPK File P P File List
L | 543KB
MPLS [ |E| | Backup || Restore | | Upload... |
:ﬂys;‘.{e:lf.d?.i-tlle.npk Routing r File Mame E |Ty|::e |Size |I
156 B System I [ disk 1 disk
' Trmms 3 Aash disk
L tr069-client-6.47.3-tile.npk 3 flash/Log directory
NPK File = 7| flash/auto-before-reset backup  backup 19.3 KB
L | 256KB Log "] flashog 0.tst it file 2358
3 fAabh/skins directory
T ups-AT.3tilenpk QEHADILS
MPEK File Tools [
L | 136KB MNew Teminal E[
[+ user-manager-6.47.3-tile.npk Dot 1% D itey
MPK File Partitinn —
L1 1.22MB Make Supout rif
= tretess— T3 titemphk ore I+ By
| h] NPK File

Cudi cung, chung t6i sé khdi dong lai Router (qua Menu System - Reboot) dé hoan tat

qua trinh cai dat goi.



Dugi day la mé phdng vé dai IP danh cho mang Hotspot.
Chung téi gia dinh, cdng sfp+7 chinh va sfp+8 (sao luu) si dung chung mang hotspot.

HBT BRAS

Dai IP Hotspot:
10.40.0.1/22
DNS: 8.8.8.8/8.8.4.4

Chung t6i gan dia chi IP cho céng sfp+7 va sfp+8 chung mét Bridge, goi la
BridgeHotspot thong qua Menu Bridge.

Bridge | Pots WLANs MSTIls  Port MST Ovemides Fiters MNAT  Hosts MDB

| =] [« 82 T | Settings

| Name ¢ | Type L2 MTU |Tx R Tx Packet [p/s)

R & BridgeHotspot  Bridge 1558 0 bps 4 8 kbps

Bridge Ports |‘l.|"L.P|.I"-.Is M5Tls  Pot MST Cvemides Fiters MNAT Hosts  MDB

= [«]||22] ] |T

#| |Interface | Bridge 'Horizon | Trusted | Priority fh... |Path Cost | Role \Root Pat...
0IH sfp+/ Bridge Hotspot Mo a0 10 disabled port

1H c=fp+8 BridgeHotspat §1+] a0 10 designated port




Tiép theo, tai muc IP - Addresses, chung téi gan IP cho nhom nay.

[O][x]
[+][=] [¢][=]
|Address 4 |Ne‘twnrk |Irrterface ||"
+ 104001722 104000 BridgeHotepot
Address <10.40.0.1/22= =] E3

Network: | 10.40.0.0

K
Cancel

!

Inteface: | BridgeHotspot

| Apply

Copy
| enabled
item

Va chay dich vu cap phat dia chi IP ddng cho nhom nay.

DHCP Server
DHCP | Networks Leases Options Option Sets  Vendor Classes  Alerts
o == | ¥ |7 | DHCPCorfig || DHCP Setup
|Name - |Irrterfa::e |F{ela'_.f Lease Time |.P~ddress Pool |.|“v.dd AR..
dhep Bridge Hotspot 08:00:00 dhcp_pooll  no
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]
Dé chay dich vu Hotspot cho nhom BridgeHotspot, chiing téi vao Menu IP - Hotspot.

]
EE | Reset HTHL || Hotspot Setup |

|Nan1e - |Interface

|Mdress Pool |Proﬁ|e |Mdresses |

Hotspot Setup

Hotspot Setup

Hotspot Setup

Set HotSpot address for interface: Set pool for HotSpot addresses

HotSpot Interface: Local Address of Network: |NENIRIFH

Address Pool of Network: |[[IENESIEEREE]

Masquerade Network

| Back || Next | | Cancel |

| Back || Mext | | Cancel |

| Back || Nest | | Cancel |

Hotspot Setup

Hotspot Setup

Hotspot Setup
Select hotspot SSL certificate Select SMTP server

Select Certficate: IP Address of SMTP Server: [N

NNS Servers:
(8344

e
-

| S
| Back || Next | | Cancel | | Back | Next | | Cancel | | Back || Next | | Cancel |
| | |

Hotspat Setup

Haotspot Setup

DNS name of local hotspot server

*'ame of Local HotSpot User: g |
Password forthe User: | |

DNS Name: ||

| Back || Next | | Cancel |

| Back || Next | | Cancel |

Khi cai dat thanh céng, dich vu hotspsot co tén mac dinh Ia hotspot1, kem theo mét
thudc tinh may chu la hsprof1

Hotspat

Servers |Server Profles  Users User Profiles  Active  Hosts  IP Bindings  Service Ports  Walled Garden  Walled Garden IP List Cookies

[#][=] [«][] | Reset HTWL || Hotspot Setup |

|Name & |Irrterface |Mdress Pool |F‘mﬁ|e |Addresses |
hotspot 1 BridgeHotspot dh ooll  hsprof1 2

Servers  Server Profiles | Users User Profles  Active Hosts  IP Bindings  Service Pots = Walled Garden = Walled Garden IP List | Cookies

#|=] (7]

'Name / |DNS Name  |HTML Directory | Rate Limit (wx) |
* @ defaut Aash/hotspot
€ hsprof1 Alash/hotspot

11



Mét sé tuy chinh trong hotspot ma chung téi can lam trudc khi chuyén sang budc tiép
theo.
Tai thé Server Profiles — hsprof1, chuing téi tat tinh nang Cookie.

Servers  Server Profiles | Users  User Profiles  Active Hosts  IP Bindings Service Ports  Walled Garden  Walled Garden IP List  Cookies

=] [v]

|Name / |DNSName  |HTML Directory  |Rate Limt ftx) |
* @ default flash/hotspat
O hsprof1 flash/hotspot

Hotspat Server Profile <hsprof 1

General Login | RADIUS
HTTPCHAP [ HTTFS
[JHTTPPAP [ Tral
Copy
[ "] MALC Cookie

Remave

]

MAC Auth. Mode: |MAC as usemame
MAC Auth. Passward: | |

12



Dé slr dung hotspot vai goi dich vu Userman, chung téi vao thé Server Profiles dé bat
tinh ndng RADIUS.

Servers SENEFPFOWES‘Users UserProfiles  Active Hosts IP Bindings Service Ports  Walled Garden Wi

[+ =] [7]

Name / |DNSName  |HTML Directory | Rate Limit (n¢/tx)
* O default Hotspot Server Profile <hsprofl= E
i) hsprofi
General Login RADIUS ‘
Default Domain: | | - Apply
Location Mame: | | = Remove
MAC Format: | XX:XX XX XX XXXX [#]

Accounting

Interim Update: | | v

NAS Port Type: | 19 (wireless-802.11) £

Tiép theo, chung téi vao Menu RADIUS va thém dich vu ching thuc qua hotspot.

+I=' @ Reset Status || Incoming

# Semnvice Called ID Domain Address Protocol Secret
UL S RADIUS Server <127.0.0.1> abe
General | Status oK
Service: || ppp [ ] login Cancel
hotspat | [ | wireless Apply
dhc ipsec
N - N - Disable
[] dotix
Comment
Called ID: | - e
Domain: | | b d T
Address: 127001 | [ Resetsmms
Protocol: |udp || ¥ |
1 item Secret |abc |

13



Tai muc Incoming, chung toi bat Accept.

+ = || 52 Y| | ResetStatus || Incoming

# | |Sewice |Ca|led D Domain Address |F’rumcul |Secret

0 hotspot 127.0.01 udp abc

RADIUS Incoming

OK

Port | 3799 Cancel

Requests: ICI Apply
Bad Requests: |0 Reset Status

14



> Keét ndi Router véi goi dich vu Userman.
Trudc tién, ching t6i can cau hinh ca ban dé géi userman cé thé hoat déng vai
RouterBRAS, bang cach md mét trinh duyét bat ki va go dia chi:
http://10.10.10.1/userman

I D User Manager

)] A Not secure | 10.10.10.1/userman ys & = g
MikroTik
Mikoratik User Manager
Login |admin| |

Password |

Sau do, chung téi vao muc Router — Add — New.

MikroTik

Mikratik User Manager

Routers

Users

Sessions

Customers

Logs

Payments

Profiles

Settings
Reports

0 A sessions

0 A users

Advanced search

Mainfenance

Logout

| % Shared secret

| “ Name | % IP address

|

Router details Z|

a Main

Name: |Router BRAS |
Owner: admin

IP address: |127.0.0.1
Shared secret: [abd]
Time zone: | Parent time zone hd
Disabled: []

[] Authorization success
Authorization failure
[ Accounting success
[] Accounting failure

Log events:

w Radius incomming

Va nhan Add dé luu lai.
Két qua dugc hién thi nhu hinh bén dudi.

Add

% Name % IP address % Shared secret

0o

Router BRAS 127.0.0.1 abc

Nhu vay, chung téi da cai dat dich vu hotspot vai géi phan mém Userman.



» Quan ly ngudi dung bdi géi dich vu Userman.
Dé quan li ngudi dung, géi dich vu userman st dung thudc tinh Profiles dé€ gan tai
khodan thich hgp cho moi ngudi dung. Trong méi Profiles, lai co thudc tinh gidi han
truyén tai dir liéu.
Dé khéi tao nhom ngudi dung, trudc tién chung téi thiét 1ap cac gidi han.
Tai Menu Profiles — Limitations — Add — New.
Chung tbi khéi tao gidi han 30Mbps, va 50Mbps (Cach thuc hién gan gidi han 50Mbps
tuang tu nhu gan gidi han 30Mbps).

16

Limitations
Add  Edit Limitation details E3|
* [Main
(] 7 Name 7 Downlo Name: |30Mbps | 7 Transfer v Uptime
O 30Mbps Lt Owner: admin law2d
* L imits
U 50Mbps Download: |0B frw2d
Upload: 0B
Transfer: (0B
Uptime: | 4w2d
« Rate limits
Rate limit: Rx| 30M T 30M
Burst rate: R Tx
Burst threshold: Rxl Tx
Burst time: Rx| Tx
Min rate: Rax| 30M T 30M
Priority: | Not specified v
w Constrainis
Quay sang thé Profiles, chung t6i khdi tao nhém Gaoi cude 30M va Goi cudec 50M
(Cach thuc hién tao goéi cudc 50Mbps tuong tu nhu tao goi cudc 30Mbps).
Profile: | Goi cuoc 30M w| o+
Mame: |G{:i cuoc 30M |
MName for users: | | o
A Profil ne *
Owner: admin rofiie pa |—|
validity: | |+ Period
Starts: |At first fagon V| Days:[w] Sunday
Price: [0.00 | L ITLE
. Tuesday
Shared ysers: | not usefd v Wednesday
] | Save profile I Remove profile Thursday
Prorie Nmitatons Friday
Active Constraints | Saturday H
g Ep— Time:!l n-nn- -EG- |
Uptime Limit: 4w2¢ 0-00-00 23:55°59
o —
B Always Rate limits: 30M/3( |« Limits
Add new limitation |——rerrereetemetre 30Mbps
T buMb_I_ps
| Neww limit | Cancel Add



Add

Dé khéi tao ngudi dung, chung tdi vao thé User va hoac tao mdt ngudi dung (One)
hoac tai nhiéu ngudi dung (Batch).
Chang han, chung t6i khai tao mét ngudi dung.

Edit Generate

Y Username

% Till time

% Total time left

(]
]

myn

&

User details

+ lain

Uszername: |mvn

Password: | mvn

Disabled: [ ]
Owner. admin

* Constraints

* Wireless

w Private information

 All profiles

w Actual profile

| Goi cuoc 30M

17

Save



