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Huong din thre hanh hé théng UniFi

HUONG DAN CAU HINH ACCESS POINT CHO THIET
BI UNIFI

I. CAu hinh Controller

- MO hinh d4u ndi:

Switch

Unifi

- M@ hinh logic
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Mic dinh ban dau khi cai dat UniFi Controller (cai dat trén may tinh noi bd), hé thdng bét buot
phai tao mot tén phat song SSID va Password ban dau, tuy nhién cd thé thay ddi cau hinh ban
dau do.

Dé kiém tra cau hinh ban dau ctia UniFi chon vao thanh Menu phia dudi, vao tab Settings =
Wireless Networks, tai day c6 thé thiy cdu hinh SSID wireless ban dau.

|/ 1921681200 - Unifi x |
€ - C | {xbhaps,//192.168.1.200:8443/manage/s/default

Pt
n

Every 2 minutes =

Uniri -
Welcome admin ~ Statistics ccess Points sers Guests Insight

P |

Mana cess Points

* + Name/MAC Address = IP Address - Status Num Clients + Download + Upload + Channel Actions

o 0.00 6 (ng) | Restart || Locate |

dc:9f.db:8a:04:77 182.168.1.10 Connected 1] 320K
]

24-a4-3c4cd3d7 192.168.1.11 Connected 861K 0.00 1 (ng) | Restart || Locate |

1-2/2

ecent Events erts Sertings Admin

S site =" Wireless Networks
W Site related settings = Wireless Networks
o8 Guest Control _, UserGroups
Guest portal and policies User Croup settings
Me= Controller site Admins
7= |demtity, Discovery, Email Servers S5 Admin accounts and privileges

Ble | © @ 8lo]a[™] o
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Huwing din thuwe hanh hé théng UniFi

/@ 192.168.1.200 - Unifi x

€ - C | {xhaps//192.168.1.200:8443/manage/s/default

Default ¥

Uniri

Welcome admin >

Managed Access Points

Overview Performance |

= Name/MAC Address = IP Address - Status = Num Clients

dc:9f:db:8a:04:77 182.168.1.10 Connected ]

24:a4:3c4cd3d7 182.168.1.11 Connected ]

©  Every2 minutes -

Statistics

Insight

vegesice NN

= Download = Upload = Channel

365K 0.00 6 (ng)

122K 0.00 1 (ng)

1-2/2

Recent Events Admin

" Settings » WLAN Group [oefaut v | [ = |
Chon Create dé tao

cAu hinh wireless véi
tén phat song méi

+ Name + Security + Guest Network

WiFi Test

wpapsk No

Chon Edit @é chinh sira chu hinh
hoic Delete dé x6a cau hinh cii

Actions

edit delete.

©Ble~ © e 8lo]a™]

e . L6PM ||
571672014

Pé cau hinh Access Point, c6 thé chon vao Edit dé chinh stra ciu hinh ban dau hoic chon Create
dé tao moi mot cau hinh Wireless. Luu ¥, néu mudn thiét bi chi phat mot SSID thi x6a (Delete)
c4u hinh wireless ban dau, con néu mudn thiét bi phéat nhiéu SSID thi chi viéc tao méi thém cac

J @ 192168.1.200 - UniFi x

€ - C'|fxh#ps//192.168.1.200:8443/manage/s/default

Defauh ~

Unikr

Welcome admin ~

Managed A

Overview Performance |

+ Name/MAC Address = IP Address ~ Status = Num Clients

dc:9f:db:8a:04:77 192.168.1.10 Connected 0

24:a4:3c4cd3:d7 192.168.1.11 Connected 0

o Every 2 minutes -

Statistics Guests Insight

page size [EJIR

= Download = Upload = Channel

320K 0.00 6 (ng)

86.1K 0.00

1 (ng)

1-2/2

Recent Events

Settings » WLAN Group E

Admin

* Name ¥ Security % Guest Network Actions
| wiFi Test wpapsk No | edit || delete
| create | Cau hinh Wireless dugc khoi tao ban dau
(uli ) m—— o . =M ||
Qe 6@ 8lo][=]M )
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cau hinh Wireless khac, véi thiét bi UniFi cho phép cau hinh Ién tsi 4 tén phéat séng SSID.
1. Cdu hinh ché dp Access point co ban

CAu hinh ché do Access Point co ban bao gém nhu sau:

& 1821681.200 - UniFi x .\ =

&« C' | (X b#ps//192.168.1.200:8443/manage/s/default w5 =

Ur".'-f Default ™

Welcome admin Map Statistics s sers ests Insight

Managed Access Points Page Size m

[ overier. TR

+ Name/MAC Address + IP Address
dc:9f:db-8a:04:77 192.168.1.10
24:a4:3c4cd3d7 .

1-2/2

Settings » WLAN Group [Default] » WiFi Test
Wireless Configurations

Name / SSID| | wiFiTest | ¥ Enabled  T€n phat song SSID

Security]| Open ) WEP ® WPA-Personal WPA—Ememnsal Loai bdo mat

Security Key] | 12345678 | Mit khiu bao mit

Guest Policy | Apply guest policies (captive portal, guest authentication, access restrictions)

Advanced
VLAN L) Use VLAN ID (2-4095)

Hide S5ID L/ Hide 551D

WI’AIWPA Mode | WPAZ Only v | Encryption | AESICCMP Only ¥ Phwong thirc ma hoa

User Group | Defautt ¥

Apply Car

©le ©: © @ 8.2 ® i ]

Luu ¥ v6i ché d6 bao mat nén wu tién Iya chon WPA-Personal véi WPA2 AES/CCMP (nhu cu
hinh) dé dam bao t6i wu bao mat co ban va tin hiéu WiFi.

2. Cdu hinh ché dg Access Point véi VLAN ##ng Vvdi tang tén phat séng
Thiét bi UniFi cho phép cau hinh VLAN 1ng véi tiing tén phat séng SSID, c6 nghia néu Access
Point dugc lién két voi mot port/ interface trunk nhiéu VLAN thi tuong wng véi VLAN duoc cau

hinh trong mdi SSID, luvu lwong nguoi ding s& duoc di trén dung duong VLAN d6 dé giao tiép
véi mang ngoai.
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Huong din thre hanh hé théng UniFi

& 192.168.1.200 - UniFi x Y

« C' | (x b#ps://192.168.1.200:8443/manage/s/default

Default ¥

Uniri

Welcome admin ~

Managed Access Points

Performance

+ Name /MAC Address + IP Address ~ Status % Num Clients £

dc:9f:db:8a-04:77 192.168.1.10 Connected a

24a4:3cdaddd? Recent Events Sertings Admin

1-2/2
Settings » WLAN Group [Default] * New Wireless Network
Wireless Configurations

¥ Enabled

Name / S5ID | WiFiTest1

Security Open WEP ® WPA-Personal

Security Key | 12345678

Guest Palicy |

600K

Statistics

Download + Upload

0.00

WPA-Enterprise

! Apply guest policies (captive portal, guest authentication, access restrictions)

Advanced ~
mm,msl Ciéu hinh VLAN tng voi SSID
theo VLAN truy cip
Hide S5ID J Hide 551D
WPA WPA Mode | WPA2 Only ¥ | Encryption | AES/CCMP Only ¥
User Group | Defaut v
Create Cancel

Pt

Every 2 minutes =

Guests

—

Access Points Insight

+ Channel Actians

Restart | Locate

6 (ng)

Restart | Locate

gle/+ © @ B[/ a|"

Luu ¥ rang dé trién khai VLAN trén thiét bi UniFi, y8u cau Switch/ Router ¢d hd tro VLAN.

3. Cdu hinh ché dg Access Point véi tinh ning Guest Access

Tinh ning Guest-Access cho phép cac user truy cap s& hoat dong chi véi quyén “guest”. Mang
cau hinh cho truy cap Guest theo mic dinh s& han ché khéch truy cap vao tat ca céac dia chi IP noi
bo trong LAN (quy dinh trong Guest Control), ngudi ding chi cé thé két ndi va ra Internet.

Vao cau hinh Wireless bat tinh ning Guest Policy,

& 192.168.1.200 - UniFi x \

o

€« C' | (% b#ys://192.168.1.200:8443/manage/s/default

Default ¥

Uniri

Welcome admin ~

Managed Access Points

Performance

= IP Address Num Clients

+ Name/MAC Address ~ Status

dc:9f.db:8a:04:77 182.168.1.10 Connected a
24:a4:3c4cd3d7 182.168.1.11 Connected a

1-2/2

Racent Events Semtings Admin

Settings » WLAN Group [Default] » New Wireless Network
Wireless Configurations

Name / SSID | WiFi Guest

¥| Enabled

Statistics

+ Download
B4TK
535K

o

Every 2 minutes

Insight

Guests

— |

Access Points

< Channel Actions

Restart || Locate

& (ng)

Restart || Locate

11 (ng)

Security ® Open " WEP ) WPA-Personal =) WPA-Enterprise
Guest Policy ¥ Apply guest policies (captive portal, guest authentication, access resmmons]l
Advanced Bit tinh nang Guest Policy dé caw hinh ché dj Guest Access
VLAN L Use VLANID (2-4095)
Hide SSID Hide SSID
User Group | Defautt ¥
Create Cancel

Ol ¢ e 8. am
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Mic dinh sau khi bat tinh ning nay, cac user truy cap thong qua SSID WiFi Guest s& bi han ché
truy cap vao mang ndi bo.

Tuy nhién ddi vai chinh séch guest, Unifi Controller con cho phép nhiéu tdy chon cau hinh nang
cao khac, dé cau hinh cac chinh sach guest, vao Settings -> Guest Control,

& 152.168.1.200 - UniFi x =

< C' | [ baps://192.168.1.200:8443/manage/s/default % =

Un,!.l Default ~ & Every 2 minutes

TR Map Statistics Access Points CGuests Insight

Managed Access Points Page Size
‘ m Config | Performance

+ Name /MAC Address + IP Address = Status Num Clients + Download + Upload = Channel Actions

dc:9f.db:8a:04:77 192.168.1.10 Connected 0 1.38M 0.00 6 (ng) | Restart || Locate |
0

24:a4:3c4c:d3d7 192.168.1.11 Connected 1013K 0.00 11 (ng) | Restart || Locate |

1-2/2

Admin
' Site ~=  Wireless Networks
®  site related settings = Wireless Networks
o0 Guest Control ., UserGroups
Guest portal and policies User Group settings
M= Controller E site Admins
= Identity, Discovery, Email Servers <5 Admin accounts and privileges

@lce/r © @ 8. [a[™ N

Trong giao dién Guest Control bao gém phan Guest Policies cho phép cau hinh cac phuong thirc
truy cap ddi véi user guest, quy dinh cac phuong thiic Xac thuc, tinh cudc, mat khau truy cap 16p
7, Hotspot ...; phan Access Control cho phép ciu hinh giéi han ddi véi cac dai dia chi IP hoac
khdng gidi han chinh sach guest toi dai IP cu thé dugc quy dinh.

. 192168.1.200 - Unifi x\ =

L C | B batp5,//192.168.1.200:3443/manage/s/default % =

Ui

Welcome admin v

Map Statistics sers ests Insight

Managed Access Points Page Size

Recent Events Alerts Settings Admin

* Name/MAC Address Actions

Settings » Guest Control
Guest Policies

24:a4:3c4cd3:d7 | Restart H Locate ‘

dc:0Fdb-8a:04:77 Guest Portal ¥ Enable Guest Portal | Restart || Locate |

1-2/2 Authentication '® No authentication Simple Password Hotspot External Portal Server

Expiration | & hours v

Landing Page ® Redirect to the original URL

Promotional URL

Portal Customization ' Enable portal customization

Portal URL Hostname | Redirect using hostname

Access Control

liesriae | 182.168.0.016
Subnets

Allowed Subnets

|‘mnuu/a

| 172.16.0.0/12 ‘

|_Apnly |

@lel © ¢ 0| =
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Huong din thre hanh hé théng UniFi

Bat tinh nang Guest Portal dé cau hinh céc chinh sach guest.

& 192.168.1.200 - UniFi x ¥

« C | [ b#pt;//192.168.1.200:8443/manage/s/default

Default =

unirt

Welcome admin -

Managed Access Points

e o

=+ Name/MAC Address

Performance

= IP Address - Status + Num Clients

24-a4-3c:4c:d3:d7 192168111
dc:9f:db:8a:04:77 192.168.1.10

1-2/2

Recent Events Settings Admin

Settings » Guest Control
Guest Policies

Access Control

Restricrad

‘ 192.168.0.0/16
Subnets

‘ 172.16.0.012

|_apaly |

+ Download
Connected 0 2.45M

Connected o 2.97M

Allowed Subnets |

Sratistics

Insight

P, |

< Upload < Channel Actions
11 (ng) | Restart || Locate |

6 (ng) | Restart || Locate |

Guest Partal] []_Ensble Guest Porial | Bt tinh nang Guest Portal ——

@lel © @ 9. ]a™]

. 192.168.1.200 - UniFi x

€« C' | [ b#pS,//192.168.1.200:8443/manage/s/default

Default

unirt

Welcome admin =

Managed Access Points

Recent Events Sertings Admin

+ Name/MAC Address
Settings *» Guest Control

24:a4:3c:4c:d3:d7 Guest Policies

dc:9f:db:8a:04:77 Guest Portal ¥ Enable Guest Portal

1-2/2 Authentication ® No authentication Simple Password

Expiration [snours v
Landing Page ® Redirect to the original URL
Promational URL

Portal Customization ) Enable portal customization

Portal URL Hostname | ) Redirect using hostname

Access Control

Restricred
Subnets

| 192180015 Allowed Subnets
‘ 172.16.0.0M12

‘ 10.0.0.08

| pply |

Hotspot

Statistics Insight

P, |

Actions
| Restart || Locate |
| Restart || Locate |

External Portal Server

© @ 8[.]am]

Tai day, tity theo phuong thirc Xac thuc ma cé nhitng tdy chon ciu hinh cu thé:

> Ché do khong xac thuc - No authentication
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« 192.168.1.200 - UniFi %\

&« C' | (3 baps//192.168.1.200:8443/manage/s/default

Uniri

Welcome admin ~

Managed Access Points

+ Name/MAC Address
24:a4:3c4cd3:d7
dc:9fdb:8a:04:77

1-2/2

Default ~

Recent Events Sertings Admin

Settings » Guest Control
Guest Policies
Guest Portal ¥ Enable Guest Portal

Authentication |® N authentication|

Expiration | 8 hours B

Simple Password Hotspot
Landing Page ® Redirect to the original URL
Promotional URL
Portal Customization |

Enable portal customization

Portal URL Hostname | Redirect using hostname

Access Control

Restricted
Subnets

192.168.0.0116 Allowed Subnets
172.16.0.012

10.0.0.0i8

Apply

External Portal Server

Every 2 minutes

Guests Insight

— |

Locate

Locate

O @ 9l

Ché do khdng xac thuc cho phép user truy cap theo kiéu “Click through”, click dong ¥ cac diéu
khoan va ra Internet.

' . unifivientin.com - UniFi

€ @1233015318

[8) Most Visite

x j' Action Required - Guest Access X ‘+

ST

dantri.com.vn/8ssid=WiFi Test [

'} Getting Started |} Suggested Sites {_} Web Slice Gallery |

Terms of Use

| accept the Terms of Use

Q Search

wE ¥ A ¢~ =

9:15 AM

3/12/2015
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Huwing din thuwe hanh hé théng UniFi

Déi véi ché do khdng xac thuc, ¢6 thé quy dinh thoi lugng sir dung cho ting user “guest” (theo
cac tiy chon thai gian dugc xay dung san hoic tly chinh), sau thoi gian nay céac user guest sé bi
“d4” ra va phai két ndi lai néu muén.

Guest Portal ¥ Enable Guest Portal

Authentication '® No authentication ' Simple Password "' Hotspot ') External Portal Server
Ty chon théi gian thiét lap

Landing Page |24 hours he original URL
2 days
3 days URL
4 days

Portal Customization |/ 438 al customization
User-defined

Expiration

Portal URL Hostname || Redirect using hostname

Guest Portal # Enable Guest Portal

Authentication ® No authentication ' Simple Password ') Hotspot ') External Portal Server

Expiration || User-defined ¥ || 2 | hour "’| "_['l‘n_r Chi]]l] dﬁt th{‘ﬁ gial]

Landing Page '®* Redirect to the original URL

> Ché d6 xac thuc voi password don gian — Simple Password
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« 192.168.1.200 - UniFi x =

&« C (% bwps://192.168.1.200:3443/manage/s/default 9 =

Un”.! Default ~ Every 2 minutes

P S Statistics Access Points Guests Insight

Meanaged Access Panis pase sz« A
Sertings Admin

Settings » Guest Control

+ Name/MAC Address Guest Policies + Channel Actians
de:9f:db:8a:04:77 Guest Portal ¥/ Enable Guest Portal 6 (ng)

Lau 1 Authentication No authentication|® Simple Password| Hotspot External Portal Server 1 (ng)

Guest Password | 12345678 Mit khéu xac thiee trén giao dién truy cip
Tinh ning thoi han giong nhw trong

ché db khéng xdc thie
Landing Page '® Redirzct to the original URL

Expiration | 8hours ¥

Promotional URL

Portal Customization | Enable portal customization

Portal URL Hostname | Redirect using hostname

Access Control

Restricted | 195 18300118 Allowed Subnets
Subnets
172.16.0.0112

10.0.0.0/8

[B) Most Visited [} Getting Started { | Suggested Sites | Web Slice Gallery

A password is required to access the wireless network

Connect

Terms of Use

| accept the Terms of Use

926AM ||
3/12/2015

Luu ¥, mat khau xé&c thyc trong ché @6 Simple Password 1a mat khau thugc 16p 7 (dang nhap
thong qua Trang dang nhap), khac voi mat khau truy cap trong Wireless Networks 1a mat khau
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Huong din thre hanh hé théng UniFi

I6p 2. Khuyén céo chi nén sir dung mét trong hai loai dé giam bét tinh phirc tap trong truy cap
Internet d6i v6i khach hang.

> Ché do xac thuc Hotspot

Ché d6 Hotspot cho phép xay dung mang WiFi truy cap cong cong véi cac tinh ning tao voucher
thanh toan sir dung, tich hop cac cong cu thanh toan Online nhu PayPal, Quickpay. Cé thé tao
c4c voucher cho timg ngudi ding hoac nhiéu ngudi dung theo thoi han quy dinh.

. 1921681200 - Unifi x ol e
<« C' | B bheps://192.168.1.200:8443/manage/s/default

=
n

Ur"'_’ Default ~ & Every 2 minutes -

Welcome admin v
Insight

Settings Admin

ents erts. e
Managed Access Points Page S\zem

Settings » Guest Control
Guest Policies
Guest Portal ¥ Enable Guest Portal

S LIS AR D icati No authentication ' Simple Password[®_Howpod ' Exteral Portal Server = Channel Actions
dc9f:db:8a:04:77 6 (ng)

Landing Page '® Redirect to the original URL
Lau 1 1 (ng)
Promotional URL
1-2/2

Portal Customization || Enable portal customization

Portal URL Hostname | ) Redirect using hostname

Hotspot

| Voucher [ Enable voucher-based authorization | Si dung theo phwong thirc voucher

| Pavment L) Enable payment-based autharization | St dung dwa trén thanh todin Online
Hotspat Operator Truy cdp trang quan Iy Hotspot

Access Control

bieimaiss ‘ 192.168.0.016
Subnets

‘ 172.16.0.0112

Allowed Subnets |
‘ 1000058

v L 1:38AM
5/17/2014

Thong thuong tinh nang dya trén phuong thirc thanh toan Online khong dugc &p dung tai Viét
Nam. Pé xay dung mé hinh mang Hotspot, lya chon trién khai theo phuong thirc voucher.

Fomumm-wn  ~ e = =

e

<« C | B¢ baps//192.168.1.200:8443 /manage/s/default | =

Unll-f Default  ~

Welcome admin ~
Settings Aamin
Managed Access Points page size [EENIRA
Settings » Guest Control
Cuest Policies
Guest Portal ¥ Enable Guest Portal

s S [ X frilans icati No 1 Simple Passw\jrd External Portal Server

- 24:a4.3c:0e:4c:1d Landing Page ® Redirect to the original URL Chon Hotspot

Portal Customization | ) Enable portal customization

Portal URL Hostname || Redirect using hostname

Hotspot

Voucher [#_Enable voucher-based autharization] B4t tinh ndng sir dung véi Voucher

[ Enable pay based autl

oy
Hotspot Operatar ‘Vio trang quén ly voucher

Access Control

Reswricted | 153 16500118
s

Allowed Subnerts ‘
Subner:

| 172.16.0.0112

|mnnnts
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Trong trang quan ly voucher, vao tab Vouchers dé tao va quan ly cac ma code voucher.

v Tao voucher cho timg ngudi ding sir dung mot 1an theo thoi gian quy dinh

;fv 192.168.100.60 - UniFi x 7  192.168.100.60 - Hotspot | x

o]
e I |@<btqﬁ://192.168,100‘60:8443/hotspot/s/defaultl Trang quan Iy Hotspot w =

uniri

@ Every 2 minutes g

Welcome admin ~

Payments/Transactions Vouchers Operator Accounts

page sze

Print All Unused Vouchers |

Active Vouchers

Loai hinh mi code sir dung mjt lan

No active vouchers 1

Z

Crea(el 5 " One-time v Ivouchers for] 8 hours ] Add Notes

:
Nhan tao voucher

User-defined

v Tao voucher chung cho nhiéu ngudi dung theo thoi gian quy dinh

[/ 19216810060 -Unifi %V & 19216810060 - Hotspot | X

el .
2 I_@(btqﬁ://l92.168.100.60:8443/hotspot/s/defauit| Trang quan ly Hotspot W=

Uniri

Welcome admin ~

(< Every 2 minutes v

Wireless Guests Payments/Transactions Operator Accounts

rage siz [ KA

| Print Al Unused Vouchers |

Active Vouchers

, Loai hinh ma code dung chung cho nhiéu user
No active vouchers -

—--
Crzatel 5 " Mutti-use v Ivou(hers for| 8 hours ] Add Notes

Nhan tao voucher

User-defined
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L 19216810060 Unifi X o 192168100860 - Hotspot | =)
C' | [ b#ps://192.168.100.60:844 3 /hotspot/s/default | =

Un”-’ ©@  Every 2 minutes

‘Welcome admin ~ :
Wireless Guests Payments/ Transactions Vouchers Operator Accounts

Active Vouchers Page Size

Print All Unused Vouchers

+ Code + Create Time Note + Duration + Status Actians

53724-78642 2014/05/21 14:54:58 8h Valid for one-time use Revoke Print batch
05961-00828 2014/05/21 14:54:58 8h Valid for one-time use Revoke Print batch
42121-14147 2014/05/21 14:34:38 &h Valid for one-time use Revoke Print batch
50144-35076 2014/05/21 14:54:58 &h Valid for one-time use Revoke Print batch
55859-00555 2014/05/21 14:54:58 &h Valid for one-time use Revoke Print batch
07695-97940 2014/05/21 14:54:54 &h Valid for multi-use Revoke Print batch
07081-00544 2014/05/21 14:54:54 &h Valid for multi-use Revoke Print batch
28167-84859 2014/05/21 14:54:54 8h Valid for multi-use Revoke Print batch
93034-62828 2014/05/21 14:54:54 8h Valid for multi-use Revoke Print batch
48177-23782 2014/05/21 14:54:54 8h Valid for multi-use Revoke Print batch
1-10/10

Create| S One-time ¥ |vouchers for| & hours ¥ |[ | Add Notes Create Vouchers

v Quan ly Voucher

Céc voucher sau khi duoc sir dung hét thoi han s& tu dong dugc xda khoi trang quan ly voucher.
Hoic ciing c6 thé x6a boé voucher dang ton tai bang cach nhan chon Revoke

v Sir dung ma code voucher dang nhap voi mang WiFi Hotspot

V&i mang WiFi Hotspot sir dung voucher, sau khi két ndi vao mang khi truy cap Internet s& yéu
cau nhap ma code voucher dé xé4c thyc.

L C | [) 192.168.100.60:8880/guest/s/default/?id=20:68:9d:{0:d2:98 &ap=24:a4:3c0e:4c1d&t=1400659552&url =http://dantri.com.vn/&ssid =WiFi%20Guest e

I have a voucher
Nhap ma code voucher

Voucher F
de xac thwe

Terms of Use

1 accept the Term

v Quan ly cac user guest sir dung méa code voucher
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Huong din thre hanh hé théng UniFi

Cac user guest sir dung ma code voucher c6 thé duoc quan ly trong phan Wireless Guest trén
trang quan ly Hotspot

_ 192168.1.200 - Unifi %/ L 1921681200 - Hotspot Ma... % \+
& | @ hitps;//192.168.1.200:8443/hotspot/s/default ¢ || B~ Google Al ¥ A B =

uniri e

Welcome admin v - -
Wireless Guests Payments/Transactions Operator Accounts

Wireless Guests Page Size

Show guests within 3 days

* Name/MAC Address Package * Amount + Authorized By + Download < Upload < Status Actions

I 7551526311 [f4:ec:38:95:¢9:05] Voucher 3.47M 396K Valid until 2014/05/29 22:04:22 | Disconnect

1V A

©e © ¢ 8 J[™W[E]

Céc voucher dang duoc sir dung ciing dwoc thé hién trong tab Vouchers.

_ 192168.1.200 - Unifi x/ . 192168.1.200 - Hotspot Ma... % \+
= | @ https://192.168.1.200:8443/ hotspot/s/default | B~ Google Al ¥ A B =

Unl’-I @ Every 2 minutes

Wriermne: sibwm Wireless Guests Payments/Transactions Operator Accounts

Active Vouchers Page Size

| Print Al Unused Vouchers |

= Code * Create Time + Duration = Status Actions

85963-85159 2014/05/26 13:53:45 Valid for multi-use Revoke Print batch \

I 75515-26311 2014/05/26 13:53:45 Used 2 time(s), expires in 7h 56m 555 Revoke |[ Print batch |

54266-78662 2014/05/26 13:53:36 Valid for one-time use Revoke Print batch |
82756-04606 2014/05/26 13:53:36 Valid for one-time use Revoke Print batch \

1-474

Create| 10 One-time v vouchers for 24hours v []Add Notes | create Vouchers |

Blel/- © € 8[3™M[B]

> Ché do xac thuc dua trén mot Server ngoai — External Portal Server



vientin

HOP DONG CUA

Huong din thre hanh hé théng UniFi

NIEM TIN

V6i tinh ning nay cho phép xay dung mot trang xac thuc vai server bén ngoai, co thé tiy chinh
két ndi “Click Through”, hoic tao céac truong dé thu thap thong tin ngudi dung. ..

& unifixientin.com - Unifi

L ] C' (& baps://unifivientin.com:8888/manage/s/al26 bicdl S |

VNPT Hai Phong-250814~ (<3 Every 2 minutes

Uniri

Welcome ThanhEinh ~

Statistics Users Cuests

Insight

page e KA

Managed Access Points

Performance

| A o

= Name/MAC Address = IP Address ~ Status = Num Clients = Download = Upload = Channel Actions

24:24:3c:60:c1:58 192.168.0.3 Connected 29 10.7G 6.76G 5 (ng) | Restart || Locate |

24:a4:3c:7cd4ec = | Restart || Locate ‘
Recent Events

24:24:3c:a2.2a:95 | Restart || Locate |
Settings » Guest Control

Guest Policies

1-3/3

Guest Portal ¥/ Enable Guest Portal

Authentication No authentication Simple Password Hotspot '® External Portal Server

Custom Portal IP Address

113.135.93.126 ‘ |

Portal URL Hostname || Redirect using hostname

Access Control

Allowed Subnets

Restricted Subnets |

5600118
[1721800n2
[ 10000s

[ Appty |

b) Céu hinh Ap dit giéi han hoac khdng gidi han trong ché do Guest.
Trong phan Access Control:

. unifivientincom - Unifi %

€ i ' @ hitpsy/unifivientin.com:3888/manage/s/a003

SiteKyThuat Every 2 minutes

uniri

Welcome admin ~ Statistics Access Points Users Guests Insight

Page Size

| start roling upgrade |

Managed Access Points.

Recent Events Settings Admin

5 * Name/MAC Address Settings » Guest Control

& 04:18:d6:8c18:da ol ocate || Upgrade
Guest Portal nable Guest Portal
1-171

Authentication

® No authentication &) Simple Password &) Hotspot &) External Portal Server

Expiration & hours -
Landing Page @ Redirect to the original URL

© Promotional URL

Portal Customization [

Portal URL Hostname [

Access Control

Restricted

| 192.165.0.0/16
Subnets

|1nuunta

| 172.16.0.012

Enable portal customization
Redirect using hostname
Allowed Subnets ‘ T

‘ 192.168.1.1/32

SN
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Huwing din thuwe hanh hé théng UniFi

+ Restricted Subnets: Cho phép cau hinh cac subnet mang, hoic dia chi IP s& bi gigi han truy
cap trong chinh sach “guest”.

+ Allowed Subnets: Cho phép cau hinh céc subnet mang, hoic dia chi IP khéng bi gigi
truy cap trong chinh sach “guest”.

Luu ¥: Cac dia chi IP hoidc subnet duoc ciu hinh trong Restricted Subnets va Allowed Subnets
cd thé 1a dia chi IP/ subnet ma cac user quyén “guest” khong thé truy cap vao (khéng phu thudc
dia chi caa user “guest”), hoic cd thé 1a chinh dja chi IP/ subnet cua user “guest” ma s& bi han
ché truy cap (phu thudc dia chi user “guest”).

I1. CAu hinh trén tirng Access Point

Tat ca cac Access Point trong ciing Unifi Controller, mic dinh s& duoc ap dat cau hinh co ban
ctia UniFi Controller, ngoai ra ciing c¢6 thé cdu hinh mét s can chinh khéc cho ting thiét bi
Access Point:

Click vao thiét bi Access Point mudn cau hinh trong tab Access Point, chon Configuration:

« 127001 - UniFi x

€ i) @ https//127.001:8443/manage/s/default e |[Q search w"E P A® e =

Un”_’ Default ¥ @ Every 2 minutes >

Welcome admin ~ Statistics Access Points Users Guests Insight

Managed Access Points Page Size

m Config | Performance | start roling upgrade |

< Name/MAC Address + IP Address ~ Status = " e Rouaload Slloload < Channel Actions

04:18:d6:8c:18:da 192.168.88.250 I @ 04:18:d6:8c:18:da 6 (ng) [ Restart || Locate | Upgrade

Lodbd

RADIOS
WLANS
NETWORK

FORGET THIS AP / MOVE

Recent Events Alerts Settings Admin

A @ NN v

+ Alias: Cho phép ciu hinh tén dinh danh caa thiét bj hién thi trong phan mém UniFi
Controller.

Z 1026AM |
EN . MW 0 A
W # I 4 3/12/2015



vientin
N/
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Huwing din thuwe hanh hé théng UniFi

x_

; ( « 127001 - UniFi

€ il @ https://127.00.1:8443/manage/s/default

uniri

Welcome admin v

Managed Access Points

Performance

| R o

® < Name/MAC Address < IP Address

o [APTang1 ]

192.168.88.250

Default ~

~ Status

Connected

dodubd

Recent Events

Statistics Access Points

< Channel Actions

6 (ng) | Restart

WLANS

NETWORK

FORGET THIS AP / MOVE

[oane e |

Settings

Locate |

Every 2 minutes

Guests Insight

Page Size m

| _start roling upgrade |

Upgrade

1029AM |
3/12/2015

+ Radios: Cho phép thiét dat cau hinh kénh phat, & rong kénh, mic cong suat”.

wBe ¥ A O » - =

C || Q Search

€ il @ https://127.0.01:8443/manage/s/default

uniri

Welcome admin ¥

Managed Access Points

overview TR Perormance

< Model  Version

+ Name/MAC Address

AP-Tangl UniFi AP 3.2.9.2872

1-1/1

Default ~

~ Status

Connected

~ AP-Tangl

CONFIC

Radio 2C (11n/b/g)
Channel

Tx Power

6 v HT20 v

Medium v

Statistics Access Points.

Radio 5G Actions

©  Every 2 minutes

Guests Insight

reoe o= (KD

_start roling upgrade _

Users

Restart || Locate || Upgrade

[ apety |

WLANS
NETWORK

FORGET THIS AP / MOVE

[ocne J e |

1038AM |
3/12/2015
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Huwing din thuwe hanh hé théng UniFi

Vi thiét bi 2 bang tan

« 127001 - UniFi

€ il @ https://127.0.01:8443/manage/s/default ¢ || Q Search B ¥+ A0 ¢ - =

UnI’_I Default ~

Welcome admin ~

Managed Access Points
| @ covvo | pertormance (itact g porace ]
Q AP-Tang2
% Name/MAC Address < IP Address ~ Status Connected (100 FDX) < Channel Actions
& AP-Tangl 192.168.88.244 Connected (100 FDX) = T 6 (ng), 149 (na) | Restart || Locate ](u.;grm: )
@ AP-Tang2 192.168.88.243 Connected (100 FDX) |l G (o), 44 (na) [ Restart || Locate || Upgrade |

Lo2f:2

Radio 2G (11n/b/g)

Channel M v HI20 +
Tx Power Medium v

Radio 5C (11n/a)

Channel 36 v HT40 ~

Tx Power Hgh ~

|_apply |
WLANS
NETWORK

FORGET THIS AP / MOVE

Recent Events

Alerts ettings in
S | —— = ; o : 324PM |
) u o 2 LI TR

v' Channel: cho phép tlly chon dit kénh, hodc Auto; cdu hinh d6 rong kénh HT20
hoac HT40

v' Tx Power: Cho phép tlly chon c4u hinh c4u hinh cong suit High, Medium, Low
hoac tu dat mac céng suat Custom

+ WLAN: Cho pheép lya chon Group WLAN, quan ly cac SSID dang phat trong truong
hop cau hinh nhiéu SSID (c6 thé lya chon mot hozc nhiéu SSID dé phét)
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HOP DONG CUA NIEM TIN

Huwing din thuwe hanh hé théng UniFi

Vi thiét bi 2 dai tan, mdi dai tan cd thé lva chon mot nhdm WLAN riéng biét.

« 127001 - UniFi

€ il ) @ https://127.0.01:8443/manage/s/default e |[Q search *E P A® ¢ =

Un”_, te Default ~ \Ps Every 2 minutes

Welcome admin ~ Statistics Access Points Users Guests Insight

Managed Access Points Page Size

‘m Config | Performance @ AP-Tang2 | start roling upgrade |

$ % Name/MAC Address % IP Address * Status < Channel Actions
@ AP-Tang? 192.168.88.243 Provisioning U s 1 (ng), 36 (na)

& AP-Tangl 192.168.88.244 Connected (100 FDX) CONFIG » 6 (ng), 149 (na) Restart || Locate || Upgrade

1-2.12 RADIOS

WLANSs 2G (11n/b/g)
WLAN Group: Default

Name Overrides Actions
WiFi Test [override
WLANS 5C (11n/a)

WLAN Croup: Group 1 :

Default s
Name ides Actions

Loff

Fast Wii [override|

NETWORK

FORGET THIS AP / MOVE

Recent Events Settings

3:18PM

EN . W% 0 >
M ® % o 3/12/2015

Trong trudng hop ¢6 nhiéu SSID, c6 thé lua chon phat toan bo SSID hoic chi phat mot sé SSID

nao do6 bang cach click vao nat Overide.
7" 127001 - Unifi x_ — —_'Elﬂl%

€ ) @ https//127.00.1:8443/manage/s/default & ||Q search wBE 3+ A ¢ =

Unll_’ te = Default ¥

R Statistics Access Points CGuests Insight

Managed Access Points Page Size

| [ overview m Performance | start roling upgrade

. AP-Tang]l
: + Name/MAC Address < Model + Version ~ Status Radio 5G Actions

&  AP-Tangl UniFi AP 3.2.9.2872 Connected Restart || Locate || Upgrade

1-1/1
CONFIG

RADIOS

WLANs 2G (11n/b/g)
WLAN Group: Default B

Name Overrides Actions
WiFi Guest

WiFi Employees

NETWORK

FORGET THIS AP / MOVE

Recent Events

Settings

11:21AM |

EN . ) A
M & %0 3/12/2015
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€ @ https://127.0.01:8443/manage/s/default ¢ || Q Search B 3+ A =

g (<3 Every 2 minutes

Un”_l te = Default

SRR Statistics Access Points Guests Insight

Managed Access Points Page Size m

Overview m Performance | start roling upgrade |
o AP-Tangl

* Name/MAC Address < Model * Version ~ Status Radio 5G Actions

Restart H Locate H Upgrade

AP-Tangl UniFi AP 3.2.9.2872 Connected
1-1/1
CONFIG

RADIOS

WLANs 2G (11n/b/g)
WLAN Croup: Default v

Name Overrides Actions
WiFi Test |override
NETWORK

FORGET THIS AP / MOVE

[ocne [ esan

Settings
11:17 AM

EN . W%
o 3/12/2015

; [ w 127001 - UniFi

€ il @ hitps//127.001:8443/manage/s/default o)

Default ¥ Every 2 minutes

Uniri

plslcase adn Statistics Access Points Guests Insight

Managed Access Points Page Size

overview [N perormance

+ Name/MAC Address < Model < Version

. AP-Tangl
~ Status Radio 5G Actions

& AP-Tangl UniFi AP 3.2.9.2872 Connected [ o [ Restart || Locate || Upgrade
Jecauia
CONFIG

RADIOS

‘Override

Enabled Enabled on
VIAN [] Use VLAN ID
) | wriGuest

(Apply_| [ Restore | [ cancel |

NETWORK

FORGET THIS AP / MOVE

Recent Events Settings
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Huwing din thuwe hanh hé théng UniFi

+ Network: Cho phép c4u hinh dia chi IP cho thiét bi Access Point trong lya chon Static
IP, hoic c6 thé dat ché do Using DHCP néu dé Server ty cap dia chi IP cho thiét bj.

« 127001 - UniFi x

il ) @ nhttps://127.0.0.1:8443/manage/s/default

Default ¥

uniri

Welcome admin ¥

Managed Access Points

overview TN Perormance

* + Name/MAC Address < Model * Version ~ Status

AP-Tang] UniFi AP 3.2.9.2872

dodubd

Recent Events Alerts Settings

Connected

C | |Q Search

Statistics Access Points

. AP-Tangl

Radio 5G Actions

CONFIG
RADIOS

WLANS

Configure IP
IP address

statcP [ v]

Using DHCP

Static IP
Subaermask | 2552552550

LT | 192188.1.1

Preferred DNS 18588

‘ 208.67.222.220

FORGET THIS AP / MOVE

[ocue [ esur

G B A

Users

wB ¥ A ¢ =

(< Every 2 minutes

Guests

reoe o= [N

| start roling upgrade |

Insight

 Restart iH Locate Vﬂil)ngrade

n 11:26AM
3/12/2015

+ Forget this AP/ move: Cho phép reset cdu hinh thiét bi va xda khoi site quan ly
(Forget), hoic chuyén thiét bi sang mét site quan ly khac (Move to)

;( w 127.00.1 - UniFi

o

€

@ hitps://127.00.1:8443/manage/s/default

Default ¥

Uniri

Welcome admin ¥

Managed Access Points

Performance

* < Name/MAC Address < IP Address ~ Status

AP-Tangl 192.168.88.250 Connected

e

Recent Events Alerts

7 O 4 RRINS Wi

Settings

Statistics Access Points

® AP-Tang1

< Channel Actions

6 (ng)

CONFIG
RADIOS
WLANS

NETWORK

If you no longer wish to manage this AP, you may
remove it. Note that all configurations and history
with respect to this access point will be wiped out.

| forget 7\ Move to :

love to
defautt (current)

id-0002

id-0003

| Restart || Locate

wBe & A O ¢~ =

(< Every 2 minutes

Guests Insight

page size [

|| Upgrade

11:36AM |
3/12/2015
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Huwing din thuwe hanh hé théng UniFi

111. Mét s6 cau hinh nang cao khac
1. Cdu hinh can bang tdi ngwei ding

Trong mdi WLAN Group, c6 thé ciu hinh cho can bang tai nguoi ding trén ting AP trong nhém
do, vao Settings DWireless Networks = Options, trong tily chon nay bat cau hinh Load
Balancing véi sé user giéi han trén mdi thiét bi.

V' 127001 - UniFi

€ il ) @ https//127.00:8443/manage/s/default | |Q search wBe $ 4 60 = =

Uniri

Welcome admin ¥

Managed Access Points Page Size

‘m Config | Performance | start roling upgrade |

+ Name/MAC Address < IP Address ~ Status % Num Clients ¢ + Upload % Channel Actions
&  AP-Tangl 192.168.88.250 Connected 0 ; 98.3K 6 (ng) [ Restart || Locate || Upgrade
Jeoduia

Settings » WLAN Group pefast + =]

T D

Name | Defaut 7‘

I Load Balancing [7] Balance number of clients per radio: | 30 \l

Legacy Support [] Enable legacy device support (i.e. 11b)

?QWﬂonW : o mwnos N
Luu y, trong muc nay ciing cho phép thay doi tén Group WLAN, va cho phép cau hinh tuy chon
tuong thich thiét bi chuan cii.
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Huwing din thuwe hanh hé théng UniFi

2. Cdu hinh quy dinh biang thong

Pé ciu hinh quy dinh bang thong, vao Settings, chon User

Group,

& 127001 - UniFi x

€ il @ hitps/127.001:8443/manage/s/default

¢ || Q search

vB ¥ &8 & =

Unire

Welcome admin ~

Managed Access Points

Default ~

Search | m Config | Performance

s = Name/MAC Address

AP-Tangl

< IP Address
192.168 88 250

~ Status < Num Clients

Connected L]

Statistics

< Download < Upload = Channel

5.74M 983K 6 (ng)

€@ Every 2 minutes -

Access Points Users Guests Insight
Pane e
start roling upgrade

Actions

Restart Upgrade

1-1/1

Recent Events

Settings Admin

/ Site

Site related settings

Guest Control
Guest portal and policies

Controller

*  Identity, Discovery, Email Servers.

= Wireless Networks
= Wireless Networks

4 User Groups
User Group settings

ﬂ Site Admins

S5 Admin accounts and privileges

EN . B M o)

Tao mot mot chinh sach bang théng mai hoac chinh stra voi nhom Default,
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.7" & 127001 - Unifi

€ il @ hitps://127.001:8443/manage/s/default

Uniri

Welcome admin ¥

Default

Managed Access Points

Performance

| o |

< Name/MAC Address = IP Address ~ Status ¢ Num Clients

AP-Tangl 192.168.88.250 Connected 1

-~

C | |Q Search
Every 2 minutes

Statistics Access Points. Guests Insight

ran sz (D
| start roling upgrade |

Actions

st | v

* Download + Upload ¢ Channel

6.14M 260K 6 (ng)

R

Recent Events Settings

Settings » User Groups
User Group Settings
+ Name + Bandwidth Limit

Default

Download: Unlimited, Upload: Unlimited

Actions

[ edit |

127.00.1 - UniFi x

&

2:57PM
3/12/2015

V
€

@ https://127.0.0.1:8443/manage/s/default

Default

Uniki

Welcome admin ~

Managed Access Points

| s

< Name/MAC Address

Performance.

Search

+ IP Address ~ Status < Num Clients

- AP-Tangl 192.168.88.250 Connected [

Every 2 minutes

Statistics Access Points Guests Insight

Page Size -1 0
[ start roling upgrade |

Actions

| Restart || Locate H, Upgrade

< Download * Upload < Channel

5.78M 98.3K 6 (ng)

1-1/1

Recent Events Settings

Settings » User Groups » New User Group
User Group Settings

Name ‘ hibps

Bandwidth Limit (Download) V| limited to‘ 1024

Bandwidth Limit (Upload) [V limited m‘ 1024

| Kbps

‘ Kbps

Create | [ cancel |

2 PM
3/12/2015
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Bat tinh ning tiy chon cho gidi han bang théng download va upload, va cau hinh gié tri bang
théng:

€ i) @ hitps//1270.01:8443/manage/s/default ¢ || Q search B 3+ A0 ¢ - =

Un”-I Default ~ @ Every 2 minutes -

e Statistics Access Points Guests Insight

Managed Access Points Page Size

‘m Config | Performance | start roling upgrade |

= < Name/MAC Address < IP Address ~ Status < Num Clients < Download < Upload < Channel Actions
AP-Tangl 192.168.88.250 Connected 0 5.80M 98.3K 6 (ng) ‘ Restart Locate H Upgrade

1-1/1

Recent Events Settings

Settings » User Groups
User Group Settings
% Name % Bandwidth Limit Actions
Default Download: Unlimited, Upload: Unlimited [Leait |
1Mbps Download: 1024 Kbps, Upload: 1024 Kbps [edit || delere |

2Mbps Download: 2048 Kbps, Upload: 2048 Kbps edit || delete |

Jia3uli3
[ create |
2:43PM

EN' o W " 0 N
B % o 3/12/2015

Sau d6 vao trong phan ciu hinh SSID, ta lya chon chinh sach bang théng User Group mudn thiét
Iap cho nguoi dung khi truy cap vao SSID do,
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Huwing din thuwe hanh hé théng UniFi

;Tv 127001 - Unifi "P — —E‘M

€ Bl @ hitps//127.00.1:8443/manage/s/default ¢ || Q Search THE 3+ A & =

Default @ Every 2 minutes

Welcome admin ~ Statistics Access Points Users Gauests Insight

Managed Access Points Page Size

‘m Config | Performance start roling upgrade |

= < Name/MAC Address = IP Address ~ Status = Num Clients = Download = Upload = Channel Actions

AP-Tangl 192.168.88.250 Connected 0 5.83M 98 3K 6 (ng) Restart || Locate || Upgrade |

1-1/1

Recent Events Sertings Admin

Settings » WLAN Group [Default] » WiFi Test
Wireless Configurations
Name / SSID ‘ WA Test
) WPA-Personal © WPA-Enterprise
Guest Policy =] Apply guest policies (captive portal, guest authentication, access restrictions)
Advanced

VLAN [[] Use VLAN ID (2-4095)

Hide SSID [C] Hide SSID

User Group  1Hbps :

2Mbps.

| Apply || cancel |

; ; w 127001 - UniFi x !v$

€ il @ https://127.001:8443/manage/s/default

Un”_I te | Default - : Every 2 minutes

Statistics Access Points Guests Insight
Active Wireless Users. Page Size m
Search 56 m Filter by AP Al -
| Windows-Phone

* Name/MAC Address = IP Address < WLAN = = - Actions

Windows-Phone Fast WiFi | block || reconnect

1-1/1

11ops [ =]

[Automatic

DEBUG

Settings

2:47 PM

EN . = o N
@ P 3712/2015

Ngoai ra, ciing ¢ thé quy dinh bang thong cho mot user cu thé da truy cap bang cach click chon
vao user mudn quy dinh va lya chon chinh sach bang thong trong Usergroups,
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Két thic phan thuc hanh UniFi

000

Chéan thanh cam on cac ban!



