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Phan 13.1. Céng cu Ping trén Router MikroTik.

Phan 13.2. Tinh nang Cable Test trén Router MikroTik.

Phan 13.3. Théng ké luu lwong trén cac Interface cla Router MikroTik.

Phan 13.4. Kiém tra s6 lwong két ndi thoi gian thuc trén Router MikroTik.

Phan 13.5. Giam sat lvu luong theo thoi gian thue trén céc Interface clia Router
MikroTik.

Phan 13.6. Kiém tra tai nguyén Resource trén Router MikroTik.

Phan 13.7. Kiém tra két nbi Session hién tai va Maximum Session trén Router
MikroTik.

Phan 13.8. Backup va Restore cau hinh Router MikroTik.

Phan 13.9. Gidm sat théng tin céc thiét bi dau cudi théng qua tinh ndng IP
Neighbor (CDP) trén thiét bi Router MikroTik.

Phan 13.10. Khai tao tai khodn User cho phép d&ng nhap vao thiét bi Router
MikroTik.

Phan 13.11. Thiét |ap giao thirc ddng bd hoda thoi gian NTP trén thiét bi Router
MikroTik.

Phan 13.12. X6a ciu hinh va khai ddng lai Router MikroTik v&i ciu hinh trang.
Phan 13.13. Tinh ndng IP Scan cho phép quét danh sach dia chi IP va MAC cla cac
thiét bi trén ha tang mang.

- Phan 14. Cong nghé du phong Gateway VRRP trén Router MikroTik.
- Phan 15. Cu hinh céc dich vu m& réng trén Router MikroTik.
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Phan 15.1. Cu hinh dich vu DNS Proxy va DNS Server trén Router MikroTik.
Phan 15.2. Cau hinh tinh ndng Dynamic DNS trén Router MikroTik.

Phan 15.3. Chan tat ca ngudi dung khéng duagc phép truy cap tdi cdc Website cd
ndi dung doi truy s dung Norton DNS Server.

Phan 15.4. Chan User cu thé khdng duoc phép truy cip téi cac Website cé noi
dung dbi truy s& dung Norton DNS Server.

- Phan 16. Cau hinh IPv6 trén Router MikroTik.

o

Phan 16.1. Gan dia chi IPv6 trén cdng giao tiép Interface cla Router MikroTik.

- Phan 17. Nang cip RouterOS trén Router MikroTik.

o
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Phan 17.1. Tim hiéu tdng quan vé cac goi cai d&t trén Router MikroTik.

Phan 17.2. Kiém tra thong tin RouterOS Version hién tai trén Router MikroTik.
Phan 17.3. Kiém tra va tai RouterOS phién ban mdi nhat cho Router MikroTik.
Phan 17.4. Tién hanh nang cap RouterOS cho Router MikroTik.

Phan 17.5. Tién hanh khdi dong lai Router MikroTik.

Phan 17.6. Cai dat cac goi Extra packages cho Router MikroTik.



* Phan 17.6.1. Tim hiéu tdng quan vé cac gdi Extra packages trén Router
MikroTik.
* Phan 17.6.2. Cai dat gbi user-manager trén Router MikroTik.
- Phan 18. C4u hinh tinh ndng WiFi trén Router MikroTik.
o Phan 18.1. Ciu hinh Router MikroTik phat SSID d4u tién.
o Phan 18.2. Hiéu chinh chuin bado mat mang khong day trén Router MikroTik.
o Phan 18.3. Hiéu chinh cdng xuat phat dBm trén Router MikroTik.
o Phan 18.4. Cau hinh tinh ndng Wifi Hotspot trén Router MikroTik.
- Phan 19. Cau hinh RADIUS Server trén Router MikroTik.
o Phan 19.1. Cai dt géi UserManager va cac cdng cu quan tri RADIUS Server trén
Router MikroTik.
o Phan 19.2. C4u hinh RADIUS Server vdi vai trd xac thuc tap trung céc thiét bi mang
Cisco Device trén Router MikroTik.
o Phan 19.3. Khdi tao clng luc nhiéu tai khoan End User va ma Vouchers cho dich vu
Hotspot trén RADIUS Server cai dat trén Router MikroTik.
- Phan 20. Gidm sat hoat dong cla Router MikroTik.
Phan 20.1. Kich hoat SNMP trén Router MikroTik.
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o Phan 20.2. Giam sat luu luong trén cac cdng giao tiép ctia Router MikroTik.

o Phan 20.3. Reset mat khau Password trén Router MikroTik.

o Phan 20.4. Thiét |ap thoi gian khai déng Router MikroTik.

o Phan 20.5. Giam sat k&t nbi Internet va céc thiét bi trén ha ting mang bang tinh
nang Netwatch trén Router MikroTik va tu déng gtti Email khi c6 su c6 phat sinh.

o Phan 20.6. Tinh nang gl Email trén Router MikroTik khi cd su ¢ phat sinh.

o Phan 20.7. Tinh ndng gidm sat va phan tich lvu lvong Torch trén Router MikroTik.

o Phan 20.8. Thiét |1ap tinh ndng Traffic Monitor cdnh bao khi tbc d6 Download vuot
qua 5M.

o Phan 20.9. Giam sat va thdng ké lvu lvang Download trén Router MikroTik bang
cbng cu Graphing.

Noi dung chi tiét:
Phan 13. C4c cdng cu quan tri trén Router MikroTik.
Phan 13.1. Céng cu Ping trén Router MikroTik.
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Ping bang giao dién CLI.
- Nhén t& hop phim Ctrl+C dé ngat tién trinh Ping.

[admin@MikroTik] > ping 8.8.8.8

SEQ HOST SIZE TTL TIME STATUS
0 8.8.8.8 56 45 37ms
1 8.8.8.8 56 45 37ms
2 8.8.8.8 56 45 37ms

sent=3 received=3 packet-loss=0% min-rtt=37ms avg-rtt=37ms max-rtt=37ms

[admin@MikroTik] >

Phan 13.2. Tinh n&ng Cable Test trén Router MikroTik.

[admin@MikroTik] > interface ethernet cable-test ether2
name: ether2
status: link-ok

[admin@MikroTik] >

Phan 13.3. Théng ké luu luong trén céc Interface cla Router MikroTik.

[admin@MikroTik] > /interface ethernet print stats

name: etherl ether2 ether3 ether4 ether5 ether6 ether7 ether8 ether9 etherl0O etherl
driver-rx-byte: 325 489 033 112 444 664 0 0 0 0 0 0 0 0
driver-rx-packet: 453 769 200 089 0 0 0 0 0 0 [ [
driver-tx-byte: 113 834 442 281 015 281 0 0 0 0 0 0 0 0
driver-tx-packet: 198 958 285 232 0 0 0 0 0 0 0 0
rx-bytes: 327 304 109 113 245 020 [ 0 [ 0 [ 0 [ [
rx-packet: 453 769 200 089 0 0 0 0 0 0 [ [
rx-too-short: 0 0 0 0 0 0 0 0 0 0
rx-64: 79 452 46 586 0 0 0 0 0 0 0 0
rx-65-127: 67 173 56 568 [ 0 [ 0 [ 0 [ [
rx-128-255: 50 878 8 889 0 0 0 0 0 0 0 0
rx-256-511: 42 191 7 999 [ 0 [ 0 [ 0 [ [
rx-512-1023: 15 661 14 853 0 0 0 0 0 0 0 0
rx-1024-1518: 198 414 65 194 [ 0 [ 0 [ 0 [ [
rx-1519-max: 0 0 0 0 [ 0 [ 0 [ [
rx-too-long: 0 0 0 0 0 0 0 0 0 0
rx-broadcast: 99 367 1 430 0 ) 0 ) 0 ) 0 0
rx-pause: ] ] ] ] ] ] ] ] ] ]
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rx-multicast:
rx-fcs-error:
rx-align-error:
rx-overflow:
rx-length-error:
rx-code-error:
rx-jabber:
rx-ip-header-checksum-error:
rx-tcp-checksum-error:
rx-udp-checksum-error:
tx-bytes:

tx-packet:

tx-64:

tx-65-127:

tx-128-255:

tx-256-511:
tx-512-1023:
tx-1024-1518:
tx-1519-max:
tx-broadcast:

tx-pause:

tx-multicast:
tx-underrun:
tx-excessive-collision:
tx-multiple-collision:
tx-single-collision:
tx-deferred:
tx-late-collision:
tx-fcs-error:
tx-carrier-sense-error:

[admin@MikroTik] >
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Phan 13.4. Kiém tra s6 luvong két n6i thoi gian thuc trén Router MikroTik.




Mode | Session:|192.168.1.1 5

Firewall
Fiter Rules NAT Mangle Raw Service Pots Connections  Address Lists Layer7 Protocols
=]
|Src. Address / | Dst. Address |Proto... | Connecti... |Timeout | TCP State |Onig./Repl. Rz ¥
Cs 492131145515 1721610262044 6 tcp) 23:57:44 established Obps/Obps | #
Cs 49.213.114.55:20 172.16.10.2:62044 6 ftcp) 23:57:4 established Obps/Obps | |
Cs 492131145521 1721610262044 6 ficp) 23:57:44 established 0 bps/0bps
Cs 492131145522 17216.10.262044 6 fiep) 23:57:44 established D bps/0bps
Cs 4921311456523 1721610262044 6 fiop) 235744 established 0bps/0bps
Cs 49.213.114.55:24 172.16.10.2:62044 6 ttep) 23:57:44 established 0bps/0bps
Cs 492131145525 17216.10.262044 6 ficp) 23:57:44 established 0 bps/0bps
Cs 492131145526 17216.10.262044 6 ficp) 23:57:44 established 0 bps/0bps
Cs 492131145527 1721610262044 6 tcp) 23:57:44 established 0 bps/0bps
Cs 49.213.114.55:28 172.16.10.2:62044 6 tep) 23:57:44 established 0bps/0bps
Cs 492131145525 17216.10.262044 6 ficp) 23:57:44 established 0 bps/0bps
Cs 492131145530  17216.10.262044 6 ficp) 23:57:44 established 0bps/0bps
Cs 492131145531 1721610262044 6 ficp) 23.57:4 established Obps/Obps | |
Cs 49.213.114.55:32 172.16.10.2:62044 6 ftcp) 23:57:44 established Obps/Obps | #
) D
Max Entries: 1048576

Phan 13.5. Giam sat luu luong theo thai gian thuc trén céc Interface ctia Router MikroTik.

[admin@MikroTik] > interface monitor-traffic
interface: etherl

name: etherl
rx-packets-per-second: 9
rx-bits-per-second: 23.5kbps
fp-rx-packets-per-second: 9
fp-rx-bits-per-second: 23.5kbps
rx-drops-per-second: 0
rx-errors-per-second: 0
tx-packets-per-second: 5
tx-bits-per-second: 29.8kbps
fp-tx-packets-per-second: 5
fp-tx-bits-per-second: 29.8kbps
tx-drops-per-second: 0
tx-queue-drops-per-second: 0
tx-errors-per-second: 0

[admin@MikroTik] >

Phan 13.6. Kiém tra tai nguyén Resource trén Router MikroTik.




Uptime: |05:37:46 oK |
Free Memory: |1722.8 MiB PCI
Tt Mooy

o —
CPU Count:

CPU Frequency:
CPU Load:

Free HDD Spacs:
Total HDD Scze:

Archtecture Name:
Board Name:
Version: 6425 stable)
Buid Time: [Jun/26/2018 12.12:08
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Phan 13.7. Kiém tra két ndi Session hién tai va Maximum Session trén Router MikroTik.
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Thong tin phién két ni Session trén Router MikroTik.
- 10items: sb lugng phién Session hién tai trén thiét bi.
- Max Entries: 217922 > s6 luvong phién Session ti da ma thiét bi hé tro.

somer 881 .

1 CAPsMAN
| Interfaces

Fiter Rues  NAT Mange Raw Service Pots Connections | Address Lists Layer7 Protocols
=] [ 7] [ Trcking
P |Src. Address |Dst. Address |Proto... | Connecti... |Timeout | TCP State |Orig./Repl. R4 ¥
: + |[sAC 192168.88253:56427 192168.83.1:8291 6 tep) 235959 estabished 640 bps/7.8 kbps
< MPLS
- . ||SACFs  152168.88.253:56519 49.213.114.117:443 6 tcp) 23:59:29 established 0bps/0bps
Routing SACFs  152.168.83253:56418 64233188.188:443 6 fep) 23:59:50 established 0bps/0bps
© Spstem I ||sAcFs  192.168.88.253:56408 52.230.84.0:443 6 cp) 23:59:46 established 0bps/0bps
SACFs  152.168.88253:56416 5223084217443 6 tcp) 23:52:20 establshed 0bps/0bps
® ueves SACFs  192.168.88.253:56529 5211413274443 6 fcp) 23:59:50 established 0bps/0bps
B Fles SACFs  192168.88253:56412 5223084217443 6 tcp) 23:53:49 established 0bps/0bps
SACFs  192.168.88.253:56514 4921311416443 6 ftcp) 23:59:41 established 0bps/0bps
£ Log SACFs  152.168.83.253:56469 157.240.15.16:443 6 fcp) 23:59:58 established 328 bps/320bps
& RADIUS SACFs  192.168.88.253:56468 157.240.15.16443 6 ftcp) 23:59:51 established 0bps/0bps
A& Tools P
New Teminal
B MataRUTER {7 [ C
€ Patiion 10tems Max Entries: 217992
| 3 Make Supout sif
@& Manual
@ New WinBox

Phan 13.8. Backup va Restore cau hinh Router MikroTik.



Internet

\ Mﬁrtﬁ"i‘k
Networ ether1\GLEY ether2
WAN ! 192.168.1.1/24

=

Co 2 loai file backup:
- .backup
o H6 trg password
o Khéng thé hiéu chinh
o Chihd tro restore trén cing model
- .rsc
Khéng can mat khau
C6 thé hiéu chinh file
Hb tro restore trén cac dong model khac nhau
Chi c6 thé export hodc import bang CLI
Néu trudc do thiét bi cé file ciu hinh thi phwong thirc import ciu hinh nay sé&
khong kha thi, thiét bi s& bao I5i.

0O 0 O O O

[E1 auto-beforereset backup
B console-dump. tit

1 ctryip.txt

[E1 fai-over backup

E1 hostpot backup

D hotspot

Jan/01/1570 07:0017
Mar/02/2020 15:06:08
Jan/08/2020 05:07:52
Jan/15/2020 13:42:21
Oct/11/2019 13:16:10
Apr/01/2020 21:01:51

[ hotspot/alogin. html
[} hotspot/error. htm
[ hotspot/emors b
[ hotspot/favicon.id
D hotspot/img

2 hotspot/img/lo
[E hotspat/login. html|
[l hotspot/logout htr

Apr/01/2020 21:01:50
Apr/01/2020 21:01:50
Apr/01/2020 21:01:50

Password: |

Encryption: |aeeﬂh3256

| DDn‘tEnuyptI




Safe Mode | Session: 4C5E.0C.17.FO3E] u&5

. T
Jan/08/2020 05:07:52

Jan/15/2020 13:42:21

Oct/11/2019 13:16:10

Apr/01/2020 21:01:51

Apr/01/2020 21:01:50

8388 Ap/01/2020 21:01:50

36158 Apr/01/2020 21:01:50

S03B  Api/01/2020 21:01:50

Apr/01/2020 21:01:50

.png file 35258 Ape/01/2020 21:01:50

-html file 3576 B Apr/01/2020 21:01:50
-html file 18138 Ape/01/2020 21:01:50

[30.7 MiB of 512.0 MiB used |82% free

Kéo file cAu hinh v& may tinh clia ngudi quan tri.



| = | BackupConfiguration - O X

Home Share WView 0
U ) & Moveto 3 Delete - T 4~ H
= ﬂ' .

Fin to Quick Copy Paste - IE copyto = Rename New Properties Select
access [ w =i folder - £ &)

Clipboard Organize Mew COpen

-

&« v A « Loca.. » BackupConfig.. v O Search BackupConfiguration @2

~  [] Mame Date modified
3 Quick access

D config-mikrotik.backup 4/3/2020 4:41 PB

[ Desktop

; Downloads
Documents

[&] Pictures

%N %N

@ COnelrive

[ This PC
_J 3D Objects
[ Desktop

Documents
; Downloads

J5 Music
[&] Pictures

B videos ol 3
Titem  1item selected 13.3 KB

Backup lai cu hinh Router MikroTik.



DEEE =G|

| Creation Time [«
kup 198KE  Jan/01/1970 07:00:17 | =
backep  133KB
it fle 5455 KB  Mar/02/2020 19:06:08
2B Jan/D8/2020 05:07:52
38B6KB  Jan/15/2020 13:42:1
295KB  Oct/11/2019 13:16:10
Apr/01/2020 21:01:51
13078 Apr/01/2020 21:01:50
3988 Apr/01/2020 21:01:50

198 KB  Jan/01/1570 07:00:17 | =

9455 KB Mar/02/2020 15:06:08
2B Jan/08/2020 05:07:52
3B6KB  Jan/15/2020 13:42:11
295KB  Oct/11/2019 13:16:10
Apr/01/2020 21:01:51
Apr/01/2020 21:01:50
Apr/01/2020 21:01:50

Do you want to restore configuration and reboot?

I Yes ]l Mo | |*] |F{estue|

|* [ cancel

Phan 13.9. Gidm sat thong tin cac thiét bi dau cudi thong qua tinh ndng IP Neighbor (CDP) trén
thiét bj Router MikroTik.



intvlan 1: 192.168.1.254/24

Internet I\B‘kro"l';k
Network ether 1S ether2 F1/0/1

WAN | 192.168.1.1/24

Dam bdo giao thirc CDP dang duac kich hoat trén Router MikroTik.

[admin@MikroTik] >
/ip neighbor discovery-settings set discover-interface-list=!dynamic

[admin@MikroTik] > /ip neighbor discovery-settings print
discover-interface-list: !dynamic
[admin@MikroTik] >

[admin@MikroTik] > /ip neighbor print

# INTERFACE ADDRESS MAC-ADDRESS IDENTITY

0 etherl 172.16.1.132 00:0B:82:63:B2:9D gxpl400...
1 etherl 172.16.1.241 00:1F:27:88:4E:2B SWkythuat
2 ether2 192.168.1.254 00:1C:B0:72:B1:03 CiscoSw...

[admin@MikroTik] >

[admin@MikroTik] > /ip neighbor print detail

0 interface=etherl address=172.16.1.132 address4=172.16.1.132
mac-address=00:0B:82:63:B2:9D identity="gxpl400_000b8263b29d" platform=""
version="" unpack=none age=23s interface-name="ethO"
system-description="GXP1400 1.0.5.32" system-caps=bridge, telephone
system-caps-enabled=bridge, telephone

1 interface=etherl address=172.16.1.241 address4=172.16.1.241

mac-address=00:1F:27:88:4E:2B identity="SWkythuat"

platform="cisco WS-C2960-48TT-L"

version="Cisco IOS Software, C2960 Software (C2960-LANBASEK9-M), Version
15.0(2) SE4, RELEASE SOFTWARE (fcl)\nTechnical Support:
http://www.cisco.com/techsupport\nCopyright (c) 1986-2013 by Cisco
Systems, Inc.\nCompiled Wed 26-Jun-13 02:49 by prod rel team"

unpack=none age=6s interface-name="FastEthernet0/43" system-caps=""

system-caps-enabled=""

2 interface=ether2 address=192.168.1.254 address4=192.168.1.254
mac-address=00:1C:B0:72:B1:03 identity="CiscoSwitch"
platform="cisco WS-C3750-48P"
version="Cisco IOS Software, C3750 Software (C3750-ADVIPSERVICESK9-M), Version
12.2(25)SEE4, RELEASE SOFTWARE (fcl)\nCopyright (c) 1986-2007 by Cisco
Systems, Inc.\nCompiled Mon 16-Jul-07 03:24 by myl"
unpack=none age=10s interface-name="FastEthernetl/0/1" system-caps=""
system-caps-enabled=""
[admin@MikroTik] >
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Kiém tra thong tin CDP trén Cisco Switch.

Switch# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
MikroTik Fas 1/0/1 64 R MikroTik ether2
Switch#

Switch# show cdp entry MikroTik
Device ID: MikroTik
Entry address(es):
IP address: 192.168.1.1
Platform: MikroTik, Capabilities: Router
Interface: FastEthernetl/0/1, Port ID (outgoing port): ether2
Holdtime : 82 sec

Version
6.46.4 (stable)

advertisement version: 1
Management address (es):

Switch#

Xac dinh hostname trén Router MikroTik.

[admin@MikroTik] > /system identity print
name: MikroTik




[ [admineMikroTik] >

[admin@MikroTik] >
/system identity set name=MikroTik

(][ cx] [ safeMode | Session: [4CSEOCTTFOZE] -
g Quokset |

| 4 Make Supoutif
& Manual
@ New WwinBox



T4t giao thirc CDP trén Router MikroTik.

O]
[ [Decorey Setng: |

[Interface + [IP Address [MAC Address [Identity  |Platfon  [Verson  |Board Na...|IPv6 [+

Internet ) NBr ok eWinbox ___________
Networ ether1NGEREY ether2
WAN ! 192.168.1.1/24 -

Téng quan céc budc thuc hién:
- Budc 1. Ciu hinh co ban trén thiét bi Router MikroTik.
- Budc 2. Thiét 1ap mat khau cho tai khodn mac dinh admin.
- Budc 3. Thiét lap tai khoan subadmin chi cho phép Monitor va khéng duaoc quyén cau
hinh thiét bi Router MikroTik.
- Budc 4. Khao sat qua trinh Login cla tai khodn subadmin.

Cac budc thyc hién chi tiét:
Budc 1. Cau hinh co ban trén thiét bi Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl




/ip pool add name=PoolLAN ranges=192.168.1.10-192.168.1.100
/ip dhcp-server network add address=192.168.1.0/24 gateway=192.168.1.1 dns-server=8.8.4.4
/ip dhcp-server add name=_ interface=ether2 address-pool=PoolLAN disabled=no

Budc 2. Thiét 1ap mat khau cho tai khoan méc dinh admin.
- <blank> d6i thanh mobile24h.




(0| ca] [ safe Mode | Session: 4CSEOC17FOIE e

Luc nay khong thé dang nhap vao Router MikroTik bang tai khoan admin véi password 13 rong
nita.

© WinBox v3.18 (Addresses) - O *
File Tools
Connect To: |8 | [l Keep Password
Login: |a|:l1m | ] Open In New Window
Password: | |
Connect To RoMON | | Connect |
ERRQR: wrong usemame or password I
Managed |uagrm|
[=] ]3]
|Address User [+

0 tems




Dang nhap vao Router MikroTik bdng tai khodn admin/mobile24h.

© WinBox v3.18 (Addresses) - ] *

File Tools

| Keep Password
| ["] Open In New ‘\window

Connect To RoMON | | Connect |
|
Managed | Neighbors
[=] s ] @3]
|Ad|:less User |v

Ditems | |

Budc 3. Thiét |ap tai khodn subadmin chi cho phép Monitor va khéng duagc quyén ciu hinh thiét
bi Router MikroTik.



[][ 0] [ safeMode | Session:[4c:5E0C17F0:3¢] (15

Watchdog



Safe Mode | Session: 4CSE0C17FU3E] u&5

Um|&u.ps|SSHKeys|SSHP|i\meKeys|Mvelbas|

#][=] [0][x] (o] [W] [ |

[Name  /[Group [Allowed Address | Last Logged In

Users | Groups  SSH Keys SSH Private Keys  Active Users |

[#][=] [o]f=] [

|Nane tl(‘:u.p
> system default user
&admin  ful




Users | Groups  SSHKeys SSH Prvate Keys  Active Users

[#][=] [v][%] [a] [¥] [ aa |

[Name  /[Group |Alowed Address [ Last Logged In
..; system default user
& admin___ful




Setoe | Sessn ICSECC 770 =8

Mame:

Policies: [ local v telnet
[v] ssh [Ttp
[vlreboot [l read
[ write: [ policy
[ test [v] winbox
[v| password [v| web
[w| api [] romon
[ dude [ tikapp

| J Make Supoutif
& Manual
@ New WinBox

Budc 4. Khao sat qua trinh Login cuUa tai khoan subadmin.

© WinBox v3.18 (Addresses) — O ®

File Tools

| [v| Keep Password
| [] Open In New Window

Connect To RoMON | | Connect |
|
Managed | Neighbors |
=] [¥] & 3]
|Ad|:l‘m User |v

Oitems




Ca admin va subadmin déu cd thé quan sat danh sach céc tai khoan user dang Login vao thiét b
Router MikroTik.
Sesson:[4CSEOC17F03E -

User List
Users Groups SSHKeys SSH Private Keys Active Users |

From
Jan/02/1570 00:03:23 14:18:77.CA:57:34
Jan/02/1570 00:08:14 14:18:77:CA:57:3A

i Jans02:15970 00:08:14 14:18:77.CA:57:3A
subadmin Jan/02/1570 00:09.55 0.0.0.0




Subadmin c6 thé quan sat danh sach cac IP hién cé trén thiét bi nhung van cé thé giam sat duoc
bang théng real-time trén cac cong vat ly.
5 ][c] (v | smorlizazirine E

IE =] [=] [¥]

;lNeiwurk
h#wzmﬂeaf 17216.1.0
192.168.1.1/24

4% Dot1X

= .cp

#Z Parition

| 4 Make Supout.if
& Manual

ouaalsas|msm|ﬁsm|m Traffic | |

Tx/Rx Rate: [0 bps | /[7.7 kbps
Tx/Rx Packet Rate: [0 p/s | /[16 prs

FP T/Rx Rate: |0 bps | /[7.7 kbps
FP Tx/Rx Packet Rate: [0 p/s | /[16 prs

T/Rx Bytes: 6.6 KiB | /[24255 KB
Tx/Rx Packets: |53 | /[12 450

Tx/Rx Draps: [0 | /[0

Tw/Rx Enors: |0 | /[0

m i rmImm
el il

coooooooooo

Subadmin cé thé quan sat cong giao tiép duac kich hoat chirc ndng DHCP va danh sach dia chi IP
da cip phat.



DHCP | Networks Leases Options Opton Sets  Vendor Classes  Alets

[#][=] [«][2] | DHCP Config || DHCP Setup |
|Nane ;|' f: ||:{e|a!|I

[Lease Time |Address Pool  [Add AR..|
00:10:00 PoclLAN ne

Session: |4C:5E:0C:17:F0:3E

DHCP Networks Leases | Options Opton Sets Vendor Classes  Aletts

[#][=] [#][] [a] [7] [[cneckstans |

[Address  / [MAC Address  [Client ID [Server | Active Address [Active MAC Addre__ |4+
D 1921681100 14:18:77.CA57-3A 1:14:18:77-ca’57.. DHCPserv__ 192.168.1.100 14:18:77:CA:57:3A DI

Phan 13.11. Thiét lap giao thitc ddng bd hda thoi gian NTP trén thiét bi Router MikroTik.



l ntp-6.46.4-tile.npk | |
Internet ~ = winbox j“ E
) Network ether1\GEEY ether2 ’
- ) WAN ! 192.168.1.1/24 |
i N 115.79.7.1021 |
3.vn.pool.ntp.org ! -~

Téng quan cac budc thuc hién:

Budc 1. Cau hinh co ban trén thiét bj Router MikroTik.

Budc 2. Tai va cai dat gbi ntp-6.46.4-tile.npk trén Router MikroTik.
Budc 3. Thiét 1ap chirc ndng NTP Client trén Router MikroTik.
Budc 4. Thiét 1ap chirc ndng NTP Server trén Router MikroTik.

Cac budc thuce hién chi tiét:
Buwdc 1. Cau hinh co ban trén thiét bi Router MikroTik.
Cau hinh co ban trén thiét bj Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl
/ip pool add name=PoolLAN ranges=192.168.1.10-192.168.1.100

/ip dhcp-server network add address=192.168.1.0/24 gateway=192.168.1.1 dns-server=8.8.4.4
/ip dhcp-server add name=_ interface=ether2 address-pool=PoolLAN disabled=no

Budc 2. Tai va cai dat géi ntp-6.46.4-tile.npk trén Router MikroTik.
Xac dinh kién tric phan cing trén thiét bi Router MikroTik trudce khi lua chon goi Extra Packages
phu hop dé tai vé.




Session:ACSEOC T7703€] .

[ 7] [ Check For Updates | | Enable || Disable | [ Uninstal || Unscheduie || D de | [ Check Instata
+ | Version |Buid Time |scheduled
& routercstie | 6464 Feb/21/2020 11:26:37
=1 tools 6464 Feb/, :26:37
] Log & dhcp 5464 Feb/21/2020 11:26:37
& hotspot 5464 Feb/21/2020 11:26:37
4 RaDIUS Sipvs 6464 Feb/21/2020 1126:37
W Tools P S mpls 6464 Feb/21/2020 11:26:37
. & ppp 6464 Feb/21/2020 11:26:37
hlew)) o) & routing 5464 Feb/21/2020 11:26:37
4 DatlX S securty 6464 Feb/21/2020 11:26:37
EI LCD & system 6464 Feb/21/2020 11:26:37
& virdless 5464 Feb/21/2020 11:26:37
': Partition & user-manager 6464 Feb/21/2020 11:26:37
| J Make Supout.rif
& Manual
@ New WinBox 12 ftems

O ikroTik Rovters and Wire X | + >~ — 0O X
C B8 & Mikrotikls SIA[LV]  mikrotik.com/download B g >0 @ & =
Q) )
ﬁ & - P
MIKI’OI 'k Home  About Buy Jobs Hardware  Software  Support  Training  Account

Downloads Changelogs Download archive RouterOS The Dude  Mobile app

g Ne‘inStﬂl‘ ¥

Q
RouterOS (7]
oo
oo
_ 7.0beta5
© 6.45.8 (Long-term)  6.46.4 (Stable) 6.47beta53 (Testing) (Development)
CRS1xx, CRSZxx. CRS312-4C+8XG. CRS326-245+2Q+. DISC, FiberBox. hAP. hAF ac. hAP ac lite, LDF. LHG. ItAP mimi. mANTBox. mAP.

MIPSBE NetBox, NetMetal, PowerSox, PWR-Line, QRT, REOxx, SXTsq, cAP, hEX Lite, RB4xx, wAP, BaseBox, DynaDish, RE2011, SXT, OmniTik,
= Groove, Metal, Sexant, RETxx, hEX PaE

Main package = = = s

Extra packages =] = = [
@ SMIPS hAP mini, hAP lite

Main package = = = s

Extra packages =] = = =

TILE GCR

Main package = =
. Extra packages = = =

s1E mkretikeonm




https://mikrotik.com/download

Home.. Share . V;ev;
r% u Décut « x ljl I%Newn:em'

w-] Copy path ﬂ Easy access ~

E Open = Ba Select all

Edit 10 Select none

Pin to Quick Co Paste  _ Move Co Delete Rename New Properties
access P iﬂ Paste shortcut to- topvy - folder pv 4 History DD Invert selection
Clipboard Organize MNew Open Select
« v 4 » ThisPC > Local Disk (C:) » Extra Packages > all_packages-tile-6.46.4
~
[0 Mame Date modified Type Size

7 Quick access

I Desktop » D advanced-tools-6.46.4-tile.npk MPK File
D calea-6.46.4-tile.npk NPK File

¥ Downloads * [ dhcp-6.46.4-tile.npk NPK File
Documents * [ gps-6.46.4-tile.npk NPK File

[&] Pictures # [] hotspot-6.46.4-tile.npk MPK File
@ OneDrive [ ipv6-6.46.4-tile.npk 2/27/2020 308 PM MPK File
D lora-6.46.4-tile.npk MPK File

I This PC [] mpls-6.46.4-tile.npk NPK File
_J 3D Objects D multicast-6.46.4-tile.npk MPK File
I Deskeop [ ntp-6.46.4-tile.npk 2/27/2020 08 PM MPK File
Documents D openflow-6.46.4-tile.npk 2/27/2020 3:08 PM NPK File
& Downlosds [] ppp-6.46.4-tile.npk 2/27/2020 308 PM MPK File
D routing-6.46.4-tile.npk 2/27/2020 3:08 PM NPK File

b Music [ security-6.46.4-tile.npk 7/2020 3:08 PM NPK File
& Pictures [7] system-6.46.4-tile.npk 2020 308 PM MPK File
B videos [] rDB9-client-6.46.4-tile.npk MPK File
2 Local Disk {C:) [ ups-6.46.4-tile.npk NPK File
D user-manager-6.46.4-tile.npk MPK File

i Network [ wireless-6.46.4-tile.npk NPK File

Tién hanh copy goi cai dat ntp-6.46.4-tile.npk vao bd nhd Flash cua thiét bi Router MikroTik sau
d6 tién hanh khai dong lai thiét bi.



(][ ce] [ safeMode | Session: [4CSEOCTTFOSE] -

Guick Set
T CAPsMAN =
| Interfaces
T Wirless
el Ape/01/2020 21:0151
@, Bridge html fie 8218 Apr/01/2020 21:01:51
= PPP himi fie 4168 Ap/01/2020 21:01:51
o himl fie 3618 Ap/01/2020 21:01:51
e himi fie 7878 Api/01/2020 21:01:51
s P P himi fle 3598 Ap/01/2020 21:01:51
5308 Ap/01/2020 21:01:51
& MPLS v . . Jan/08/2020 05.07:48
¢l IPvE 3 | |
a N P 3 2020 05:32:40
fodng ot fle 3B Jan/08/2020 10:12:16
i35 System Ik directory Jan/01/1970 07-00:06
a ) tarfle 175KB  Mar/27/2020 20:17:25
directory Jan/02/1970 07:00:19
Files Clock fle 60KB Mar/27/2020 20:17:25
Log 91.0 MiB of 512.0 MiB used 82% free
L RADIUS
2% Tools 2
New Teminal
+» DotlX
9 cD
#Z Partition
| J Make Supoutif
& Manual
@ New WinBox

Sau khi thiét bi khai dong thanh cong thi ching ta cé thé quan sat thiy géi NTP xuat hién tai giao
dién Package List.

¥ oot ||t | e | | rrt | s | G| | cocs e
+ | Version Build Time

6.46.4 Feb/21/2020 11:26:37

Log & advanced-tools 6.46.4 Feb/21/2020 11:26:37

3 RADIUS 8 dhcp 6.46.4 Feb/21/2020 11:26:37

& hotspot 6464 Feb/21/2020 11:26:37

% Tools 2 Bipvé 6.46.4 Feb/21/2020 11:26:37

I S mpls 6.46.4 Feb/21/2020 11:26:37

fevl S prp 6.46.4 Feb/21/2020 11:26:37

4j» Dot1X B routing 6.46.4 Feb/21/2020 11:26:37

= Lcp & secunty 6.46.4 Feb/21/2020 11:26:37

R & system 6.46.4 Feb/21/2020 11:26:37

e Partition & wireless 6464 Feb/21/2020 11:26:37

D Make Supoutrif & user-manager 6464 Feb/21/2020 11:26:37

& Manual

@ New WinBox 13 ftems (1 selected)




Budc 3. Thiét 1ap chirc ndng NTP Client trén Router MikroTik.
Khai bdo thong tin dia chi IP hodc Domain Name tuwong (ng vdi cac NTP Server & ngoai Internet.

Cericates + |Version Build Time Scheduled
Clock 6464 Feb/21/2020 11:26:37
Consale 6464 Feb/21/2020 11:26:37
- 6464 Feb/21/2020 11:26:37
Disks 6464 Feb/21/2020 11:26:37
Heath 6464 Feb/21/2020 11:26:37
" 6464 Feb/21/2020 11:26:37
Ehory 6464 Feb/21/2020 11:26:37
Identity 6464 Feb/21/2020 11:26:37
LEDs 6464 Feb/21/2020 11:26:37
6464 Feb/21/2020 11:26:37
License 6464 Feb/21/2020 11:26:37
: 6464 Feb/21/2020 11:26:37
Logging
NTP Client
MNTF Server
Note

Prmary NTP Server: [162.155.200.123
Secondary MTP Server: (0.0.0.0
Dynamic Servers: [ |

stopped

Kiém tra th&i gian hién tai cta thiét bi d3 duoc ddng bd hda hay chua.



- Thiét 1p thoi gian thu cong trén Router MikroTik.

[admin@MikroTik] >
/system clock set date=apr/04/2020 time=18:37:00 time-zone-name=Asia/Ho_Chi_ Minh

- Kiém tra thdi gian hién tai trén thiét bi.

[admin@MikroTik] > /system clock print
time: 18:37:18
date: apr/04/2020
time-zone-autodetect: yes
time-zone-name: Asia/Ho_Chi Minh
gmt-offset: +07:00
dst-active: no
[admin@MikroTik] >

- Thiét |1ap chirc ndng NTP Client trén thiét bi Router MikroTik.

[admin@MikroTik] >
/system ntp client set enabled=yes mode=unicast primary-ntp=3.vn.pool.ntp.org

- Thiét bj tv dong phan gidi tén mién thanh dia chi IP tuong tng.

[admin@MikroTik] > /system ntp client print
enabled: yes
mode: unicast
primary-ntp: 162.159.200.123

secondary-ntp: 0.0.0.0

dynamic-servers:
status: synchronized

[admin@MikroTik] >

[0 ][ca] [ safeMode | Sessonm[ac5EOCT7FO3E] e

I\ {
r
5 Time | Manual Time Zone
5 :
r Check For Updates Date: | Apr/04/2020 || [ aoply | fek Instalatir
Sr piina I
Time Zone Name: |Asia/Ho_Chi_Minh [=]
& routeros-tie
& advanced-tools
a dh[; GMT Offset: [+07:00 |
& hotspot [C] DST Active
r Sipvs
S mpls
& ppp — —
S routing 6464 Feb/21/2020 11:26:37
& security 6464 Feb/21/2020 11:26:37
& system 6464 Feb/21/2020 11:26:37
B wirless 6464 Feb/21/2020 11:26:37
[ Make Supout if & user-manager 6.46.4 Feb/21/2020 11:26:37
& Manual
@ New WinBox 13 items (1 selected)

Budc 4. Thiét 1ap chirc ndng NTP Server trén Router MikroTik.




ntp server 192.168.1.1
clock timezone Vietnam +7

A

WAN 1192.168.1.1/24

--------- 115.79.7.102!
3.vn.pool.ntp.org !

[admin@MikroTik] >
/system ntp server set enabled=yes

[admin@MikroTik] > /system ntp server print
enabled: yes
broadcast: no
multicast: no
manycast: yes
broadcast-addresses:
[admin@MikroTik] >

A% Quick Set
1 CAPsMAN
A Interfaces

Disks
Health
History
< Dot1X Identity
= 1cD LEDs

l‘ Partition Licenze

| J Make Supoutif | ogging
& Manual NTP Client

@ New WinBox | NTP Server |

MNote




Sefe Mode | Sesson[4C5EOC17F03E G

Kich hoat chirc nang NTP Client trén Cisco Switch.

hostname CiscoSwitch

ntp server 192.168.1.1
clock timezone Vietnam +7

Kiém tra thoi gian va trang thai déng bo hoa thoi gian trén Cisco Switch.

CiscoSwitch# show ntp status

Clock is synchronized, stratum 5, reference is 192.168.1.1

nominal freq is 119.2092 Hz, actual freq is 119.2092 Hz, precision is 2**18
reference time is E232F5D2.A73850BB (19:02:26.653 Vietnam Sat Apr 4 2020)
clock offset is 0.1454 msec, root delay is 115.66 msec

root dispersion is 5.74 msec, peer dispersion is 0.06 msec

CiscoSwitch#

CiscoSwitch# show ntp associations

address ref clock st when poll reach delay offset disp

*~192.168.1.1 162.159.200.123 4 38 64 377 0.5 0.15 0.1

* master (synced), # master (unsynced), + selected, - candidate, ~ configured
CiscoSwitch#

CiscoSwitch# show clock
19:12:23.310 Vietnam Sat Apr 4 2020
CiscoSwitch#

Phan 13.12. X6a ciu hinh va khai ddng lai Router MikroTik v&i cdu hinh trang.




p!

o
I;eternet NkroRK
ether "GRG ether2

WAN 192.168.1.1/24

5]

Safe Mode Session: |4C:5E:0C:17:FO:3E] [

#ls Dotlx

= L.cD LEDs

g Partition License

| J Make Supouti  Logging

& Manusl NTP Chient

é Mew WinBox NTP Senver
Note
Packages
Password
Pots
Reboot

Resources



[] CAPS Mode |—|
Mo Default Configurati G
["] Do Mot Backup

RnAferReset |~

Phan 13.13. Tinh nang IP Scan cho phép quét danh sach dia chi IP vd MAC cla céc thiét bj trén ha
tdng mang.

QWEY otherl
1172.16.1.169/24=== === ==L




Safe Mode | - Sesson: 4CSE0C17F03¢] -

Scan (Running)

Address Range: |1?2.16.1.1-1?2.16.1.254

[Address 7 [MAC Addess | Time ms) [smp [Netbios
172.16.1.211 00:50:56:87:00:01 SRV_SOFT..
172.16.1.221 B4:36:E3.07.7A:43
172.16.1.222 C4:34:6B:56:78:32
172.16.1.231 F4:CE:46:3C:52:5E
172.16.1.232 00:25:B3:F6:2B:E1
172.16.1.236 30:E1:71:B9:23:C9
172.16.1.240 00:50:56:B7-5E:3F
172.16.1.241 00:1F:27:38:4E:41
172.16.1.242 00:0C:29:C8:38:55
BTest Server 00:50:56:6B:07:91
R 00:50:8F:1C:F5:48
Bandwidth Test 00:50:56:04:16:0F
00:CO:FF:13:1B:07
00:24:50:1B:57:41
0C:27:24:25:C5:42

PC_CAMERA...
centoffice  CLIENT-OFFI..
MPIFEZBET  NPIFG2BEI]
DEVBS23C9

BKSERVERY.

Storage HP P...

CoOoONOOOoe 0 - oo

Internet Internet
Network ) ’

IVDkr ik

Router

interface g0/0

ip add 192.168.1.2 255.255.0.0
vrrp 1ip 192.168.1.3

vrrp 1 priority 100

vrrp 1 preempt

e e e

Téng quan céc budc thuc hién:
- Budc 1. Cau hinh co ban va VRRP trén Cisco Router.
- Buwdc 2. Cau hinh co ban trén Router MikroTik.



- Budc 3. Cau hinh VRRP trén Router MikroTik.

Cac budc thuce hién chi tiét:
Buwdc 1. Cau hinh co ban va VRRP trén Cisco Router.

hostname CiscoRT

interface g0/0
ip address 192.168.1.2 255.255.255.0
vrrp 1ip 192.168.1.3
vrrp 1 priority 100
vrrp 1 preempt
vrrp 1 authentication 123456
ip nat inside
no shutdown
exit

interface g0/1
ip address dhcp
ip nat outside
no shutdown
exit
ip route 0.0.0.0 0.0.0.0 dhcp

ip access-list extended NetTraffic
10 permit ip 192.0.0.0 0.255.255.255 any
exit
route-map Internetl
match ip address NetTraffic
match interface g0/1
exit
ip nat inside source route-map Internetd interface g0/1 overload

linevty 04
privilege level 15
no login
transport input telnet
exit
no ip domain-lookup

ip dhcp excluded-address 192.168.1.1 192.168.1.9
ip dhcp pool LAN
network 192.168.1.0 255.255.255.0
default-router 192.168.1.3
dns-server 8.8.4.4




exit

Buwdc 2. Cau hinh co ban trén Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl

Buwdc 3. Cau hinh VRRP trén Router MikroTik.

[admin@MikroTik]>

/interface vrrp add name=vrrpl interface=ether2 vrid=1 priority=120 version=2 preemption-mode=yes
authentication=simple password="123456"

/ip address add address=192.168.1.3/32 interface=vrrpl

[admin@MikroTik] > /interface vrrp print

Flags: X - disabled, I - invalid, R - running, M - master, B - backup

# NAME INTERFACE MAC-ADDRESS VRI PRI INTERVAL Vv V3..
0 RM vrrpl ether2 00:00:5E:00:01:01 1 120 1s 2 ipv4
[admin@MikroTik] >

[admin@MikroTik] > /interface vrrp print detail
Flags: X - disabled, I - invalid, R - running, M - master, B - backup
0 RM name="vrrpl" mtu=1500 mac-address=00:00:5E:00:01:01 arp=enabled
arp-timeout=auto interface=ether2 vrid=1 priority=120 interval=ls
preemption-mode=yes authentication=simple password="123456" on-backup=""
on-master="" version=2 v3-protocol=ipv4
[admin@MikroTik] >

Interface List

|mafaﬂe|lnte|faneLis‘t Ethemet EolP Tunnel | IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

[l [=] [][¢]
EolP Tunnel Acmdmgm L2M1T5L;D|Tx
IP Tunnel 1288 kbps
GRE Tunnel 432 bps

0 bps
VLAN 0 bps

Bonding g:::
Bridge Obps
Mesh gtz
6tod Tunnel O'bps
IPIPvE Tunnel Obee
EolPv Tunnel
GREG Tunnel

VPLS

| 4 Make Supoutif Traffic Eng Interface
€ Manual PPP Server

@ New WinBox PPP Client

PPTP Server Binding

coocooooooo

*




Interface | Interf]

[#-][=] [+

|Name

R 4irether

R 4rether2

RM $wnp|
4ipetherd
4iretherd
4iretherd
4irethert
4irether7
4ipetherd
hretherd
4irether10
#hrether1l
4irether12

| 4 Make Supout.if
& Manual
@ New WinBox

General |vRRP Scrpts  Status | Traffic

Name: | 1|

Type: |VRRP

MTU: [1500

Actual MTU: [1500

L2 MTU: [1580

MAC Address: |[H]:[H]:5E:[H]:D‘I 0

ARP: |enabled

ARP Timeout: |

s

Disable

1J51je

cCoooooO0o0oooo

+|
1 item out of 13 ({

| 4 Make Supout.nf
& Manual
@ New WinBox

V3 Protocol: [IPvd




[o][c] [ sdeMode | sossonfis20.11] e

EEE

+ [Network [Interface [+
D %°17216.1.16%/.. 1721610 etherl
F192168.1.1/24 19216810  ether2

Safe Mode | Session:[192.168.1.1 s

g MNetwork: |192.168.1.3 o

Kiém tra VRRP trén Router MikroTik.



Safe Mode | Session:[192.168.1.1] [ i

Interface Interface Lst Ethemet EolP Tunnel [P Tunel GRE Tunnel VLAN VRRP | Bonding LTE.

[#][=] [#][=] [=] [7]

[Mame + [Type [MTU  [ActualMTU L2 MTU [Tx
RM__ $wmpl VRRP 1500 1500 1580

Session:|192.168.1.1

Genersl VRRP Scipts Status | Traffic

Last Link Down Time: |I\I'Iaf13f2020 10:07:23
Last Link Up Time: |Maf13-"‘2020 10:07:23
Link Downs: [1

|

L RADIUS
& Tools
New Teminal <

= 1cD 1 ftem out of 13 (1
#5 Partition

| J Make Supout.rif

& Manual

@ New WinBox




SafeMode | Sesson:[192.163.1.1]

& Quick Set

Interface <vmp1:

1 CAPsMAN .
8 Interfaces General VRRP Scrpts  Status  Traffic |
1 Wireless Tw/Rx Rate: 432 bps | 7[917.4 kbps | Cancel
32 Brdge Tx/Rx Packet Rate: [1p/s | 7[185 pre | Apply
g PPP Interface  Interf{
o EE FP Tx/Rx Rate: [0 bps | 7[917.4 kbps |
N N | FP TwRx Packet Rate: [0p/s | /[165 pss |
RM  Gpwmpl
E e Tw/Rx Bytes: |108.2 KiB | /(812 miB | L_Eﬁﬂ__
. Tw/Rx Packets: [1966 | #[102 894 |
. Tx/Rx Drops: [0 | /[0 | 1L T
Tw/Rx Emors: [0 | /[0 |
BT 432 bps
P MR« 9174 kbps “ “
+|
= Lco 1 item out of 13 (1
#Z Partition =
n ; Tx Packet: 1p/s
L Make Supout rf IR Packet: 165 p/s “ ”
& Manual C
@ New WinBox enabled |n.|nring | master
Kiém tra VRRP trén Router Cisco.
CiscoRT# show vrrp brief
Interface Grp Pri Time Own Pre State Master addr Group addr
Gi0/0 1 100 3609 Y Backup 192.168.1.1 192.168.1.3

CiscoRT#

CiscoRT# show vrrp

GigabitEthernet0/0 - Group 1
State is Backup
Virtual IP address is 192.168.1.3
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 100
Authentication text, string "123456"
Master Router is 192.168.1.1, priority is 120
Master Advertisement interval is 1.000 sec
Master Down interval is 3.609 sec (expires in 3.561 sec)

CiscoRT#

Phan 15. C4u hinh cac dich vu m& rong trén Router MikroTik.
Phan 15.1. Cau hinh dich vu DNS Proxy va DNS Server trén Router MikroTik.




Internet e

Network ether1'\ QS ether2 DNS
e WAN 1 192.168.1.1/24 ===+

Tdng quan céc budc thuc hién:
- Budc 1. Ciu hinh co ban trén Router MikroTik.
- Budc 2. Thiét 1ap DNS Server & Proxy trén Router MikroTik.
- Budc 3. Thiét 1ap DHCP Server cap IP LAN clia Router MikroTik déng vai tro 1a DNS Server.
- Budc 4. Thiét 1ap cac dong Static DNS Entries trén Router Router MikroTik.
- Buwdc 5. Thiét 1ap Firewall Rule chi cho phép luu lugng DNS t8i Router MikroTik.

Cac budc thuce hién chi tiét:
Buwdc 1. Cau hinh co ban trén Router MikroTik.
Cau hinh co ban trén Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl

Budc 2. Thiét 1ap DNS Server & Proxy trén Router MikroTik.

Router MikroTik c6 thé vira déng vai tro 1a DNS Server, vira cé thé déng vai trd 1a DNS Client. Khi
cac may tinh khai bdo DNS trd tdi IP clia Router MikroTik, Router MikroTik s& tiép tuc truy van
DNS Server ma ta khai bao trén thiét bi rdi héi dap nguoc trd vé cho cac may tinh ngudi dung.

[admin@MikroTik]>
/ip dns set server=8.8.4.4,8.8.8.8 allow-remote-requests=yes

[admin@MikroTik] > /ip dns print
servers: 8.8.4.4,8.8.8.8
dynamic-servers: 172.16.0.17,8.8.8.8
allow-remote-requests: yes
max-udp-packet-size: 4096
query-server-timeout: 2s
query-total-timeout: 10s
max-concurrent-queries: 100
max-concurrent-tcp-sessions: 20
cache-size: 2048KiB
cache-max-ttl: 1w
cache-used: 23KiB
[admin@MikroTik] >




(][ ce] [ safeMode | Session: [4CSEOCTTFOSE] -

8844

3588
Dynamic Servers: [172.16.0.17
(8888

[v] Allow Remote Requests ,—|C|
Max UDP Packet Size: 4096 |

Query Server Tmecut: |2.000 s

Quen Toa Tmeout -

Max. Concument Quenes: |1[[| |
Max. Concument TCP Sessions: |20 |

Cache See: kB

Cache Max TTL: [7d 00:00:00 |

Cache Used: |33 KiB |

Kiém tra DNS Cache trén Router MikroTik.
| Sefe Mode | Sesson:[4CSEQC17FO3E -

Dynamic Servers: [172.16.0.17
EEEE)

Allow Remote Reguests
Max UDP Packet Size: |4096

Query Server Tmeout: |2.000

Query Total Tmeout

Max. C Queries: [100
Max. Cencument TCP Sessicns: |2Cl

CacheSee: (2048 [Ks

Cache Max TTL: [7d 00:00.00

Cache Used: |28 KiB




(][] [ sateMode | ession:[acsEOC7FOSE e

Data
204.79.197.222
204.79.1597.254
131.253.33.254
@ aing.a-3999 . a-msedge net CNAME 29599 a-msedge.net
@ azweedge mdc.akamaz... CMAME a1879.dscwl4d.akamainet
@ cdn.content.prod.cmems... CNAME 10663 dscg akamaied. ..
@ chat?-wpa.chatzalome A 45.213.114.134
@ fp-as.azuwreedge.net CMNAME  fp-as.akstd.azureedge net
@ mobile-gtalk l.google.com A 74.125.200.188
@ mtalk. google.com CNAME  mobie-gtalk . google.com
@ nhaccuatui.com 1233013468
@ pd-ctl.chat zalo.me 45.213.114.122
@ pd-msg.chat zalo.me 45.213.114.121
@ profile-wpa.chat zalo.me 45.213.114.128
@ gos.talk zing.vn 45.213.114.87
20 items

Budc 3. Thiét |ap DHCP Server cap IP LAN cla Router MikroTik déng vai tro 1a DNS Server.

[admin@MikroTik]>

/ip pool add name=PSSITAN ranges=192.168.1.10-192.168.1.100

/ip dhcp-server network add address=192.168.1.0/24 gateway=192.168.1.1 dns-server=192.168.1.1
/ip dhcp-server add name=DHCPserv interface=ether2 address-pool=PGOILAN disabled=no

Budc 4. Thiét |1ap céc dong Static DNS Entries trén Router Router MikroTik.

[admin@MikroTik]>
/ip dns static add name=www.youtube.com address=192.168.1.1
/ip dns static add name=www.facebook.com address=192.168.1.1

[admin@MikroTik] > /ip dns static print
Flags: D - dynamic, X - disabled

# NAME REGEXP ADDRESS TTL
0 WWW.Y. .. 192.168.1.1 1d
1 www.£. .. 192.168.1.1 1d

[admin@MikroTik] >

[admin@MikroTik] > /ip dns static print detail
Flags: D - dynamic, X - disabled
0 name="www.youtube.com" regexp="" address=192.168.1.1 ttl=1d

1 name="www. facebook.com" regexp="" address=192.168.1.1 ttl=1d
[admin@MikroTik] >

[admin@MikroTik] > /ip dns cache all print
Flags: S - static, N - negative

# NAME TYPE DATA TTL
0 S www.yout... A 192.168.1.1 1d
1s1.1.168.... PTR www . youtube . com 1d
2 S www.face... A 192.168.1.1 1d




3S1.1.168.... PTR www . facebook.com 1d

4 wdcp.mic... CNAME wd-prod-cp.trafficmanager.net 10m49s
5 wd-prod-... CNAME wd-prod-cp-as-southeast-2-fe.southeastasia.... 2m39s
6 wd-prod-... A 13.67.75.200 Os

[admin@MikroTik] >

(0[] [ safe Mode | Session:[ac5EOCT7F03E] e

|Data

www. youtube .com
www facebook.com
152.168.11
132.168.1.1

: [ox ]
Dynamic Servers: [172.16.0.17 Apply
EEEE]

s
-
s
-

Static
Allow Remote Requests Cache
Max UDP Packet Size: 4096

Query Server Tmeout: |2.000

Query Total Timeout:

Max. C 1t Queries: [100
Max. Concurrent TCP Sessions: |20

Cache Size: K
Cache Max TTL: |7d 00:00:00
Cache Used: |27 KiB




Stode | Soson [ICEE0C 17038 -

192.168.1.1
19216811

Ldc nay ngudi dung dau cudi s& khdng thé truy cap tdi Facebook hodc Youtube.

O B wwwyoutube.com X+

< 88 & wwwyoutubecom

o

O This site can’t be reached

www.youtube.com refused to connect.

& 0

Try:
' Checking the connection

<

Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

Check your internet connection.

Check any cables and reboot any routers, modems, or other
network devices you may be using.

[V o)

oo
oo

Allow Opera to access the network in your firewall or
antivirus settings.

If it is already listed as a program allowed to access the network, try
removing it from the list and adding it again.

& @ B g4

If you use a proxy server...

Check your proxy settings or contact your network administrator to
make sure the proxy server is working. If you don't believe you
should be using a proxy server: Go to the Main menu > Settings >
Change proxy settings... > LAN Settings and deselect "Use a proxy
server for your LAN".

Budc 5. Thiét l1ap Firewall Rule chi cho phép Iuu lvong DNS t&i Router MikroTik.

Thiét 1ap Firewall Rule ch3n tat ca céc lvu lvong phan gidi tén mién guri téi bat ky DNS Server nao
ngoai mai trudng Internet, diéu nay yéu ciu cac End User bt budc phai trd DNS Server t&i IP cla
Router MikroTik thi m&i phan gidi duoc tén mién.



[admin@MikroTik] >
/ip firewall filter add chain=forward action=drop protocol=tcp in-interface=ether2 dst-port=53
/ip firewall filter add chain=forward action=drop protocol=udp in-interface=ether2 dst-port=53

[admin@MikroTik] > /ip firewall filter print
Flags: X - disabled, I - invalid, D - dynamic
0 chain=forward action=drop protocol=tcp in-interface=ether2 dst-port=53
log=no log-prefix=""

1 chain=forward action=drop protocol=udp in-interface=ether2 dst-port=53
log=no log-prefix=""
[admin@MikroTik] >

[admin@MikroTik] > /ip firewall filter print detail
Flags: X - disabled, I - invalid, D - dynamic
0 chain=forward action=drop protocol=tcp in-interface=ether2 dst-port=53
log=no log-prefix=""

1 chain=forward action=drop protocol=udp in-interface=ether2 dst-port=53
log=no log-prefix=""
[admin@MikroTik] >

(][] [ e | v i5RC7rS3E T

Frewall

F'WR'-'EG|NAT Mangle Raw Senice Ports Connections Address Lists  Layer7 Protocols

E||E| .@ . [ 7] [00 Reset Counters |[00 ResctMiCounters | [Fing | a1 |3]
#

|Src. Address [Dst. Address [Proto...[Src. Port  [Dst. Port [In. Inter...|Out. Int... Il ¥




Safe Mode | Session[4C5E:0C17:F0:3E] b

Frewall Rule <53:
. CAPsMAN General | Advanced Extrs Action Statistics
8 Interfaces Chain: [+] Cancel
- s Stc. Address |~ Aoy

C. [

s, Bridge
wree P ) -
Rl Fiter R Protocol: | 16 ftcp) [#]~ Sz
= : : [ cow |
P S EE Src. Port: || |+ Py
77 MPLS I #0| Dst. Port: D|53 |A Remove
2 Routing I 1 Any. Port: | |~ Reset Counters
i System " In. Interface: || |ether2 [#]a | | ResetAlCounters
& Queues Out. Intesf | |-
(5| Files
[5] Log In. Interface List: | |v
L RADIUS Out. Interface List: | |~
S Tools I
B New Teminal Packet Mark: | |+
= LD Connection Mark: | |~
#2 Partion ¢l Routing Mark: | |~
[} Make Supoutrf || 21T Routing Table: | =
& Manual
@ New WinBox G jon Type: | |~
!, Exit C fion State: | | 7

Safe Mode | Session[4C5E-0C17-FO:3E] b

As Quick Set New Frewal Rule

B2 gajoe [ Leg Apply
2 PP Log Prefix | |~ Disable

=Z| = = | = =
T

#2 Partton |
[ Make Supoutsf | 2em
& Manual

@ New WinBox

B Exit




Safe Mode | Session:[4C5E:0C17.F0:3E
A& Quick Set
T CAPSMAN
98 Interfaces
T Wieless
5 Bidge
=g PPP
°12 Mesh
=

Y

F"EF{'-'EG|NAT Mangle Raw Service Ports Connections  Address Lists  Layer7 Protocols

g IPvE

22 Routing 1 HKdiop  forward 17 (u...

EEI@IEIM—IWI

[Fro ]l ]3]

53 ether2

i System

& Queues

[ Files

2] Log

L RADIUS

X Tools ¥
New Teminal
L_Te)]

2
2
 MPLS P Src. Address |Dst. Address |Proto... |Src. Port  |Dst. Port  |In. Inter...|Out. Int... [In ¥
2
2

#2 Partton |

[ Make Supoutsf |2 1ems (1 selected)
& Manual
@ New WinBox

B Exit

Phan 15.2. Cau hinh tinh ndng Dynamic DNS trén Router MikroTik.

Internet

~a
MikroFik

ether1\GEEEW ether2
WAN 192.168.1.1/24
115.79.7.102

ﬂ
ﬂ

I 723304380f9e.sn.mynetname.net > 115.79.7.102

[admin@MikroTik] >
/ip cloud set ddns-enabled=yes ddns-update-interval=lm

[admin@MikroTik] > /ip cloud print
ddns-enabled: yes
ddns-update-interval: 1m
update-time: yes

public-address: 115.79.7.102

dns-name: 723304380f9%e.sn.mynetname.net
status: updated
[admin@MikroTik] >




Setoe | Sessn iCSEOC 7703

i

DDNS Update Interval:

Update Time
Public Address: | 115.79.7.102

DNS Name: | 723304330f3e.sn.

[[] Use Local Address

Kiém tra ma Serial Number cua thiét bj Router MikroTik.



DEIEE

i CAPsMAN

Health
History
4% Dot1X Identity
[ Lcp
e Partiton License
| J Make Supoutif  Logging
€ Manual Note
@ New \winBox
Password
Ports
Reboot
Reset Configuration
Resources
SNTP Client

Yo

Fimware Type: [Bleox |
Factory Fimuare:
Curent Fimuare:

Upgrade Fimviare:

[ 4 Make Supout.if
& Manual
@ New \winBox

Y




Phan 15.3. Chin tit ca ngudi dung khong duoc phép truy cap téi cac Website c6 noi dung ddi
truy s& dung Norton DNS Server.

Chose your protection policy

A - Security (malware, phishing sites and scam sites)
B - Security + Pornography
(s) C - Security + Pornography + Other
Preferred DNS: 199.85.126.30
Alternate DNS: 199.85.127.30

ConnectSafe DNS EErety DNS: 199.85.126.30

Internet -
Network ether 1S ether2 '
WAN : 192.168.1.1/24 ‘."
! %

: -

Téng quan cac budc thuc hién:
- Budc 1. Ciu hinh co ban trén Router MikroTik.
- Buwdc 2. Ciu hinh DHCP Server trén Router MikroTik c&p théng tin Norton DNS cho céc
End User.
- Buwdc 3. Cau hinh Firewall Filter Rule trén Router MikroTik chn tat ca lwu luong truy cap
DNS ngoai Internet ngoai trir danh sach cdc IP ciia Norton DNS.
- Budc 4. Khao sat két qua chadn truy cap tdi cdc WebSite cé ndi dung ddi truy.

DNS: 199.85.127.30

Cac budc thuce hién chi tiét:
Buwdc 1. Cau hinh co ban trén Router MikroTik.
Cau hinh co ban trén Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl

Budc 2. C4u hinh DHCP Server trén Router MikroTik cap thdng tin Norton DNS cho cac End User.

Chose your protection policy

A - Security (malware, phishing sites and scam sites)
B - Security + Pornography
(* C - Security + Pornography + Other
Preferred DNS: 199.85.126.30
Alternate DNS: 199.85.127.30

[admin@MikroTik]>

/ip pool add name=BOOIEAN ranges=192.168.1.10-192.168.1.100

/ip dhcp-server network add address=192.168.1.0/24 gateway=192.168.1.1 dns-
server=199.85.126.30,199.85.127.30

/ip dhcp-server add name=DHCPserv interface=ether2 address—pool=_ disabled=no




Budc 3. Cau hinh Firewall Filter Rule trén Router MikroTik chan tat ca luu luong truy cdp DNS
ngoai Internet ngoai trir danh sach cdc IP cta Norton DNS.
Thiét 1ap Address Lists chita danh sach cac Norton ConnectSafe DNS.

- Nén st dung NortonDNS sau: 199.85.126.20 & 199.85.127.20.

[admin@MikroTik]>
/ip firewall address-list add list=NortonDNS address=199.85.126.30/199.85.127.30

[admin@MikroTik] > /ip firewall address-list print
Flags: X - disabled, D - dynamic

# LIST ADDRESS CREATION-TIME

0 NortonDNS 199.85.126.30-255.255.254.255 apr/09/2020 18:54:07
[admin@MikroTik] >

[admin@MikroTik] > /ip firewall address-list print detail
Flags: X - disabled, D - dynamic
0 list=NortonDNS address=199.85.126.30-255.255.254.255
creation-time=apr/09/2020 18:54:07
[admin@MikroTik] >

Safe Mode | Session:[192.168.1.1 I
A5 Quick Set

Fiiter Rules | NAT | Mangle Raw Senvice Perts Connections NHEBEM|de?HWMﬁ

[#][=] [“][=]

[Name  / [Address HiicrtonDiis)
Address: | 85.12630/199.85127.30 | | Cancel
Tmeout | |¥ [ oy

CeabonTme: [ |

= .cp

#5 Partition

| 4 Make Supout.if
& Manual

@ New WinBox

Thiét lap Firewall Filter Rule trén Router MikroTik chan tat ca luu lwong truy cap DNS ngoai
Internet ngoai trr danh sach cac IP cla Norton DNS.

[admin@MikroTik]>

/ip firewall filter add chain=forward protocol=tcp in-interface=ether2 dst-port=53 dst-address-
list=!NortonDNS action=drop

/ip firewall filter add chain=forward protocol=udp in-interface=ether2 dst-port=53 dst-address-
list=!NortonDNS action=drop




[admin@MikroTik] > /ip firewall filter print
Flags: X - disabled, I - invalid, D - dynamic
0 chain=forward action=drop protocol=tcp dst-address-list=!NortonDNS
in-interface=ether2 dst-port=53 log=no log-prefix=""

1 chain=forward action=drop protocol=udp dst-address-list=!NortonDNS
in-interface=ether2 dst-port=53 log=no log-prefix=""
[admin@MikroTik] >

Ldc nay, may tinh st dung DNS khdng phai ctia Norton s& khong thé phan gidi duoc tén mién.

C:\Users\buipham>nslookup
DNS request timed out.

timeout was 2 seconds.
Default Server: UnKnown
Address: 8.8.4.4

> google.com
Server: UnKnown
Address: 8.8.4.4

DNS request timed out.
timeout was 2 seconds.
DNS request timed out.
timeout was 2 seconds.
DNS request timed out.
timeout was 2 seconds.
DNS request timed out.
timeout was 2 seconds.
*** Request to UnKnown timed-out

C:\Users\buipham>nslookup
Default Server: UnKnown
Address: 199.85.126.30

> google.com
Server: UnKnown
Address: 199.85.126.30

Non-authoritative answer:

Name: google.com

Addresses: 2607:£8b0:4007:801::200e
216.58.217.206




As Quick Set New Frewall Rule
T CAPSMAN General | Advanced Extra Acion Statisics
8 Interfaces in: B d Ii'

Src. Address: &
DstAdbess: [ |~

Potoco: ([6tcp)  [[¥] «
ScPot| |-
DstPot: [153 | =
Ay Pot[ =
In. Interface: [[ethez  [[¥]
Outlntedace: [ |~

InInteface st [ |~
. RADIUS Out Interface list: [ | *
A Tools
New Teming PacketMak: | | ~»
4 Dot1X ] bon Mark: v
Lo N —
5 patin S —
[} Make Supoutf

Type: hd

State: | |~

[192.168.1.1

MNew Frewal Rule

Genersl Advanced |Exia Action  Statisis
Sic AddressList [ | w
Dst. Address List: [1][NortonDNS | %] &

layer7Potocol: [ |~
Coment [ |~
Comecionios | v
Comnection Rate: |~
PerConnection Classifier [ |
Sc MACAddess: [ |=
Out BidgePort [ |~

# RADIUS nogeroi [
K Tools In.BidgePortlist [ |«
I e T T —
s Dot1X ]
= 1.cD PsecPoicy [ |+
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| J Make Supout.nf
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I Safe Mode | Session:[192.168.1.1)

4}» Dot1X

= 1 cp

#2 Partition

| 2 Make Supout.if
& Manual

@ New WinBox

1 ¥ drop  forward 17 (u... 53

= co

#Z Partition

| J Make Supout.if
& Manual

@ New WinBox

Budc 4. Khao sat két qua chin truy cap téi cdc WebSite cé nodi dung ddi truy.

C:\Users\buipham>nslookup
Default Server: UnKnown
Address: 199.85.126.30




> www.ixxx.com
Server: UnKnown
Address: 199.85.126.30

Non-authoritative answer:

Name: Www . ixxx.com

Addresses: 156.154.176.30
156.154.175.30

C:\Users\buipham>nslookup
Default Server: UnKnown
Address: 199.85.126.30

> www. fuqg.com
Server: UnKnown
Address: 199.85.126.30

Non-authoritative answer:

Name: www . fuq.com

Addresses: 156.154.176.30
156.154.175.30

(o} [l site Mot Found X [k = - 0O X

1

< C 88 | @ Notsecure 34.234.98.22 Bge >0 @ K3

v &

Sorry, we couldn't

oo
oo

find that site.

You have a few options:

& © O g

1) Check the URL for typos and try again.

2) Try returning to the previous page.

Why am | seeing this?




0 G pom - Google Search X [ Privacy error X |+ ~

o

e 0

vV £

og
oo

& @ @ g

Your connection is not private

This server could not prove that it is www.ixxx.com; its security
certificate is from search.dnsadvantage.com. This may be caused
by a misconfiguration or an attacker intercepting your connection.

NET:ERR_CERT_COMMON_NAME_INVALID
Back to safety

Help me understand

<

When you connect to a secure website, the server hosting that site
presents your browser with something called a "certificate” to verify
its identity. This certificate contains identity information. such as the
address of the website, which is verified by a third party that your
computer trusts. By checking that the address in the certificate
matches the address of the website, it is possible to verify that you
are securely communicating with the website you intended, and not

a third party (such as an attacker on your network).

Proceed to www.ixooc.com (unsafe)
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Phan 15.4. Chdn User cu thé khong dugc phép truy cap tdi cac Website co n

dung Norton DNS Server.

Oi dun
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Chose your protection policy

A- Security (malware, phishing sites and scam sites)
(s) B - Security + Pornography
C - Security + Pornography + Other
Preferred DNS: 199.85.126.20
Alternate DNS: 199.85.127.20

DNS: 8.8.4.4

Internet >
Network ether1\GGESWY ether2 )
WAN : 192.168.1.1/24
1 -
A e e e -} ————————————————————————— =

Téng quan cac budc thuc hién:

- Budc 1. Cau hinh co ban trén Router MikroTik.

- Buwdc 2. Thiét |ap DHCP Static cap IP tinh cho PC.

- Budc 3. Thiét 1ap Address List chira danh sach Source IP mudn chuyén hudng luu lvong
DNS t&i Norton DNS Server.

- Budc 4. Cau hinh tinh ndng Destination-NAT chuyén hudng luvu luong DNS téi Norton DNS
Server.

- Budc 5. Kiém tra k&t qua chuyén hudng lwu lwgng DNS téi Norton DNS Server.

DNS: 8.8.4.4

Céc budc thuce hién chi tiét:
Buwdc 1. Cau hinh co ban trén Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl

Budc 2. Thiét 1ap DHCP Static cap IP tinh cho PC.

[admin@MikroTik] > /ip dhcp-server lease print

Flags: X - disabled, R - radius, D - dynamic, B - blocked

# ADDRESS MAC-ADDRESS H SE.. R STATUS LAST-SEEN
P 192.168.1.100 14:18:77:CA:57:3A D DH.. bound 2m44s
[admin@MikroTik] >

[admin@MikroTik]>
/ip dhcp-server lease make-static I

[admin@MikroTik] > /ip dhcp-server lease print detail

Flags: X - disabled, R - radius, D - dynamic, B - blocked

0 address=192.168.1.100 mac-address=14:18:77:CA:57:3A
client-id="1:14:18:77:ca:57:3a" address-lists="" server=DHCPserv
dhcp-option="" status=bound expires-after=6m45s last-seen=3ml5s
active-address=192.168.1.100 active-mac-address=14:18:77:CA:57:3A
active-client-id="1:14:18:77:ca:57:3a" active-server=DHCPserv
host-name="DESKTOP-HACFPOQ"

[admin@MikroTik] >




I Safe Mode | Session:[4C:5E:0C:17:F0:3

DHCP  Metworks  Leases | Opticns  Option Sets  Vendor Classes | Alerts
[#][=] [v][=] [@] [7] -
P Address /| MAC Address | Client ID |Server |Active Address [Active MAC Addre_[4 = |
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¥ Show Categories
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Find Ctrl+F
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b Add INS
New Temminal
o DotlX Remove DEL
i
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3 Partiton Disable Ctrl+D
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Budc 3. Thiét 1ap Address List chira danh sach Source IP mudn chuyén hudng luu luong DNS téi
Norton DNS Server.

[admin@MikroTik]>
/ip firewall address-list add list=SrcAddrRedirectDNS address=192.168.1.100

[admin@MikroTik] > /ip firewall address-list print
Flags: X - disabled, D - dynamic

# LIST ADDRESS CREATION-TIME
0 NortonDNS 199.85.126.20-255.255.254.255 apr/09/2020 18:54:07
1 SrcAddrRedirec... 192.168.1.100 apr/11/2020 15:05:56

[admin@MikroTik] >

[admin@MikroTik] > /ip firewall address-list print detail
Flags: X - disabled, D - dynamic
0 list=NortonDNS address=199.85.126.20-255.255.254.255
creation-time=apr/09/2020 18:54:07

1 list=SrcAddrRedirectDNS address=192.168.1.100
creation-time=apr/11/2020 15:05:56
[admin@MikroTik] >
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Budc 4. Cau hinh tinh ndng Destination-NAT chuyén hudng luu lwong DNS téi Norton DNS
Server.

[admin@MikroTik]>
/ip firewall nat add chain=dstnat protocol=udp dst-port=53 src-address-list=SrcAddrRedirectDNS
action=dst-nat to-addresses=199.85.126.20 to-ports=53




[admin@MikroTik] > /ip firewall nat print
Flags: X - disabled, I - invalid, D - dynamic
0 chain=srcnat action=masquerade out-interface=etherl

1 chain=dstnat action=dst-nat to-addresses=199.85.126.20 to-ports=53
protocol=udp src-address-list=SrcAddrRedirectDNS dst-port=53 log=no
log-prefix=""

[admin@MikroTik] >

[admin@MikroTik] > /ip firewall nat print detail
Flags: X - disabled, I - invalid, D - dynamic
0 chain=srcnat action=masquerade out-interface=etherl

1 chain=dstnat action=dst-nat to-addresses=199.85.126.20 to-ports=53
protocol=udp src-address-list=SrcAddrRedirectDNS dst-port=53 log=no
log-prefix=""

[admin@MikroTik] >

Lol e Safe Mode Session: | 4C:5E:0C:17:F0:3E &
& Quick Set New NAT Rule = E =113
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Q Cueties Out. Interface: -
[E5] Files

Log In. Interface List: &
S RADIUS Qut. Interface List hd
& Tools 2
B New Teminal Packet Mark: A
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[ Files
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& Manual
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[ Log
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Budc 5. Kiém tra két qua chuyén huéng luu luong DNS t8i Norton DNS Server.
Khi End User truy cap tdi Website c6 ndi dung doi truy thi ngay 1ap tirc s& bi chuyén hudng toi
giao dién canh bao Website bi block.
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Phan 16. Cau hinh IPv6 trén Router MikroTik.
Phan 16.1. Gan dia chi IPv6 trén cdng giao tiép Interface ctia Router MikroTik.

Internet e :

- Network > E i
R g i i
~dp—, 2001:2::1/64 ]

int vlan 1: 203.0.1.1/24 VL1  2001:1::2/64(VEr=:9192.168.1.1/24 2001:2::2/64 :
2001:1::1/64 fo/1-2 etherl \GEY ether2 1
DHCP Client ! ~ ]

i

1

1

1

——————

Cau hinh dja chi IPv6 trén ISP.

hostname ISP

sdm prefer dual-ipv4-and-ipv6 routing
exit

reload

show sdm prefer

ipv6 unicast-routing
interface vlan 1
ip address 203.0.1.1 255.255.255.0




ipv6 enable

ipv6 address 2001:1::1/64
no shutdown

exit

ipv6 route 2001:2::/64 2001:1::2

Gén dia chi IPv6 trén cdng giao tiép ether2 ctia Router MikroTik.
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DL PfeBO:debe cffife17f03d/...
DL 9rfe8D:deSeciffe17103e/ ...

Ldc nay, PC1 vira co thé ping tdi Router MikroTik va ISP bang IPv4 1an IPV6.

Phan 17. Nang cap RouterOS trén Router MikroTik.
Phan 17.1. Tim hiéu tdng quan vé cac gdi cai dit trén Router MikroTik.
Phan 17.2. Kiém tra thdng tin RouterOS Version hién tai trén Router MikroTik.
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°12 Mesh ¥/ | creck For Updates | | Enable || Disable | | Uninstal || Unschedule | Downgrade | | Check Instaliatior
sl P ¥ Version Build Time |Scheduled [
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6.344 Mar/24/2016 13:13:08
bt = X ar; o K X
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@ New WinBox

Hodc thong qua phan mém Winbox két ndi t&i Router MikroTik ta cling cé thé kiém tra duwoc
RouterOS Version cua thiét bi.



e admin@192.168.88.1 (MikroTik) - WinBox|v6.34.4|on RB951G-2HNnD (mipshe) — O X
Session Settings Dashboard

sosr 218581 ne

A& Quick Set
L CAPsMAN
|8 Interfaces
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= Switch
°2 Mesh | 7| | Check For Updates | | Enable || Disable | [ Uninstal || Unschedule || Downgrade | | Check Installatior
&8 P M| [Name + | Version | Build Time |Scheduled I
2 MPLS p S routeros-mipsbe  6.34.4 Mar/24/2016 13:13:08
S advancedt.. 6344 Mar/24/2016 13:13:08
42 Routing P & dhep 6344 Mar/24/2016 13:13:08
o N S hotspot 6344 Mar/24/2016 13:13:08
& System Sipvé 6344 Mar/24/2016 13:13:08
& Cueues Smpls 6344 Mar/24/2016 13:13:08
Fies Bppp 6344 Mar/24/2016 13:13:08
. 8 routing 6344 Mar/24/2016 13:13:08
12| Log Bsecuity 6344 Mar/24/2016 13:13:08
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S wirelesscm2 6344 Mar/24/2016 13:13:08
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New Teminal
4 MetaROUTER
e Partition 12items

Phan 17.3. Kiém tra va tai RouterOS phién ban mdi nhat cho Router MikroTik.
Kiém tra va tai RouterOS phién ban mdi nhat cho Router MikroTik thdng qua phdn mém Winbox.
- Pam bao Router MikroTik cé két néi truy cap Internet.
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&% Bridge

e Latest Version: [6.44.2] | | Downloadsinstall

=3 PPP .

=5 Switch What's new in 6.44.2 (2019-Apr-01 12:47): ~ |
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sl P ¥ e —

T 1)ipv6 -fixed soft lockup when forwarding IPv6 packets:

.’ MPLS ¥ 1) ipv6 -fixed soft lockup when processing large IPv6 Neighbor table;

#2 Routing )

&5 System I || |Changes in this release:

QOueues “)ipv6 - adjust IPv6 route cache max size based on total RAM memory;

(5] Files What's new in 6.44.1 (2019-Mar-13 08:38):

] Log Changes in this release:

M Radius

et ‘)bndge fixed possible memory leak when using "ingressiltering=yes” on bridge

A Tools ) interface:

@ New Teminal )oertiicae fovoe3DESenaypbmforP1Zcettﬁcdeexpoﬂ
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. § *) gps - increase precision for dd format;
|4 Make Supout rif *) gps - removed unnecessary leading "0" for dd format; v
@ Manual

’New version is available

@ New WinBox

Kiém tra va tai RouterOS phién bdn mdi nhat cho Router MikroTik truc tiép tai trang chd.
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https://mikrotik.com/download



Firmware cla RouterOS tai vé thanh cong.
‘ [] routeros-mipsbe-6.44.2.npk 4/11/2019 9:40 AM NPK File 11,638 KB

Phan 17.4. Tién hanh nang cap RouterOS cho Router MikroTik.
Tién hanh kéo tha routeros-mipsbe-6.44.2.npk (RouterOS) vao Work Space cla WinBox dé nang
cip Firmware.

‘ [ ] routeros-mipshe-6.44.2.npk 4/11/2019 9:40 AM NPK File 11,638 KB

Sesor: 19216838, .
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Hodc cling cé thé nang cap RouterOS cho thiét bi bang cach truy cap vao giao dién File List.
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| Creation Time [+
[5 auto-beforereset backup Mar/25/2019 09:31:02
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| 29.4 MiB of 128.0 MiB used

Phan 17.5. Tién hanh khai dong lai Router MikroTik.
Tién khanh khai dong lai thiét bi Router MikroTik.




BE S 21851 =a

Reboot

Do you want to reboot the router?

x

»

Phan 17.6. Cai d3t cac goi Extra packages cho Router MikroTik.
Phan 17.6.1. Tim hiéu tdng quan vé cac goi Extra packages trén Router MikroTik.
Kiém tra cac goi Packages va chirc ndng cla tirng goi.

- Static Route no extra package is needed: system package la du.

& @ https://wiki.mikrotik.com

Package Features
advanced-tools (mipsle, mipsbe, ppc, x86, mmips, Advanced ping tools (flood-ping, ping-speed), Netwatch, ip-scan, SMS tool, Wake-on-
arm, smips) LAN
calea (mipsle, mipsbe, ppc, x86, mmips, arm) Data gathering tool for specific use due to "Communications Assistance for Law

Enforcement Act” in USA

dhcp (mipsie, mipsbe, ppc, x86, mmips, arm, Dynamic Host Control Protocol client and server

smips)

gps (mipsle, mipsbe, ppc, x86, mmips, arm) Global Positioning System devices support

hotspot (mipsle, mipsbe, ppc, x86, mmips, arm,  HotSpot captive portal server for user management

smips)

ipv6 (mipsle, mipsbe, ppc, x86, mmips, arm, |Pv6 addressing support

smips)

Ite (mipsbe) Required package only for SXT LTE (RBSXTLTES-7), which contains drivers for the
built-in LTE interface.

mpls (mipsle, mipsbe, ppc. x86, mmips, arm, Multi Protocol Labels Switching support

smips)

multicast (mipsle, mipsbe, ppc, x86, mmips, arm, Protocol Independent Multicast - Sparse Mode;

smips) Internet Group Managing Protocol - Proxy

ntp (mipsle, mipsbe, ppc, x86, mmips, arm) Network protocol server, also includes simplistic client. NTP client is also built into the

system package and functions well without this package installed.

https://wiki.mikrotik.com/wiki/Manual:System/Packages

Kiém tra cac goi Package cho Router MikroTik.


https://wiki.mikrotik.com/wiki/Manual:System/Packages

P
P ip
B advancedt... 6.442 Apr/01/2019 12:4757
% Rotng I Bdhep 6442 Aor/01/2019 124757
{3 System > Shotspot 6.442 Apr/01/2019 12:47:57
Q Sipvé 6442 Apr/01/2019 12:47:57
Shoues Smpls 6.442 Apr/01/2019 12:47:57
[ Files Sppp 6442 Apr/01/2019 12:47:57
] Log S routing 6442 Apr/01/2019 12:47:57
Bsecuity 6442 Apr/01/2019 12:47:57
2 RADIUS B system 6442 Apr/01/2019 12:47:57
9 Tooks S Bwicless 6442 Apr/01/2019 12:47:57
Busermanager 6442 Apr/01/2019 12:47:57
New Teminal
=4 MetaROUTER
Y =
# Pattion 12ems

| Make Supout rif
& Manual
@ New WinBox

Phan 17.6.2. Cai dat gdi user-manager trén Router MikroTik.
St dung goi user-manager cla MikroTik dé quan ly tip trung ngudi dung truy cip hé théng
Hotspot, gdi user-manager cling kiém tinh nang ctia mét RADIUS Server.



Truy cap trang http://www.mikrotik.com/download rdi chon phién ban phu hop vai thiét bi va
version dang dung va download gdi Extra packages vé.
- Tai goi Extra packages tuong (ng vdi thiét bi RB951G-2HnD.

- MikroTik Routers and Wire X =+ = = O X
< C B8 @& mikotikcom >0 Y
-
M/}{ro'-"k Home  About Buy  Jobs Hardware Software Support  Training  Account
S Oftwa re Downloads Changelogs Download archive RouterOS The Dude Mobile app
RouterQS (7]
6.43.14 (Long-term) 6.44.2 (Stable) 6.45beta27 (Testing)
CRS1xx, CRS2xx, DISC, FiberBox, hAP, hAP ac, hAP ac lite, LDF, LHG, /AP mini, mANTBox, mAP, NetBox, Nethetal
MIPSBE PowerBox, PWR-Line, QRT, RBIxx, SXTsq, CAP, NEX Lite, RB4xx, wAP, BaseBox, DynaDish, RB2011, SXT, OmniTik,
Groove, Metal, Sextant, RB7xx
Main package
Extra packages
SMIPS hAP mini, hAP lite
Main package
Extra packages
TILE CCR
Main package
Extra packages
The Dude server
B8 all_packages-mipsbe-6.44.2.zip 4/11/2019 9:04 AM WinRAR ZIP archive 15,051 KB

Sau khi download vé ching ta gidi nén va upload file user-manager-6.44.2-mipsbe.npk |&n File List
va reboot lai router dé cai d3t.


http://www.mikrotik.com/download

« v

» This PC » Windows-SSD (C) » Users » ThienAnCS » Downloads » all_packages-mipsbe-6.44.2

~

4 Quick Name Date modified Type Size
UICK access
m Desktop » D advanced-tools-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 101 KB
+ Downloads » [ ] calea-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 21 KB
i [] dhcp-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 185 KB
Documents % [ 15-6.44.2-mipsbenpk 4/4/201910:35 AM NPK File 53K8
i= Pictures ? [ hotspot-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 185 KB
Z OneDrive [ 1 ipv6-6.44.2-mipsbe.npk 4/4/2019 1035 AM  NPK File 233 KB
D led-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 57 KB
= This PC [ Ite-6.44.2-mipsbe.npk 4/4/2019 1035 AM  NPK File 1,945 KB
“» 3D Objects [] mpls-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 97 KB
m Desktop D multicast-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 73 KB
Documents D ntp-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 261 KB
% Downloads D openflow-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 77 KB
b Music [ ] ppp-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 305 KB
* Pictures D routing-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 121 KB
i [ security-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 317 KB
& Videos [ system-6.44.2-mipsbe.npk 4/4/2019 1035 AM  NPK File 7,492 KB
S Windows=55D (C) | 069-dlient-6.44.2-mipsbenpk 4/4/2019 1035 AM  NPK File 137 K8
& Network [] ups-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 65 KB
| | user-manager-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 849 KB
[ wireless-6.44.2-mipsbe.npk 4/4/2019 10:35 AM NPK File 2,693 KB
o Session:[132.168.88.1) | [5]

A& Quick Set
i CAPsMAN
8 Interfaces

(=] 7] (][] [ [ toon | [vint.|

|File Name |Creation Time IR
_[5) auto-before-reset backup _Mar/25/2019 09:31:02
autosupout rif

[3 backup2vlananddnsnoip backup
[bk backup Feb/26/2019 11:37:30
[®1no4p_ddns_update-ippbx.ddns nettxt it file Mar/05/2019 14:26:14
directory Feb/25/2019 17:23:54

directory Jan/01/1970 07:00:01

Feb/26/2019 133419

17.3 MiB of 128.0 MiB used




Upload File
© upload Fil X
« v 4 « Dow.. » all_packages-mipsbe... v O Search all_packages-mipsbe-... 0
Organize + New folder ==+ [H o
1 ~
Documents # *»  Name Date modified Type o)
[=] Pictures  # [] mpls-6.44.2-mipsbe.npk 4/4/201910:35AM  NPK File
& OneDrive D multicast-6.44.2-mipsbe.npk 4/4/201910:35 AM  NPK File
[] ntp-6.44.2-mipsbe.npk 4/4/201910:35AM  NPK File
B This PC [] openflow-6.44.2-mipsbe.npk 4/4/201910:35AM  NPK File
“J 3D Objects D ppp-6.44.2-mipsbe.npk 4/4/201910:35AM  NPK File i
I Desktop 0O routing-6.44.2-mipsbe.npk 4/4/201910:35AM  NPKFile .
Documents [] security-6.44.2-mipsbe.npk 4/4/201910:35AM  NPK File ||
|
‘ D load D system-6.44.2-mipsbe.npk 4/4/201910:35AM  NPK File |
S D tr069-client-6.44.2-mipsbe.npk 4/4/201910:35AM  NPKFile | |
d Music [} ups-6.44.2-mipsbe.npk 4/4/201910:35AM  NPK File
=] Pictures | ] user-manager-6.44.2-mipsbe.npk 4/4/201910:35AM  NPK File
B videos |7 wireless-6.44.2-mipsbe.npk 4/4/201910:35AM  NPKFile +
i Windows-SSD ((v <€ >
File name: | user-manager-6.44.2-mipsbe.npk o |
[ Open ] | conce |
s 991 .

|Creation Time
[5] auto-before reset backup Mar/25/2019 09:31:02
[ autosupout rif L Feb/25/2019 17:24:04
[2 backup 2vlananddnsnoip backup Feb/26/2019 13:34:19
[Z1bk backup Feb/26/2019 11:37:30
[Einop_ddns_update-ppbx ddnsnet bt bt file Mar/05/2019 14:26:14
Feb 917:23:54

~ x| x| x

4 MetaROUTER | 18.1 MiB of 128.0 B used

#5 Parition

| 5 Make Supout rif
& Manual

@ New WinBox

Khoi ddng lai thiét bi sau khi import cac Package thanh céng vao Router MikroTik.



Kiém tra trong System - Package d3 cd gdi user-manager vira cai dit chua.

Safe Mode | Auto Upgrade G
o Certficates

A& Quick Set




Sesson:192.168.88.1 S

|7 | Check For Updates | | Enable || Disable | [ Uninsial || Unschedue || Downgrade | | Check instalator
Name + |Version |Build Time | Scheduled [
 Srouersmpsbe_6.442 Apr/01/2019 124757
Badvancedt... 6.44.2 Aor/01/2019 124757
Bdneo 6442 Aor/01/2019 12:4757
Bhotspot 6442 Aor/01/2019 124757
Bipve 6442 Aor/01/2019 124757
Bmpis 6442 Apr/01/2019 124757
Boep 6442 Aor/01/2019 12:4757
Brouing 6442 Apr/01/2019 124757
Bsecuty 6442 Aor/01/2019 124757
Bsystem 6442 Aor/01/2019 124757
Bwieless 6442 /2019 124757
Busermanager 6442 Apr/01/2019 12:47:57
12items

Truy cap vao WebPage bang gdéi user-mananger.
- HyperlLink: http://192.168.88.1/user

< 2 88 @ Notsecure [ 192.168.88.1/user VI

MikroTik

Mikrotik User Manager

Login | |

Password | ‘

Phan 18. Cau hinh tinh ndng WiFi trén Router MikroTik.

Phan 18.1. Cau hinh Router MikroTik phat SSID d4u tién.

Router MikroTik phat SSID vdi tén mac dinh la “MikroTik-448DC3” tuwong ing vdi véi MAC-
Identifier ctia thiét bi v&i WiFi Password la réng.



|| Q4| | Safe Mode | Session:[152.168.88.1]

A& Quick Set
1 CAPsMAN

| Interfaces

1 Wireless

24 Brdge

=3 PPP

== Switch

°13 Mesh

& P I
<" MPLS I
# Routing I
i System )
Q Queues

[ Files

Ll Log

B Radius

X Tools f
| New Teminal
4 MetaROUTER
#5 Partition

| o Make Supout.if
& Manual

@ New WinBox

o

_ Wired e
Network Name: || MikroTik-448DC3 Address Acquistion: ¢ Static " Autom
Frequency: ||auto ¥ | MHz |P Address: [192.168.2.21
Band: || 2GHz B/G/N 3 Netmask: |255.255.255.0 (/24
Country: |no_country_set J Gateway: [192.168.2.1
MAC Address: |64:01:54:44:8D:.C3
Use A List (ACL) MAC Address: 64:01:54:44:8D:BE
[v! Firewall Router
WiFi Password: v
- Local N .
Guest Wireless Network IP Address: |192.168.88.1
Guest Network: v Netmask: |255.255.255.0 (/24
Wirclss Cherds v DHCP Server
[MAC Address ' InACL |Last IP .Uptirne .Si;v DHCP Server Range: |192.168.88.10-192
[w| NAT
[ UPAP
- VPN
["] VPN Access
VPN Address: |642e07a954bf sn.m
'W li Y| System
r Check For Ug

9 MikroTik-448DC3

Open

Other people might be able to see info you
send over this network

[] connect automatically

Connect

Hiéu chinh chudn khéng day Band trén Router MikroTik.




Sessr: 152166 1 -

A Quick Set Home AP | ¥

5 CAPsMAN

o intesfaces Hrdi g et

z Network Name: |MikroTik-448DC3 | Address Acquistion: ¢~ Static & Autom

B2 Bridge Frequency: [auto %] mHz P Address: [192.168.221

w3 PPP Band: [2GHzB/G/N = Netmask: [255.255.255.0 (/24

== Switch : G - [192.168.2.1

°[8 Mesh

8 Ip M MAC Address: |64:D1:54:44:8D:BE

</ MPLS p [V! Firewall Router

#2 Routing P WiR [ [ oo Netwodd

i System " | - Guest Wireless Networ IP Address: [192.168.88.1

Qleves Guest Network: | 54 Netmask: [255.255.255.0 (/24

5 Fles . [v| DHCP Server

L] Log - DHCP Server Range: [192.168.88.10-192

B Radus |MAC Address /|InACL [LastIP |Uptime | ]gq : [192.168.88.10-192.
: . || 0FesDASCID o 192.168.88.253  00:01:10 42 (Il [V NAT

X N:"T ) UPnP

o )

4 MetaROUTER - VPN

e Partition ] VPN Access

[ Make S o VPN Address: |642e07a954bf sn.m)

@ Manual < B - System

@ New WinBox . | Check For Ug

Gidm sat va hiéu chinh cac tham sé settings tuong ng véi mang khéng day phat ra cla Router
MikroTik.

4| =] [w]x] (@] [T [ cAp ][ Scomer [[ Freq. Usage || Mgrmert || Wrctss Sffer || wrek
Name /[ Type L2MTU [Tx Rx T Packet

~ ¥ = =

P

¢
1tem out of 7 (1 selected)




A Quick Set Interface <wlan1> = E
1 CAPSMAN General Wireless |HT HTMCS WDS Natreme Status Traffic
—— Mode: [ETTE I * |
E—— Band: [2GHzB/G/N [=]
34 Brdge
wl rer Interf4 Channel Width: [20/40MHz Ce [E2|
o (L = | =
o3 Mesh ’:[1 SSID: [MikroTik-448DC3 |« = backet
g 1P P | Sean List: |defaut [=]% Advanced Mode
£ MPLS v Wireless Protocol: [802.11 [=] Jiech
% Roding | Security Profile: [defat [=]
i System )
- - 5
= VLAN Moce: s o
Ll Log VLAN ID: [1 \
Brone
e > -
- emin, ] Default Client Tx Rate: ¥ bps
New Teminal - [ |

| MetaROUTER |74
5 Meta jises] ] Defaut Authenticate
#5 Parition

: ' ] Defaul Forward
L Make Supout af [ Hide SSID
Q Manual
@ New WinBox

- Gidm sat lvu luong trao ddi théng qua moi trudng mang khong day.

AN Quick Set Intefface <wlan1>

I CAPsMAN General Wireless HT HTMCS WDS Nstreme Status Traffic |
R Tx/Rx Rate: |2.3kbps | 7|16 bps \
‘i; s Tw/Rx Packet Rate: |2p/s |/[1pss |
1, bridge Apply

=2 PPP Interf; FP Tx/Rx Rate: |0bps | /616 bps | [ st |
= Switch E| FP Ti/Rx Packet Rate: |0p/s |/[1pss | c Wireles
12 Mesh ’:[‘ Packet
P . |IRS Tu/Rx Bytes: |121.2KiB | /500 kB \ Advanced Mode
./’ MPLS P Tx/Rx Packets: |1012 | #[281 \
32 Routing ¥ Tx/Rx Drops: |0 | /[0 \ ,—|5m
i3 System r Tx/Rx Erors: [0 |0 \ Freq. Usage...

’ Queues

e
L tog
FIes
Xk 1 Crtorsan
|3 New Terminal ‘]

5 MetaROUTER |1 gtem

| Make Supout rif

@ Yot W Tx: 23kbps

© New Winfox WA etetes | Linbut.l ; Il

Phan 18.2. Hiéu chinh chudn bdo mat mang khadng day trén Router MikroTik.



Session:[192.168.88.1

+[-| [7]

|Name + [Mode

===z

| Genel |RADIUS EAP StatcKeys

Name: {SecWi‘iPmﬁe

|

Mode: |dynamic keys

[#]

[ ] WPA EAP
Unicast Ciphers: v aescem [ ] thip

Group Ciphers: (v aescem [ thip

[v] WPA2Z PSK
[ ] WPA2 EAP

Interfaces  Nstren)
[Name ar Authentication Types: [v| WPA PSK
* default nq
WPA Pre-Shared Key: |*********
WPA2 Pre-Shared Key: |
Supplicant Identity: ‘
Group Key Update: |00:05.00
1item

M Protecton: [alowed  [¥]

Management Protection Key: |




A Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
&% Brdge
2 PPP

== Switch
“13 Mesh
&I

&’ MPLS
#2 Routing
25 System
& Queves
[ Files

|- Log
R Radius
K Tools P
|| New Teminal
#5 MetaROUTER
#5 Partition

| Make Supout rif
& Manual

@ New WinBox

1item out of 7|

S 8381

Interface <wlan1>

General Wreless\HT HTMCS  WD!

Mode: Iap bridge

g 1]
Channel Width: [20/40MHz Ce =]
Frequency: Iautu H’J MHz
,
SSID: |MikroTik-448DC3 |«
Scan List: |defaul =14 Advanced Mode
Nireless Protocol: [802.11 =] Torch

Securty roe: [T+

Bridge Mode: [enabled =]
VLAN Mode: |notag =]
VLAN ID: [1 |
Default AP Tx Rate: | |v bps
Defauit Client Tx Rate: | |+ bps
Default Authenticate
Defautt Forward
["] Hide SSID

Phan 18.3. Hiéu chinh cong xu4t phat dBm trén Router MikroTik.

<
|3
o
b

A Tools ¥

¥4 MetaROUTER
#5 Partition

| Make Supout.if
& Manual

@ New WinBox

Herface:|N
ESIEN
S

1item out of 7

Interfface <wlan1>

General Wlek?“‘HT HTMCS WDS Nstreme Status Traffic

0K
i obrin =
o =
Channel Width: |20/40MHz Ce I3
:
Frequency: Iauto H *‘ MH:z
SSID: [MikroTik-448DC3 |~
Scan List: [defaut =% Advanced Mode
Wireless Protocol: |802.11 [#] Torch
Secuty Prte: [P+ |
S 5
VLAN Mode: [notag [+
VLANID: [1 |
— o
Default Client Tx Rate: | | * bps
|| Default Authenticate
[| Default Forward
["] Hide SSID




B S 15268381

A& Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
&4 Bidge
=3 PPP

== Switch
13 Mesh

gl 1P >
&’ MPLS >
#2 Routing P
o¢ System ¥
& Queues

[ Files

|-l Log

. Radius

X Tools I
| New Terminal
¥4 MetaROUTER
#5 Pariion

| 4 Make Supout sif
@ Manual

@ New WinBox

|
Tiemoutof 7

Interface <wlan1>

Band

Channel Width
Frequency:

SSID:

Radio Name:
Scan List
Wireless Protocol
Security Profile;

Frequency Mode:
Country:

Antenna Gain:

DFS Mode:

Proprietary Extensions:
WMM Support
Bridge Mode:

Mode: General

. | 2GHzB/G/N ¥ Wireless

- [20/40MHz Ce Data Rates

. { H — Advanced

: |auto ¥ HT

| Mikro Tik-448DC3 T MCS

: [64D154448DC3 s

: [defaull ” Nstreme

- [802.11 Tx Power

g [SechflPruﬁle Current Tx Power

Status

{manual-ixpnwer T
[no_count:y_set |0 [ i —
5 r
e s

: |post-2.9.25 =]

. IJ‘ e H 3 ‘

: ‘enabled H s J

3 ‘noiag H ¥ ‘

VLAN Mode:

General Wﬂﬂeﬂ|Dann Advanced HT HTMCS WDS

nK

[o]a] Sess 192160301

’ Queues

|| Files

|2 Log

2 Radius

& Tools )
@ New Teminal
¥4 MetaROUTER
#5 Parition

| 3 Make Supout rif
& Manual

@ New WinBox

Interfaces |N

o]

1item out of 7|

Interface <wlan1>

WDS Nstreme Tx Power Cument Tx Power |am. Traffic

Yol

- Curmrent Tx Powers
|Rate  [TxPower [Real Tx P..[Total Tx.... | [»
TMbps 26dBm __ 26dBm ___29dBm
2Mbps 2%6dBm  26dBm  29dBm
55Mbps  26dBm  26dBm  25dBm
11Mbps 25dBm  25iBm  28dEm
BMbps 27dBm  27dBm  30dBm
9Mbps 27dBm  27dBm  30dBm
12Mbps 27dBn  27dBm  30dBm
18Mbps 27dBm 27dBm 30dBm
24Mbps 27dBm  27dBm  30dBm
36Mbps 25dBm  25dBm  28dBm
48Mbps 23dBm  23dBm  26dBm
54Mbps 22dBm  22dBm  25dBm
HT200 27dBm  27dBm  30dBm
HT201 2%dBm  26dBm  25dBm
HT202 26dBm  26dBm  29dBm
HT203 26dBm  26dBm  25dBm
HT204 26dBm  26dBm  29dBm
HT205 26dBm  26dBm  29dBm
HT206 23Bm  23Bm  26dBm
HT20-7 20dBm  20dBm  23dBm
HT400 26dBm  26dBm  29dBm
HT401 26dBm  26dBm  29dBm
HT402 26dBm  26dBm  29dBm
HT403 26dBm  26dBm  29dBm
HT404 26dBm  26dBm  29dBm
HT405 25dBm  25dBm  28dBm
HT406 23Bm  23Bm  26dBm
HT40-7 20dBm  20dBm  23dBm

- Hiéu chinh Tx Power thu cong.

1
i




¥4 MetaROUTER
#5 Patition

| 4 Make Supout sif
& Manual

@ New WinBox

*]
Titem out of 7

WDS Nstreme Tx Power ‘CtmeF’ower Status  Traffic

Tx Power Mode: ‘de‘fault

A& Quick Set
i CAPsMAN
. Interfaces
1 Wireless
22 Bidge
3 PPP

= Switch
13 Mesh

sl IP N
7’ MPLS N
#2 Routing P
&2 System »

’Queues
(5] Files
-] Log
M Radius

X Tools ¥

| New Teminal
¥4 MetaROUTER
#5 Parition

| Make Supout sif
& Manual

@ New WinBox

Interface <wlan1>

WDS Netreme Tx Power | Curent Tx Power

Tx Power Mode: |manua| H?
- Tx Powers
TMbps: |0 dBm 2Mbps: (19 dBm ‘—]
Interfaces |N N
E[ 5.5Mbps: |1 dBm  11Mbps: [19 | dBm Disable
6Mbps: (8 dBm  SMbps: 19 dBm
Name
’m:]; 12Mbps: |5 dBm  18Mbps: |19 dBm Simple Mode
24Mbps: [10 dBm  36Mbps: [19 | dBm
48Mbps: |11 dBm  54Mbps: |19 dBm
HT200: |12 dBm  HT20-1: |17 dBm T
HT20-2: [13 dBm  HT20-3: [17 dBm
HT20-4: |14 dBm  HT205: |17 dBm
HT206: |15 dBm  HT20-7: |17 dBm
T — —
HT40-0: |16 dBm  HT40-1: |17 dBm
] HT40-2: [17 dBm  HT40-3: |17 dBm
.
Tiemoutof 7|  HT404: dBm  HT405: dBm
HT406: 13 dBm HT407:-[17 | dBm




BE e

& Quick Set
1 CAPsMAN
| Interfaces
3 Wireless
i, Bridge
% PPP

=2 Swich
°15 Mesh

g3l 1P v
. MPLS 3
#2 Routing ¥
{5 System ¥
@ Queves

[ Files

|| Log

M. Radius

S Tools ¥
[ New Teminal
4 MetaROUTER
#5 Parition

| 4 Make Supout fif
@ Manual

@ New WinBox

- Hiéu chinh cong xuét phat Tx Power:
o Giatri Tx Power mdc dinh la: 17

Interface <wlan1>

WDS Netreme TxPower | Curent Tx Power Status Traffic

0

=

Tx Power Mode: ‘default

N
RS RouterQS WinBox Error

Couldnt change Interface <wlan1> - tx-power-mode not supported (6)

1item out of 7|

s

!
i

it

[o]e] Sesson 192160581

A5 Quick Set
1 CAPsMAN
|8 |nterfaces
1 Wireless
34 e
=2 PPP

= Switch
°13 Mesh

g8l IP

</ MPLS

¥ Routing
o7 System
& Queues
[ Files

| Log

B Radius

x Tools ¥

@ New Teminal
¥ MetaROUTER
#5 Parttion

| Make Supout f
& Manual

@ New WinBox

Interfaces ‘N

RS <4pwilan

+]
1 item out of 7|
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| Cancd |
|[Rate  / [Tx Power |Real Tx P...| Total Tx ... | v
IMbgs  {%Bm __13dm __22dBm
2Mbps 19dBm  19dBm  22dBm
5 5Mbps 19dBm  19dBm  22dBm
11Mbps 19dBm  19dBm  22dBm
Mbps 19dBm  13dBm  22dBm
SMbps 19dBm  1SdBm  22dBm
12Mbps 19dBm  15dBm  22dBm
18Mbps 19dBm  19dBm  22dBm
24Mbps 19dBm  13dBm  22dBm
36Mbps 19dBm  15dBm  22dBm
48Mbps 19dBm  19dBm  22dBm
54Mbps 19dBm  19dBm  22dBm
HT20-0 19dBm  19dBm  22dBm
WT201  15dBn  1SdBm  22dBm
HT20-2 19dBm  19dBm  22dBm
HT203 19dBm  1SdBm  22dBm
HT204 19dBm  19dBm  22dBm
HT205 19dBm  19dBm  22dBm Snooper...
HT20-6 19dBm  13dBm  22dBm
HT20-7 19dBm  19dBm  22dBm
HT40-0 19dBm  19dBm  22dBm
HT40-1 19dBm  19dBm  22dBm
HT40-2 19dBm  13dBm  22dBm
HT40-3 19dBm  15dBm  22dBm
HT40-4 19dBm  19dBm  22dBm
HT40-5 19dBm  19dBm  22dBm
HT40-6 19dBm  19dBm  22dBm
HT40-7 19dBm  15dBm  22dBm
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Phan 18.4. Cau hinh tinh n&ng Wifi Hotspot trén Router MikroTik.
Tinh ndng Wifi Hotspot yéu cau ngudi dung truy cap vao mang khong day 1an cé day bat budc
phai dang nhap bang tai khodn xac thuc trudce khi cé thé truy cap ra ngoai Internet.
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Téng quan cac budc thuc hién:

- Budc 1. Cau hinh co ban trén Router MikroTik.

- Budc 2. Dam bao gdi UserManager d3 duoc cai dit dé Router MikroTik cé thé déng vai
tro RADIUS Server.

- Budc 3. Thiét 1ap dai IP Pool chira dai dia chi IP s& cAp phat cho cac phién két n6i WiFi
Hotspot.

- Budc 4. Thiét 1ap Hotspot Server Profile trén Router MikroTik.

- Buwdc 5. Thiét 1ap Hostpot Server trén Router MikroTik.

- Budc 6. Thiét 1ap Hotspot User Profile trén Router MikroTik.

- Budc 7. Thiét 14p Hotspot User trén Router MikroTik.

- Buwdc 8. Khao sat qua trinh truy cap WiFi Hotspot trén may tinh cé day.

Budc 9. Giam sat danh sach End User dang truy cap dich vu WiFi Hotspot trén Router
MikroTik.

- Budc 10. Thiét Iap tinh ndng WiFi Hotspot Bypassed trén Router MikroTik.
- Budc 11. Théng ké lvu lwong WiFi Hotpot User.

Cac budc thuce hién chi tiét:
Buwdc 1. Cau hinh co ban trén Router MikroTik.
Cau hinh co ban trén Router MikroTik.

| [admin@MikroTik]>




/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl

Budc 2. Dadm bao gdi UserManager da duoc cai dat dé Router MikroTik cé thé déng vai tro
RADIUS Server.

Cé thé khéng can cai dat gbi nay néu khong st dung Database RADIUS Server trong subt qua
trinh thiét 1ap WiFi Hotspot trén Router MikroTik.
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MetaROUTER
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A Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
i Bridge
=3 PPP
=5 Switch
°1§ Mesh | T/ | Check For Updates | | Enable || Disable | | Uninstal || Unscheduie || Downgrade | | Check Installatior
&P ™ [TName 7 [Version [Build Time [Scheduled
< MPLS P 5442 Apr/01/2019 12:47:57
S advancedt... 6.442 Apr/01/2019 12:47:57
94 Routing y B dhep 6442 Apr/01/2019 12:47:57
& System 5 8 hotspot 6442 Apr/01/2019 12:47:57
Sipve 6442 Apr/01/2019 12:47-57
B Gueves Smpls 6442 Apr/01/2019 12:47:57
Files Sppp 6442 Apr/01/2019 12:47:57
] oo 8 routing 6442 Apr/01/2019 12:47:57
Bsecuty 6442 Apr/01/2019 12:47:57
B RADIUS B system 5442 Apr/01/2019 12:47:57
S Tools I 8 wireless 6442 Apr/01/2019 12.47:57
[Busermanager 6242 Apr/01/2015 124757
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@ New WinBox
O & User Manager X | + ~ = | X
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Mikrotik User Manager
Login|| |
Password |
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Budc 3. Thiét 1ap dai IP Pool chira dai dia chi IP s& cap phat cho céc phién két ndi WiFi Hotspot.
Pinh nghia dai IP Pool s& cap xudng cho cac thiét bi dau cubi DHCP Client.

[admin@MikroTik]>

/ip pool add name=HOESPOEEAN ranges=192.168.1.10-192.168.1.100

/ip dhcp-server network add address=192.168.1.0/24 gateway=192.168.1.1 dns-
server=8.8.4.4




/ip dhcp-server add name=DHCPILAN interface=ether2 address-pool-HOESPOEEAN disabled=no

Budc 4. Thiét 1ap Hotspot Server Profile trén Router MikroTik.

[admin@MikroTik] >
/ip hotspot profile add name="HotspotServerProfile" hotspot-address=192.168.1.1 dns-
name="hotspot.mobile24h.class" html-directory=hotspot rate-limit="512k/30M"

[admin@MikroTik] > /ip hotspot profile print
Flags: * - default
0 * name="default" hotspot-address=0.0.0.0 dns-name="" html-directory=hotspot
html-directory-override="" rate-limit="" http-proxy=0.0.0.0:0
smtp-server=0.0.0.0 login-by=cookie,http-chap http-cookie-lifetime=3d
split-user-domain=no use-radius=no

1 name="HotspotServerProfile" hotspot-address=192.168.1.1
dns-name="hotspot.mobile24h.class" html-directory=hotspot
html-directory-override="" rate-limit="512k/30M" http-proxy=0.0.0.0:0
smtp-server=0.0.0.0 login-by=http-chap split-user-domain=no use-radius=no

[admin@MikroTik] >

Setoe | Sessn iCSEOC 7705 s




Setoe | S (CSEOCTF0E s

Servers ServerPiofles | Users  User Profies  Active Hosts IP Bindings  Service Ports Waled Garden

[ = [7]

+|DNSName  [HTML Diectory  |Rate Limit oo/t |
hatspot

Rate Limit on a Hotspot Server Profile:
- Usage Rate Limit at this hotspot server profile, it will automatically limit the total traffic
on the network Hotspot Mikrotik.
I Safe Mode | Session:[4C5E:0C17:F0:3] mg|

H c
General | Login RADIUS

Hotspot Address: [192.168.1.1

DNS Mame: |hotspot mobie24h.class
HTML Directory: |hotspot
HTML Directory Ovenide: |
Rate Limit (no/t): |512k/30M

HTTP Proxy: |
HTTP Proxy Port: |0

SMTP Server: |

| Make Supout.if
& Manual
@ New WinBox



[o][c] [ sootose | sessinscsEacizrose e

Simple Queues ||mmum|me|me|

EE .@ . E [ 00 Reset Counters || 00 Reset Al Counters |
L Torget |UMMI'DNMEILM|PMMMM
.MWWZ 512k E |

5 Tools

4% Dot1X

[ .cD

#2 Partition
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[=] I_Imn -

Max Limit: 512k
- Burst
Burst Limit: [unimited

Burst Threshold: |unimited
Burst Time: [0

|dynaric:




Safe Mode | Session:|4CSEOC:17-FO3E s

General Advanced | Statisics Traffic Totel  Total Statisics
Packet Marks: |

Limit At: 512k
Priority: |8
Bucket Size: [0.100

| Gueue Type: |hotspotdefauit

Parent: |mne

Avg. Rate: 128 bps

g, Packet Rate: |

Queued Bytes: |
Queued Packets: |

Bytes: [22.0 KiB
Packets: [314

Dmp|:|ed:|
PCQ Queues: |

|dynamic




| SefeMode | Sesson:[4CSE0CT7FO3E -
A& Quick Set

Genersl Lo | RADIUS

Login By: [
HTTP CHAP [IHTTPS
CIHTTPPAP [ Trial
[] MAC Cookie
MAC Auth. Mode: [MAC as

MAC Auth. Password: |

HTTP Cookie Lifefime: |3d 00:00:00

SSL Certificate: [none

HTTPS Redirect

["] Spit User Diomain

Trial Uptime Limit: [00:30:00

Trial Uptime Reset: [1d 00:00:00

Trial User Profile: |defaut

N

General | . “RaDIUS |

[ Use RADIOS
Default Demain: |

Location ID: |

Lecation Name: |

MAC Format: [XXXKXXOXKHK

Accounting
Interim Update: |

NAS Port Type: [19 302.11)




Safe Mode | - Session: |4CSE0C-17-FIE kil

Hotspot
Servers Server Profes | Users  User Profies  Acive | Hosts [P Bindings  Service Ports  Walled Garden .

[+[[=][¥]

# | DNS Name

Servers: |8.844
8888

Dynamic Servers: [172.16.0.17
FEEE

s
-
s
-

[v| Alow Remote Requests
Max UDP Packet Size: 4096

GQuery Server Tmeout: |2.000

Query Total Timeout:
Qﬂi&s:hm
TCP Sessions: 20
CacheSze:[2048 |k

Cache Max TTL: [7d 00:00:00
Cache Used: |55 KiB




(0[] [ safe Mode | Session:[ac5EOCT7FO3E] T

Tifooseo s [ oiee |

[ LcD
#5 Pariion Cache Max TTL: |7d 00:00.00
Lo Make Supoutf Cache Used: [53 K

& Manual

Session: | 4C:5E:0C:17:F0:3E

Cache Max TTL: [7d 00:00:00

Cache Used: |51 KiB

Thu muc lwu trit lién quan dén tinh ndng WiFi Hotspot.



Safe Mode | Session: 4C5E0C.17.FO3E] u&5

File List

Creation Time
[El auto-before-reset backup Jan/01/1570 07:00:17
[l console-dump. txt [ Mar/02/2020 19:06:08
B ctryip.txt [ Jan/08/2020 05:07:52
[E fail-over backup Jan/15/2020 13:42:21

51 hotspot/alogin. himl | 13078 Oct/17/2019 09:48:49
[E hotspot/emor. himl | 898B  Oct/17/2019 09:48:49
B hotspot/emors. bt [ 36158 Oct/17/2019 09:48:49
[ hotspot/favicon.ico Jco fle 903B  Oct/17/2019 09:48:49
Dhotspet/img directory Oct/17/2019 09:48:49

[E hotepat/img/logobottompng  _png file 39258 Oct/17/2019 09:48:49
B! hotspot/login. himl “himl file M558 Oct/17/2019 09:48:49
[ hotspotlogout html “himl file 18138 Oct/17/2019 09:48:49
D hotspot/hv directory Oct/17/2019 09:48:49

47 ttems (1 selected) [90.7 MiB of 512.0 MiB used [82% free
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@ New WinBox

Budc 5. Thiét 1ap Hostpot Server trén Router MikroTik.

[admin@MikroTik] >
/ip hotspot add name="HotspotServer" interface=ether2 address-pool=HotspotLAN
profile=HotspotServerProfile disable=no

[admin@MikroTik] > /ip hotspot print
Flags: X - disabled, I - invalid, S - HTTPS
# NAME INTERFACE ADDRESS-POOL PROFILE IDLE-TIMEOUT
0 HotspotSe... ether2 HotspotLAN HotspotServ... none
[admin@MikroTik] >

[admin@MikroTik] > /ip hotspot print detail

Flags: X - disabled, I - invalid, S - HTTPS

0 name="HotspotServer" interface=ether2 address-pool=HotspotLAN
profile=HotspotServerProfile idle-timeout=none keepalive-timeout=none
login-timeout=none ip-of-dns-name=192.168.1.1 proxy-status="running"

[admin@MikroTik] >




(][] [[sateMoe | sesson acsEOCT7FOSE G

4 Quick Set

Sewvers | Server Profies Users User Profles Active Hosts P Bindings Senvice Ports \Walled Garden

=] [][] (] [ Reset . [ Hospo setu |
Name f|' f:

|Address Pool [ Profie

IP of DNS Name: 0.0.0.0
PoysSets [ |

| J Make Supout.rif
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@ New WinBox

Luc nay thiét bi Router MikroTik tu ddng tao ra cac Firewall Rule va NAT Rule phuc vu cho tinh
nang WiFi Hotspot.

[admin@MikroTik] > /ip firewall filter print detail
Flags: X - disabled, I - invalid, D - dynamic
0 D chain=forward action=jump Jjump-target=hs-unauth hotspot=from-client, 'auth




10

11

D

X

chain=forward
chain=input ac

chain=input ac
dst-port=64872

chain=hs-input
chain=hs-input
chain=hs-input
chain=hs-input
chain=hs-unaut
chain=hs-unaut!

chain=hs-unaut]

action=jump jump-target=hs-unauth-to hotspot=to-client, !auth
tion=jump jump-target=hs-input hotspot=from-client

tion=drop protocol=tcp hotspot=!from-client
-64875

action=jump jump-target=pre-hs-input

action=accept protocol=udp dst-port=64872

action=accept protocol=tcp dst-port=64872-64875

action=jump jump-target=hs-unauth hotspot='!auth
h action=reject reject-with=tcp-reset protocol=tcp
h action=reject reject-with=icmp-net-prohibited

h-to action=reject reject-with=icmp-host-prohibited

;;; place hotspot rules here

chain=unused-h

[admin@MikroTik] >

s-chain action=passthrough

[admin@MikroTik] > /ip firewall nat print detail
Flags: X - disabled,
D chain=dstnat action=jump jump-target=hotspot hotspot=from-client

0

10

11

12

13

14

15

16

D

D

chain=hotspot
chain=hotspot
chain=hotspot

chain=hotspot
dst-port=80

chain=hotspot
dst-port=443

chain=hotspot
chain=hotspot
chain=hs-unaut
chain=hs-unaut!
chain=hs-unaut
chain=hs-unaut!
chain=hs-auth

chain=hs-auth

I - invalid, D - dynamic

action=jump jump-target=pre-hotspot
action=redirect to-ports=64872 protocol=udp dst-port=53
action=redirect to-ports=64872 protocol=tcp dst-port=53

action=redirect to-ports=64873 protocol=tcp hotspot=local-dst

action=redirect to-ports=64875 protocol=tcp hotspot=local-dst

action=jump jump-target=hs-unauth protocol=tcp hotspot=!auth
action=jump jump-target=hs-auth protocol=tcp hotspot=auth

h action=redirect to-ports=64874 protocol=tcp dst-port=80

h action=redirect to-ports=64874 protocol=tcp dst-port=3128
h action=redirect to-ports=64874 protocol=tcp dst-port=8080
h action=jump jump-target=hs-smtp protocol=tcp dst-port=25
action=redirect to-ports=64874 protocol=tcp hotspot=http

action=jump jump-target=hs-smtp protocol=tcp dst-port=25

;;; place hotspot rules here

chain=unused-h

chain=srcnat a

chain=hs-unaut!
in-interface=e

s-chain action=passthrough
ction=masquerade out-interface=etherl

h action=redirect to-ports=64875 protocol=tcp
ther2 dst-port=443




| [admin@MikroTik] >

Session: | 4C:5E:0C:17:F0:3E)

FiterRues |NAT Mange Raw SenicePors Comnectons AddessLists Layer? Protocols

[+][=] [~][] [T [00 Reset Counters | 00 Reset AlCounters | [Fng | [at E

# [ [Action [Chain |Src. Address [Dst. Address |Proto... [Src. Pot [Dst. Port  [In. Inter...[Out. Int...[In. I ¥
80 reject hs-unauth 6 (tcp)
90 Jreject hs-unauth
100 $reject hs-unauth-to
.. place hotspot rules here

* pas.. unusedhs...

D @ump forward

0 @@ump forward

0 @&ump input

D @ump hsinput

D

D

D

D

1

@jump  hednput
R drop _ input 6 (tcp) 6487264
of acc... hsinput 17 u... 64872

L e I o e —

acc... hsinput 6 fter 54B7254..
« DotiX o o itep)

[ .cD
#Z Partition

| J Make Supout.if
& Manual

Fiter Rules  NAT |Mang|e| Raw | Service Ports Connections | Address Lists | Layer7 Protocals |
[ 7] |00 Reset Counters |00 Reset Al Comnters | [0 | [a1 E
# | | Chain |Src. Address [Dst. Address |Proto...[Src. Pt [Dst. Port [In. Inter...[Out. Int...[In. I ¥
0D
I 1D
2D ... hotspot 17 (u... 53
O I ... hotspot 6 ftep) 53
|| 4D ... hotspot 6 {tcp) 30
| 5D ... hotspot 6 {tcp) 443
5D hotspot 5 ltcp)
r|l 7D hotspot 6 {tcp)
8D ... hs-unauth 6 {tcp) 30
9D ... hs-unauth 6 (tcp) 3128
10D ... hs-unauth 6 (tcp) 3080
1D hs-unauth 6 {tcp) 25
12D .. hs-auth 6 {tcp)
130  @jump  hs-auth 6 itcp) 25
I .. place hotspot rules here
14X pas... unused-hs...
15 #l mas... sicnat etherl
16 0 =l redr... hs-unauth

Budc 6. Thiét 1ap Hotspot User Profile trén Router MikroTik.



Session Timeout: Sau 2 phut thi ngudi dung d&ng nhap thanh cong sé bi ngat Internet, sau khi két
ndi hét han End User cé thé dang nhap lai bang dudng dan HyperLink
http://hotspot.mobile24h.class/login dé cé thé tiép tuc truy cap Internet
- shared-users=2: cho phép End User dang nhap tai khodn xac thuc trén 2 thiét bi dau cudi
khac nhau dua vao théng tin dia chi MAC.

[admin@MikroTik] >
/ip hotspot user profile add name="HotspotUserProfile" address-pool=HotspotLAN shared-users=2
session-timeout=2m rate-limit="256k/3M"

[admin@MikroTik] > /ip hotspot user profile print
Flags: * - default
0 * name="default" idle-timeout=none keepalive-timeout=2m status-autorefresh=1m
shared-users=1 add-mac-cookie=yes mac-cookie-timeout=3d address-list=""
transparent-proxy=no

1 name="HotspotUserProfile" address-pool=HotspotLAN session-timeout=2m
idle-timeout=none keepalive-timeout=2m status-autorefresh=1lm shared-users=2
add-mac-cookie=yes mac-cookie-timeout=3d rate-limit="256k/3M"
address-list="" transparent-proxy=no

[admin@MikroTik] >

(0[] [ safe Mode | - Session:[aCsEOC17FOIE e

Users Uﬁpfﬂﬂﬁ|k:ﬁve Hosts | IP Bindings Service Ports  \Walled Garden = Walled Garden IP List | ...

+| = [7]
Mame

+ | Session Time... [Idle Timeout  |Shared U... [Rate Limit (nv'te) |
1

S RADIUS

S Tools

New Teminal
4 Dot1X

[ 1 cp

#Z Partition

| ) Make Supoutif
& Manual

@ New WinBox

The built-in limiter is Hotspot Mikrotik Bandwidth Limit method which uses rate-limit parameters
in server-profile for limit total traffic on the network hotspot whereas if you want to limit per
user can use the rate-limit on user-profile.




Address Pool: |HotspotL AN

Session Timeout: |00:02:00

Idle Timeout: | none

Keepalive Timeout: |DD:DZ:DD

Status Autorefresh: 00:01:00

Shared Users: |2

Rate Limit (nvt): [256k/3M

Add MAC Cookie
MAC Cookie Timeout: |3c| 00:00:00

ung Fiter: |
4% Dot1X Outgoing Filter: |
= 1cp

#5 Partition
[ J Make Supoutif Outgoing Packet Mark: |

Incoming Packet Mark: |

Db Open Status Page: |atways
@ New WinBox b

(][] [ safeMode | - sessonacsEOCTTFOIE] =

| 4 Make Supout.if
& Manual
@ New WinBox

End User dugc ap chinh sach HotspotUserProfile s& bi gidi han dinh mirc bandwidth la 3M/3M.



DOWNLOAD (1) UPLOAD

2.93 0.24

Connections
RATE YOUR PROVIDER

VTC DIGICOM

Viettel

End User cd thé kiém tra Session Timeout clia minh.

<l

0 & mikrotik hotspot » status X | +

< C 8 @ Notsecure  hotspot.mobile24h.class/status 69 B> Q

Welcome wifiuser01!

Q IP address: | 192.168.1.100
bytes up/down: | 44.5 KiB / 66.8 KiB

connected / left: | 1m40s / 20s

v

status refresh: | 21s

oo
oo

log off

m QG

-
H

Budc 7. Thiét 1ap Hotspot User trén Router MikroTik.

[admin@MikroTik] >

/ip hotspot user add server=HotspotServer name="wifiuser0l" password="wifiuser(Ol"
profile=HotspotUserProfile limit-uptime=30m limit-bytes-total=100000000
/ip hotspot user add server=HotspotServer name="wifiuser02" password="wifiuser02"

profile=HotspotUserProfile

[admin@MikroTik] > /ip hotspot user print
Flags: * - default, X - disabled, D - dynamic
# SERVER NAME ADDRESS PROFILE
0 * ;;; counters and limits for trial users
default-trial

1 HotspotServer wifiuser01l HotspotUserPr. ..

[admin@MikroTik] >

UPTIME

Os
Os

[admin@MikroTik] > /ip hotspot user print detail
Flags: * - default, X - disabled, D - dynamic
0 * ;;, counters and limits for trial users




name="default-trial" uptime=0s bytes-in=0 bytes-out=0 packets-in=0
packets-out=0

1 server=HotspotServer name="wifiuserOl" password="wifiuserOl"
profile=HotspotUserProfile limit-uptime=30m limit-bytes-total=100000000
uptime=16m bytes-in=1258266 bytes-out=23734601 packets-in=12577
packets-out=18364

2 server=HotspotServer name="wifiuser02" password="wifiuser02"
profile=HotspotUserProfile uptime=0s bytes-in=0 bytes-out=0 packets-in=0
packets-out=0

[admin@MikroTik] >

Safe Mode | Session: 4C5E0C.17.FO3E] u&5

Server Profiles Um|Useleﬂes MActive Hosts  |P Bindings Service Ports  \Walled Garden ...

+]| =] [~][] [ 7] [00 Reset Counters || 00 Reset Al Countess |

Server + [Name |Address [MAC Address |Profie [Uptime
::» counters and limits for tnal users




Profile: |HotspotllserProfie | ¥ |
Rotes [ |+
Bmak [ |+

- Gidi han thoi gian truy cap Internet clia End User 13 30 phut, téng dung luong truy cap
Internet (download & upload) la 1700Mbps.




Server Profles Users | User Profies  Active  Hosts P Bindings  Service Ports  Walled Garden .

E|E E E |ou Resat Counters ||00Rm1p|cu_nm|

+ | Name [Address [MAC Addess _ |Prole  [Uptime
counters and limits for trial users

(=] [#][%] [q cenera | it Sttt |
:lmemand;h'ila; Uptime: [00:06:00 |
8 [ Bytesin: (219 kB | |

QI pace
[Bytes Out: [215 M| |

Packets Out: |16 601




o s internet hotspot > login X+ ~ = O pS
< o C 88 & Mot secure  hotspot.mobile24h.class/login g >0 & o=
Latviski .
&
(L)
Q
N oai
S —
-
88
(V) HOTSPOT GATEWAY
MikroTik
| =
| user vifiuser1 has reached trafiic limit_ | .

Gidi han thoi gian truy cap Internet theo thaoi gian.

[#][=] []%] 2

|Sewet / |Nan
;1 counters and fimits ft
@

@ HotspotSe...
@ HotspotSe.... wifiy




0 A& mikrotik hotspot » status X + ~ — o X
(G B Notsecure  hotspot.maobile24h.class/status @Y >0 O L =
Welcome wifiuser01!
IP address: | 192.168.1.100
bytes up/down: | 60.7 KiB / 66.4 KIB
connected / left: | 185 / 255
status refresh: | 26s
B8 log off
Qo
=
o s internet hotspot » login x  + ~ — o X
L4 C =B @ Mot secure  hotspot.mabile24h.class/login B e>0 O & o=
Latvis|

&

& 0

login |wifiuser0

> password
OK
86
HOTSPOT GATEWAY
Q
=]

Kiém tra cac gidi han Limit twong &ng v&i End User trén Router MikroTik.



+» Dot1X
L_Te)]

#5 Partiton

| 3 Make Supout.if
& Manual

@ New WinBox

EEEE

.rlNaI

General | Stafistics | Traffic |
.
e
O
Address:
MAC Address:
Login By:
|__Uptime: 00:01:53 | |
o Trme
| Session Time Left: [00:26:19 ] |
T
Kespaiive Timeout

T —
P —
I Lirﬂ%Totd: 99 751 559 I

|'a:v5 |: ocked

© @
| & HotspotSe... wifiy
@ HotspotSe. .. wifiy

counters and limits f

Bytes In: [1405.5 KiB
Packets In: [13 049
Bytes Out: [22.8 MiB




Safe Mode | Session: |4C:SEC17:FO3E Ll

Server Profles Users | User Profies  Active  Hosts P Bindings  Service Ports  Walled Garden .

EE [+][%] [@] [¥] [0 Reset Counters [0 Reset A Counters

+ [Name |Address [MAC Address Frofile | Uptime
onuntmandhmfumalm

00:00:00

Uptime: | 00:00:00

onuntemandirmf

BytesIn: (0B

-M- Packets In: [0

Bytes Out: 0B
Packets Out: |0

Budc 8. Khao sat qua trinh truy cap WiFi Hotspot trén may tinh c6 day.
Trudc khi may tinh dang nhap vao giao dién WiFi Hotspot.

C:\Users\buipham> ping 8.8.4.4

Pinging 8.8.4.4 with 32 bytes of data:
Reply from 192.168.1.1: Destination net unreachable.




Reply from 192.168.1.1: Destination net unreachable.
Reply from 192.168.1.1: Destination net unreachable.
Reply from 192.168.1.1: Destination net unreachable.

Ping statistics for 8.8.4.4:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

C:\Users\buipham>

C:\Users\buipham> ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: Destination net unreachable.
Reply from 192.168.1.1: Destination net unreachable.
Reply from 192.168.1.1: Destination net unreachable.
Reply from 192.168.1.1: Destination net unreachable.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

C:\Users\buipham>

Khi ngudi dung truy cap vao trang google.com thi ngay |ap tirc s& chuyén sang giao dién WiFi
Hotpot.

0 W% internet hotspot » login =~ X | B8 Speed Dial x|+

[t}

© goo@ec0m|

m |ntemet hotspot > login google.com/

O A internet hotspat > lagin X ~ = O X

oo

< C B & Mot secure  hotspot.mobile24h.class/login B g >0 @ & =

£

login

A4

password

OK

oo
oo

HOTSPOT GATEWAY

@ G

Sau khi khai bao tai khoadn xac thuc thanh cdng thi ngay 1ap tirc ngudi dung cé thé truy cap
Internet.




C:\Users\buipham> ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

192.168.1.1:
192.168.1.1:
192.168.1.1:
192.168.1.1:

bytes=32 time=lms
bytes=32 time<lms
bytes=32 time<lms
bytes=32 time<lms

TTL=64
TTL=64
TTL=64
TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = Oms

C:\Users\buipham>

<ll

o G Google x  +

fH

Ble >0 @ o

wwiw.google.com

o O

- oogie

v £

oo
oo

Google Search I'm Feeling Lucky

m G

Vietnam

Advertising Business About How Search works 1

Budc 9. Giam sat danh sach End User dang truy cap dich vu WiFi Hotspot trén Router MikroTik.




Hotspot

User Profles Active | Hosts [P Bindings Service Ports Walled Garden  Wialed Garden IP List Cookies

=[]

: |192.168.1.10
: [14:18:77:.CA:57:3A

Log

S RADIUS

A Tools

New Teminal
1 Dot1X
L_Te)]

#Z Parition

| 3 Make Supout.if
& Manual

@ New WinBox




General Statitics | Tiaffc |

Bytes In: |996.5 KiB

Packets In: |5 962
Bytes Out. 6.8 MiB
Packets Out: [7 494

| J Make Supout.if
& Manual

General | Statisics  Traffic

Rx Rate: |3.5 kbps

Tx Rate: |0 bps
Rix Packets: |5D-"s
Tx Packets: |0 p/s

Il Rx Rate: 3.5 kbps
T« Rate: 0bps

EEI lh“ IhlmlJlmlhhhmﬂ

|'a |::cke:




Yo

MAC Address: [14:18:77.CA57:3A

Address: [192.168.1.2

To Address: |192.168.1.10

Server: |Ho1:spot5e|w

Bridge Port: |unknown




(][ ce] [ safeMode | Session: [4CSEOCTTFOSE] -

General Statstics | Traffic |

Uptime: |00:43:58

Idle Time: |00:00:00
T

Keepalive Tmeout: |00:02:00

Host Dead Time: |00:00:00

Bes I
Packets In:
Bytes Out:

Packets Out

|authorzed

Session: |4C:5E:0C:17:F0:3E

Ho -
General | Stafistics  Traffic

Rx Rate: 4.0 kbps
TxRate: [0 bps
Rx Packets: |6 p/s

Tx Packets: |0 p/s

Ml Rx Rate: 4.0 kbps
I Tx Rate: 0bps
1

M Fx Packets: 6p/s
I Tx Packets: 0p/s

b
[authorized | |

End User cling ¢ thé tu minh kiém tra thdng ké luu luvong d3 si dung va cé thé chd ddng Log Off
khoi tinh ndng WiFi Hotpot bang cach nhan vao nut log off.



O \ mikrotik hotspot > status X+ ~ — o X
< [ & Natsecure  hotspot.mobile24h.class/status B8 >0 L =
]
Welcome wifiuser1!

Q IP address: | 192.168.1.10

bytes up/down: | 1187.0 KiE / 7.1 MiB

connected: | 18m49s

status refresh: | 1m
88 log off
Q
=]

Budc 10. Thiét 1ap tinh n&ng WiFi Hotspot Bypassed trén Router MikroTik.

[admin@MikroTik] > /ip hotspot ip-binding print
Flags: X - disabled, P - bypassed, B - blocked

# MAC-ADDRESS ADDRESS TO-ADDRESS SERVER

O P 14:18:77:CA:57:3A 192.168.1.100 HotspotsS. ..
[admin@MikroTik] >

[admin@MikroTik] > /ip hotspot ip-binding print detail
Flags: X - disabled, P - bypassed, B - blocked
0 P mac-address=14:18:77:CA:57:3A address=192.168.1.100 server=HotspotServer
type=bypassed
[admin@MikroTik] >

[admin@MikroTik] >
/ip hotspot ip-binding add mac-address=14:18:77:CA:57:3A address=192.168.1.100
server=HotspotServer type=bypassed

M6t sb6 thiét bi ddc biét khéng can phai d&ng nhap vao giao dién WiFi Hotspot nhung van cé thé
truy cap Internet nhu théng thudng thi ta ¢ thé kich hoat tinh ndng Bypassed cho cac thiét bj do
duwa vao MAC hoac IP.




S Mode | Sexson [ICHEDC77038 -

User Profies  Active Hosts IP Bindings | Service Ports  Walled Garden | Walled Garden P List  Cookies

*|[=| [][x] [=] [T]

# [ |MAC Address |Address [To Address |server

[#][=] [“][=] [=]

# | [MAC Address

+» Dot1X

[ D

#5 Parition

| 3 Make Supout.if
& Manual

@ New WinBox




(0[] [ safe Mode | Session:[aC:5E0CT7F03E] e

1 Dot1X

= .cp

#Z Parition

| J Make Supout.if
& Manual

Sefiode | Sesson ACEEOCT7F0E me

UserProfles Active Hosts [P Bindings | Seniice Ports Walled Garden \Walled Garden [P Lst Cookies

[#[=] [A]] [=] [¥]
%%@:5?;&\ —

A RADIUS

S Tools

New Teminal
4 Dot1X

[ .cD

#5 Partition

| 3 Make Supout.if
& Manual

@ New WinBox

Ldc nay, may tinh cla End User duoc Bypassed s& khdng thé truy cap vao giao dién WiFi Hotspot
duoc nita.



O]
«~ Error 404: Not Found

G O

vV £

oo
oo

m G

0 I Error 404: Not Found x|+ = — O X
< C 88 @ Motzecure 192.168.1.1/login 0 e >0 @ L o=

«~ Error 404: Not Found

(L]

Q

88

V)

=

O HElm':lDﬂ:No:Found 3\ Error 404: Not Found x | 4 = — O *
< C = & Mot secure  hotspot.mobile24h.class/login B e >0 @ 4 =

Thiét 1ap tinh nang Bypassed dua vao dia chi IP.




Address: |192.168.1.2
ToAddess | |
Server: [HotspotServer |
Type: W

4C:5E:0C7:FD:3E

Hotspot
User Profles Active  Hosts |P Bindings | Service Ports Walled Garden  Wialed Garden [P List  Cookies

+/= v|x ][V

Budc 11. Thong ké luu lugng WiFi Hotpot User.

| [admin@MikroTik] > /ip hotspot user print bytes file=netflow201907




A Quick Set
I CAPsMAN IE‘ | Backup || Restore | | Upload... |
[ Interfaces |F|Ie Name 4 |Type |Size |Crea1ion Time | b
1 Wireless D hotspat Aml directory May/30/2015 20:32:16 | # |
i pod [El hotspotAmlAWISPAccessGa... xed file 42518 May/30/.2019 20:32:16
@ S100e [l hotspet /xml/alogin htmi html file 8218 May/30/2019 20:32:16
=3 PPF [E1 hotspat/xml/emor htm html file 4168 May/30/2019 20:32:16
=2 Switch [El hatspot Aml Alogout html “html file IG1B  May/ 3072019 20:32:16
[El hotspot.fml Aogin Html “html file T87B  May/30/2015 20:32:.16
“& Mesh [El hotspotAmlAagout html htmi file 3598 May/ 3072019 20:32:16
& P M =1hots ml/Hogin html “html file 530B May/30/2015 20:32:16
At file 224KB  Jul/23/201914:43:21 | |
<7 MPLS I | ™Tpub directory Jun/02/2019 21:54:04
ﬁ Routing I Diskins directony Jans011970 07:00:01
[Z um-befare-migration tar tarfile 170KB  May/24/2015 14:50:18
System I [Dlusermanager directory May/24/2019 14:50:11
Q Queues [E usermanager/logsgldb file 6.0KB May/24/2019 14:50:15 | |
[El user-manager/sqldb file B00KE May/30/201517:38:21 | »
I Fies Bitems [19.2 MiB of 128.0 MiB used 847% free
L.l Leog
| | Safe Mode | Session:[172.16.73.253
A& Quick Set
1 CAPsMAN
8 Interfaces
1 Wireless
E: Bridge
=F PPP ARP
== Switch Accourting
o2 Mesh Addresses
=P r Cloud
& WPLS . DHCP Client
% Routing ;. DHCP Relay
Cyeiem P DHCP Server
DNS
e Queues
B Files Firewall

S =

. RADIUS f2cc



S admin 1673, ikroTik) - WinBox v6.44.3 on iAS (mipsbe
D admin@172.16.73.253 (MikroTik) - WinBox v6.44.3 on RB2011UiAS (mipsbe)
Session  Settings Dashboard

Session:
i ik Set

3 CAPsMAN Servers Server Profiles  Users | User Profiles  Active  Hosts  IP Bindings  Service Ports  Walled Garden  Walled Garden IP List  Cookies
[ Interfaces E“E‘ Iz‘ | 00 Reset Counters || 00 Reset All Courters |
i Wireless [ame | Profile [Uptime  © |Bytes In |Bytes Out [
22 Bridge p001 default 55d 05:33.56 2434 5 MiB 58GiB
) pl22 defautt 52d 13:30:26 2963.9 MiB 7.7GiB
ER PPP p027 defauit 49d 05:44:42 11.8GiB 17.0GiB
== Syitch pl42 defautt 454 23:04:00 2909 4 MiB 9.9GiB
oo p052 default 37d 08:03:05 2468.9 MiB 63 GiB
s Mesh p026 default 36d 05:13:31 3370.6 MiB 136 GiB
s IP b @hotspot1  p182 default 35d 17-18:08 740.3 MiB 3390.0 MiB
o PLs N @hotspat1  pl43 default 25d 20:28:58 2146.0 MiB 5.7GiB
@hotspat1  p054 defautt 24d 21:08:45 47GiB 4504 6 MiB
#% Routing b @hotspat1  p278 default 24d 10:59:16 736.1 MiB 2407 4 MiB
& System - @hotspot1  p0ES default 21d 23:11:21 56GiB 3.3GiB
@hotspat1  p031 default 20d 12:44:00 1230.3 MiB 1345 4 MiB
g CGueues & hotspot 1 p268 default 18d 21:18:35 1005.3 MiB 2633.5 MiB
B Fies @hotspat1  p002 default 17d 12:09:02 35GiB 9.3GiB
@hotspat1  p009 defautt 14d 21:37:47 36885 MiB 32436 MiB
|&| Log @hotspat1  pOET default 14d 14:20:40 628.1 MiB 2406 4 MiB
# RADIUS @hotspot1  p057 default 14d 04:49:16 3025.2 MiE 55GiB
2 @hotspat1  p0G1 default 12d 10:26:56 10.0GiB 7.5GiB
A Tools r @hotspet1  p056 defauit 12d 08:19:42 2835.7 MiB 43GiB
@ New Teminal @hotspat1  p039 defautt 12d 04:19:04 57GiB 2369.0 MiB
@hotspot1  pl45 defautt 11d 01:33:23 151.9 MiB 754.3 MiB
B LcD @hotspat1  p0OS default 10d 14:57:57 92.1 MiB 6316 MiB
¥ MetaROUTER @hotspot 1 p070 default 10d 11:52:32 631.4 MiB 1502.9 MiB
PR @hotspat1  p020 default 10d 05:36:38 245.1 MiB 4551.8 MiB
#5 Pariiion @hotspot1  pDO7 default 9d 10:41:51 295.7 MiB 795.2 MiB
[ Make Supout rf @hotspat1  p078 defautt 5d 07:28:15 1345.2 MiB 5.0GIB
@hotspat1  p01D default 3d 18:44:11 2052.2 MiB 2.1GiB
& Wanual @hotspot1  p032 default 8d 10:09:08 1471.2 MiB 3596 8 MiB
@ Mew WinBox @ hotspat 1 ph62 default 8d 04:34:51 5628 MiB 20331 MiB
B e @hotspot1  p053 default 6d 14:28:05 450.6 MiB 1099.3 MiB
@hotspat1  p014 default 6d 08:41:00 364.5 MiB 1964.3 MiB
@hotspat1  p004 defautt 5d 07:57:32 1554.4 MiB 1521.8 MiB
@hotspot1  p0BE default 5d 03:12:16 926.2 MiB 3189.7 MiB
@hotspot1  p274 default 4d 15:48:33 433.0 MiB 1175.5 MiB
@hotspot1  p059 default 4d 10:25:59 206.1 MiB 1155.9 MiB
@hotspat1  p105 default 44 01:29:23 93.5 MiB 555.3 MiB

Tién hanh xda cac dong khdng can thiét trudc khi import vao Excel.



| netflow201907.t¢t - Notepad
p

File

Edit Format View Help

# jul/23/2019 14:43:2@ by Router(0S £.44.3
# software id = eM3e@-L7ZI7

#
Flags: *# - default, X - disabled, D - dynamic
# NAME UPTIME BYTES-IN BYTES-0OUT
@ * 3;:; counters and limits for trial users
default-trial s e )
1 admin 1d1h59m55s 12828681 17448486
2 baond 2d37m53s 73293398 288475011
3 peel 7w6d5h33m56s 2552818287 6236575963
4 pee2 2w3d12h9m2s 18222011548 18525216792
5 pee3 3d8h3m22s 1559859768 1425278651
] peed S5d7h57m32s 1629857284 1595788679
7 pees 1w3dl1l4h57... 96578436 662264787
8 pees6 es e e
9 pee7 1lw2dlehdl... 31e895414 833839e77
ie pees es e e
11 pees 2w21lh37m47s 3867728624 3421212171
12 pele 1lwldl8h44. .. 2151854797 8686545181
13 pell es e e
14 pel2 48md2s 2223398 352811e
15 pel3 és e a
16 pela 6d8h41lm 906497081 2859712295
17 p@15 11h32ml7s 47951793@ 315913685
18 p@ele6 es e a
19 pel7 es e a




) netflow201907 - Copy.bet - Notepad
File Edit Format View Help

# NAME UPTIME BYTES-IN BYTES-0UT
1 admin 1d1lh59m55s 12828681 17448486
2 baond 2d37m53s 73093398 288475811
3 peal 7wed5h33m56s 2552818287 6236575963
4 pee2 2w3d1l2h9m2s 18222811548 18525216792
5 pee3 3d8h3m22s 1559855768 1425278651
] peed 5d7h57m32s 1629857284 15957ees679
7 peeas 1lw3d14h57... 96578436 662264787
8 péesc es e e
9 peea?7 lw2dleh4l. .. 31lees5414 833839877
1@ pees es e e
11 pees 2w21h37md7s 3867720624 3401212171
12 pele lwldl8h44. .. 2151854797 8686545181
13 pell es e e
14 pelz 48mdls 2223398 352811e
15 pel3 es e e
16 pelsd 6d8h41m 986497081 2859712295
17 pels 11h32ml7s 479517530 315513685
18 pele es e e
19 pel?v es e e
28 pols 2d2h55m3s 134452214 424879853
21 pels 29m25s 14645@1l 4154654
22 peze lw3d5h36m38s 886145863 43814810386
23 pezl 8s e e
24 pezz2 7w3d13h3@... 3107861893 8292502864
i3 open X
4 [ <« Users » buipham > Desktop » v | Search Desktop »p
Organize » MNew folder = » [ e
{8 Microsoft Excel * [ Name - Date modified Type ~
& OneDrive lconCollection 7/22/2019 5:25 PM File folder
3 This PC
J 3D Objects
[ Desktop
|| Documents -
=] netflow201907 - Copy.bxt 7/23/2019 3:22PM  Text Document
¥ Downloads E netflow201907.0t 7/23/20192:41PM  Text Document
J’! Music
| Pictures
ﬂ Videos
‘i Local Disk (C:) b
v v o< >
File name: | netflow201907 - Copy.txt V| All Files (%) w
Tools = Cancel




Text Import Wizard - Step 1 of 3

The Text Wizard has determined that your data is Fixed Width.

If this is correct, choose Mext, or choose the data type that best describes your data.

Criginal data type

Choose the file type that best describes your data:
() Delimited

- Characters such as commas or tabs separate each field.

- Fields are aligned in columns with spaces between each field.

Start import at row: |1 | File arigin: 437 : OEM United States e
|:| My data has headers.
Preview of file C\Users\buipham'\Desktop\netflow201907 - Copy.tt.
1] £ HNAME UFTIME BYTES—-IN BYT| A
1 admin 1dlh55%mSE5s 12820681 17
E 2 baond 2d37m53s 730933598 288
3 pid0l TwEdbh33mbes 2552818287 E23E| w
< >
Cancel < Back Einish
Text Import Wizard - Step 2 of 3 ? >
This screen lets you set field widths [column breaks).
Lines with arrows signify a column break.
To CREATE a break line, click at the desired position.
To DELETE a break line, double click on the line,
To MOVE a break line, click and drag it.
Data preview
10 20 30 40 50 &0 70
L 1 'l 1 1 [l 1 [l 1 'l 1 1
i NAME TETIME BYTES-IHN| BYTES| ™
1 admin Ndlh55Sm55s 12820681 1744
2 baond Bd37m53s 73053358 22347
3 j=la{p [fwed5h33ms5&s 2552818287 E2Z3E5T| w
£ >
Cancel < Back Finish




Text Import Wizard - Step 3 of 3

This screen lets you select each column and set the Data Format.

Column data format

@ General
‘General’ converts numeric values to numbers, date values to dates, and
DI"H all remaining values to text.
() Date: | MDY i Advanced...
O Do not import column (skip)
Data preview
eneral Zeneral Zeneral Zeneral
NAME TETIME BYTES-IN] BYTES
admin Ldlh55m55s 12220881 1744
baond Ed37m53s 730593398 2847
pl0l FwedSh33ms&s 2552818287 £23E57
>
Cancel < Back Mext =

Insert Page Layout Farmulas
&D 'f}E’C”t Calibri ST

EE Copy -
Pﬁjte ~ Format Painter ru-

Clipboard Pl Fant
M18 - Je

A ] C D E
1 |# MNAME UPTIME BYTES-IN BYTES-OU”
2 -
3 | 1 admin 1d1h59ms 12820681 17448406
4 | 2 baond 2d37m53s 73093398 2.88E+08
5 | 3 p0o01 Jwbd5h33 2.55EH)9 6.24E+09
6 | 4 p002 2w3d12h9 1.02E+10 1.05E+10
7| 5 p003 3dsh3m2z 1.56E+09 1.43E+09
8 | 6 p004 5d7h57m3 1.63E+09 1.6E+09
9 | 7 po05s 1w3d14h5 96570436 6.62E+08
10 | & poo6 Os 1] 1]
11 | 9 po07 Tw2d1lohd 3.1E+08 B.34E+08
12 | 10 p0os 0s 1] 1]
13 | 11 p00as 2w21lh37n 3.87E+09 3.4E+09
14 | 12 p010 1wld18h4 2.15EH)9 8.69E+09
13 | 13 p011 0s 1] 1]




Két qua thdng ké bang file Excel.

Insert Page Layout Formulas Data Review

"D EEE;;,, ) Calibri A LA | =E=E 8. =

Pa'ste ¥ Format Painter B I U- S == |E= E
Clipboard F} Font ] Alignment
Lis & F
A B C D E

1 5eq NAME UPTIME BYTES-IN BYTES-OUT
2 1|p027 Fw5h44dmA2s 12,680,439,658.00 | 18,237,322,308.00
3 2|p026 Swldsh13m31s 3,534,293,824.00 | 14,564,171,053.00
4 3|p042 gw3d23h4m 3,050,689,632.00 | 10,633,032,263.00
> 4|p002 2w3d12h9m2s 10,222,011,548.00 | 10,525,216,792.00
& 5| p0639 Fw23h11m2ls 6,016,640,867.00 9,960,948,457.00
7 6|p010 Twld18h4d... 2,151,854,797.00 8,686,545,181.00
= 7|p022 Fw3d13h30... 3,107,861,893.00 8,292,502,064.00
o 8|p061 1w5d10h26... 10,699,713,338.00 8,004,510,937.00
10 9|p052 Sw2dBh3mbs 2,588,811,422.00 7,385,786,616.00
11 10(p001 7wBd3h33m3as 2,552,818,287.00 6,236,575,963.00
12 11(p043 3wdd20h28... 2,250,196,335.00 6,099,150,456.00
13 12(p057 2wah49m16s 3,172,200,213.00 6,036,358,315.00
14 13|p078 1w2d7h28m15s 1,410,584,673.00 5,322,237,952.00
15 14(p056 1w5dBh19mA42s 297,349,154.00 5,238,146,316.00

Phan 19. Cau hinh RADIUS Server trén Router MikroTik.

Phan 19.1. Cai d&t goi UserManager va cac cdng cu quan tri RADIUS Server trén Router MikroTik.
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Téng quan cac budc thuce hién:

- Budc 1. Tim hiéu téng quan vé gdi cai dat UserManager trén Router MikroTik.

- Budc 2. Tai goi cai dat UserManager vé may tinh clia ngudi quan tri.

- Budc 3. Tién hanh cai dat gdi UserManager 1én Router MikroTik.

- Budc 4. Khéi dong lai Router MikroTik sau khi cai ddt géi UserManager thanh cong.

- Budc 5. Kiém tra géi phan mém User Manager d3 cai dat thanh cong trén Router
MikroTik.

- Budc 6. Kiém tra dich vu RADIUS Server trén Router MikroTik.

- Budc 7. Kiém tra va thay d6i mat khau d&ng nhap RADIUS Server trén Router MikroTik.

- Budc 8. Backup Database RADIUS Server trén Router MikroTik va copy vé may tinh cla
ngudi quan tri.

- Buwdc 9. Upload Database ciia RADIUS Server t&r may tinh cla ngudi quan tri va Restore lai
Database clia RADIUS Server trén Router MikroTik.

- Budc 10. Reset User Manager Database trd vé mac dinh Default.

-

=

telnet

~~d -
\

\
\

Cac budc thuce hién chi tiét:
Budc 1. Tim hiéu tdng quan vé gdi cai dit UserManager trén Router MikroTik.

User Manager Package Requirements



User Manager RADIUS Server (User Manager RADIUS Server Package - UserMan) installation
must have below minimum requirements.

- MikroTik RouterOS and User Manager Package must have the same version.

- The router should have at least 32MB RAM and 2MB free HDD space.

Packa O =
| Check For Updates | | Enable || Disable | | Uninstal || Unschedue || Downgrade | | Check Installation
' [Name - [Version |Buid Time |Scheduled -
& routercs-tie 5.45.1 Dec/13/2019 12:44.23
advanced ook 6261 Dec/13/2019 12:44-23
8 dhep 6.46.1 Dec/13/2019 12:44.23
B hotspot 6461 Dec/13/2019 12:44:23
BinE 6.46.1 Dec/13/2019 12:44.23
B mpis 6461 Dec/13/2019 12:44:23
S ppp 6.46.1 Dec/13/2019 12:44.23
B routing 6461 Dec/13/2019 12:44:23
B security 6.46.1 Dec/13/2019 12:44.23
B system 6461 Dec/13/2019 12:44:23
B vireless 6.46.1 Dec/13/2019 12:44.23
ﬁm—mﬁnﬁgﬁ 5.46.1) Dec/13/2019 12:44:23
12 ftems

Budc 2. Tai gdi cai dat UserManager vé may tinh clia ngudi quan tri.
Tai gdi cai dat user-manager-your_version.npk

& hitps://mikrotik.com/download

[ p— ) ) o
MIKrOl 'k Home  About  Buy  Jobs Hardware  Software  Support  Training  Account
Soﬂ:wa = Downloads Changelogs Download archive RouterOS  The Dude  Mobile app
RouterOS e

6.43.16 (Long-term) 6.44.3 (Stable) 6.45beta50 (Testing)
CRS 1, CRS2xx, DISC, FiberBox, hAE . hAP ac fite, LDF, LHG, ItAP mini, mANTBox, mA, NetBex, NetMetsl, Powerdox, PWR-Line, QRT, RBSxx, 5XTsq, caP, hEX
MIPSBE Uite. RB4xx, wAP. BaseBlax, DynaDish SXT, OmniTik. Groove, Metal, Sextant, RE7xx
Main package &
Extra packages
SMIPS hAF mini, hAP lite
Main package &
Extra packages =

https://mikrotik.com/download

< C 8 & mikrotik.com, B > O
R el
Mﬁ(fOTl.k Home About Buy Jobs Hardware Sofware Support  Training  Account
Soﬁwa re Downloads Changelogs Download archive RouterOS The Dude  Mobile app
TILE coRr
Main package B E
Extra packages =) ]
The Dude server
A+ g . . NI TRE
Doi véi Router MikroTik CCR1016 thi tai gdi nay


https://mikrotik.com/download

E all_packages-mipsbe-6.44.3 3232019412 PM  WinRAR ZIP archive
[ Mame - Date modified Type Size
D advanced-tools-6.44.3-mipshe.npk 472472019 %54 AM - NPK File 1M KE
D calea-6.44.3-mipsbe.npk 47247201 NPK File 21 KB
D dhecp-6.44.3-mipshe.npk 47247200 NPK File 185 KB
D gps-6.44.3-mipsbe.npk 47247200 MPK File 53 KB
D hotspot-6.44.3-mipsbe.npk 47247201 MPK File 185 KB
[] ipv6-6.44.3-mipsbe.npk 47247200 NPK File 233 KB
[] 1cd-6.443-mipshe.npk 4724720 NPK File 57 KB
[7] tte-6.44.3-mipsbe.npk 47247200 NPK File 1,945 KB
D mpls-6.44.3-mipsbe.npk 4724721 MNPK File 7 KB
D multicast-6.44.3-mipsbe.npk 47247201 MPK File T3KE
[ ntp-6.44.3-mipsbe.npk 47247200 NPK File 261 KB
D openflow-6.44.3-mipsbe.npk 47247200 NPK File TTKB
D ppp-6.44.3-mipsbe.npk 47247200 MNPK File 305 KB
D routing-6.44.3-mipsbe.npk 47247200 NPK File 121 KB
D security-6.44.3-mipsbe.npk 47247201 NPK File 321 KB
D systern-6.44.3-mipsbe.npk 47247201 MPK File 7492 KB
D tr0&9-client-6.44.3-mipsbe.npk 47247200 MPK File 137 KB
D ups-6.44.3-mipsbe.npk 472472019 %54 AM NPK File 65 KB
D user-manager-6.44.3-mipsbe.npk 472472019 %54 AM NPK File 249 KB
D wireless-8.44.3-mipsbe.npk 472472019 %:54 AM  NPK File 2,693 KB

Budc 3. Tién hanh cai d&t géi UserManager 1én Router MikroTik.
Tién hanh cai d&t géi User Manager bang dich vu FPT Server cé sén trén Router MikroTik.
- Pam bao dich vu FTP Service dang duoc kich hoat san trén Router MikroTik.



Session: |B8:69:F4:8F:D0:5E

ARP
Accourting
Addresses
Cloud
DHCP Client
DHCP Relay
DHCP Server
DNS

’ | Port |}\\railable From Certificate || b

@ telnet 23
Firewal @ winbox 2291
Hotspot @ www a0
@ www-ss| 443 none

IPsec
Kid Cortrol
Meighbors
A Tools [+ Packing
New Teminal Poal

[ .cD Routes
MetaROUTER ~ SMB

',‘ Partition SNMP
g Make Supout rif Services

& Manual Settings

@ New WinBox Socks

TFTP

- TU mdy tinh ctia ngudi quan tri admin, tién hanh truy cap vao FTP Service trén Router
MikroTik bang duwong dan “ftp://192.168.88.1/” véi username mac dinh 1a admin,
password |a réng. Sau dé copy gbi phan mém User Manager |&n thiét bi va cudi cung la
khdi dong lai thiét bi.

¥ 192.168.28.1
Home Share View
=
. user-manager-6.44.3-mipsbe.n
3t Quick access skins D auto-before-reset.backup D ok
[ Desktop s

‘ Downloads *



Session: |4C:5E:0C:17:F0:3F

(@) | sosup | o | | s |

/ |Type |Sze

|Creation Time

[El auto-before-reset backup
Diskins
[E um-before-migration tar
[Dusermanager
[El usermanager/logsaldb
[E usermanager/aqldb

backup
directory
tarfile
directory
file

file

15.1 KiB

17.0 KB

6.0 KiB
80.0 KiB

Jul/04/2019 16:44:25
Jan/01/1570 07:00:06
Jul/22/2019 16:05:50
Jul/22/2015 16:05:50
Jul/22/2015 16:05:45
Jul/22/2015 16:05:50

89.3 MiB of 512.0 MiB used

Budc 4. Khai dong lai Router MikroTik sau khi cai dat géi UserManager thanh cong.
Dam bao trong file list khéng chra céc file hé diéu hanh cli va céc goi user-manager phién ban cili
roi sau do tién hanh reboot lai thiét bi

MetaROUTER
#2 Parition Routerboard
D Make Supout rif SNTP Client
@ Manual Scheduler
@ New WinBox Scripts
Shutdown




Budc 5. Kiém tra géi phan mém User Manager d3 cai d3t thanh cong trén Router MikroTik.
T

MetaROUTER
#Z Partition

| 3 Make Supout rif
& Manual

@ New WinBox

Routerboard
SNTP Client
Scheduler
Scripts
Shutdown

Safe Mode | Session:[B8:69:F4:8F-DO5E [
A& Quick Set
3 CAPsMAN
[ Interfaces
1 Wireless
24 Bridge
=g PPP
2 Switch
“I3 Mesh
=5 1P 2
&7 MPLS li
#2 Routing ¥
{57 System I+ | Check For Updates | | Enable || Disable | | Uninstall || Unschedule || Downgrade | | Check Installatior
& Queves Name /| Version |Build Time |Scheduled
S routeros-mipsbe  6.44.3 Apr/23/2019 12:37:03
[ Files Sadvanced+... 6443 Apr/23/2019 12:37:03
Log S dhcp 6443 Apri/23/2019 12:37:03
B hotspot 6443 Apr/23/2019 12:37:03
ipvE 6443 Apr/23/2019 12:37:03
L RADIUS 5
x Toolz 2 Smpls 6443 Apr/23/2019 12:37:03
= . Sppp 6443 Apr/23/2019 12:37:03
New Teminal Srouting 6443 Apr/23/2018 12:37-03
El LCD & security 6443 Apri/23/2019 12:37:03
MetaROUTER 'ﬂsyfstem 6443 Apr/23/2019 1253?503
"‘ Partition I'ﬂuser—manager 6.443 Apr/23/2019 12:3?:03'
| 3 Make Supout if
& Manual
@ New WinBox 12items

Budc 6. Kiém tra dich vu RADIUS Server trén Router MikroTik.

Kiém tra géi phan mém User Manager da duagc cai dit thanh cong hay chua thdng qua dudng
dan http://192.168.88.1/user



&« C (@ Notsecure | 192.168.88.1/user

MikroTik

Mikratik User Manager

Login ||

Password

Pang nhap vao dudng dan http://192.168.88.1/userman vdi tai khodn username mac dinh 13

admin, password la réng.

Mfﬁd" or;k Add Edit Generate

Mikrotik User Manaper

& C A Notsecure | 192.168.88.1/userman b g o

.

I Y

T | 7] | " Username | % Till time | % Total time left | % Actual profile

Users

Sessions

Customers

Logs

Payments

Frofiles

Seitings
Reports

0 A sessions

0 A users

Advanced search

Maintenance

Logout

Budc 7. Kiém tra va thay ddi mat khau dang nhap RADIUS Server trén Router MikroTik.

Per page [20] ¥

[admin@MikroTik] > /tool user-manager customer print

Flags: X - disabled

0 login="admin" password=""
access=own-routers,own-users,own-profiles,own-limits,config-payment-gw
backup-allowed=yes time-zone=-00:00 permissions=owner signup-allowed=no

paypal-allowed=no paypal-secure-response=no paypal-accept-pending=no
[admin@MikroTik] >

[admin@MikroTik] >

/tool user-manager customer set admin password=mobile24h



http://192.168.88.1/userman

[admin@MikroTik] > /tool user-manager customer print
Flags: X - disabled
0 login="admin" password="mobile24h"
access=own-routers,own-users,own-profiles,own-limits,config-payment-gw
backup-allowed=yes time-zone=-00:00 permissions=owner signup-allowed=no
paypal-allowed=no paypal-secure-response=no paypal-accept-pending=no
[admin@MikroTik] >

M4t khau user-manager khéng anh hudng tdi tién trinh dang nhap vao Router MikroTik bang
phan mém Winbox.

© WinBox v3.18 (Addresses) - m| x
File Tools
Connect To: |Gles] ey RGeS v| Keep Password
Login: |admin Open In New \Window

Password:

Add/Set Connect To RoMON

Managed MNeighbors

T | | Refresh al ¥
MAC Address |P Address |dentity Version Board Uptme

4C5E0C1TFO3E 192.168.1.1 MikroTik 6.46.4 (st.. CCR1016-12G 00:38:34

1 item

Néu dang nhap vao RADIUS Server bang tai khoan admin ma khéng cé mat m3 vira thiét 1ap thi
sé khéng dang nhap duoc.
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N Mikratik User Manager: Us: X aF

<

C

oo
ao

3

& hotsecure 192.1681.1/use @ & B Q@

MikroTik

Mikratik User Manager

Login |admin |

Password | |

| invalid user name or password I

1]




o

vV o

oo
oo

@ © B d

— 0o X

B3

& User Manager X | +

th

< & 8 B hotzecure 192168100/use B & = O @ &

MikroTik

Mikratik User Manager

Login |admin |

Paszzword | --------- |




0 N Mikratik User Managen U= X + >~ — 0O X

< C 8 @ Notsecure  192.168.0.7/use B @ = Q| @ & =

MikroTik Add Edit Generate
Mikrotik User Manaper I:I

Routers | |? Username | ¥ Till time | v Total time left | % Actual profile |

Users Per page [20] v

Customers

0

(]

Logs

Payments

Profiles

Settings
Reports

0 A sessions

0 A users

Maintenance

oo
oo

Logout

& ©© O G

Budc 8. Backup Database RADIUS Server trén Router MikroTik va copy vé may tinh clia nguoi
quan tri.



MikroTik

Mikrotik User Manager

Database

Database size: 80.0 KiB
In use: 100%:

Last rebuild: Never
Users Last backup: Mever
Sessions Last restore: Newver
Free disk space:420.9 MiB
¥ Database backups
File name Main DB | Log DB | Languages
Payments [Jjum-before-migration.tarfres es Mo
Profiles Download Load | Delete |
7 Upload backup
—
Repo Save Rebuild [ Reouidiog |
0 A users
Advanced search
MikroTik | | patabase |
Mikratik User Manaper
Database size: 80.0 KiB
e e
Last rebuild: Mever
Users Last backup: Mewver
Sessions Last restore: MNever
Free disk space:420.9 MiB
¥ Database backups
File name Main DB | Log DB | Languages
Payments [Jjum-before-migration.tarjves es Mo
Profiles Download | Load | Delete |
Settings ¥ Upload backup
4 Actual data base
Reporis

0 A sessions

0 A users

Advanced search

Maintenance

Logout

Log db
Languages




MikroTialke | | patabase

Mikrotik User Manager
Database size: 80.0 KiB

et .
outers Last rebuild: Mever

Users Last backup: 04/06/2020 15:09:11
Sessions Last restore: Never

Free disk space:420.9 MiB

e ¥ Database backups
File name Main DB | Log DB | Langu
Payments [Jjum-before-migration.tar es es Mo
Profiles User_Ma nager_2020_04_06_080911.tarlYes Yes MO
Seffings Download | Load | Delete |

¥ Upload backup

Reports
: = Actual data base
0 A sessions | Save | Rebuild | Rebuild log |
0 A users

Advanced search

Maintenance

Logout

MikroTik Database

Mikrotik User Manapger
Database size: 80.0 KiB
In use: 100%:
Last rebuild: MNever
Last backup: 04/06/2020 15:09:11
P—— Last restore: MNever
Free disk space:420.9 MIB

Routers

=
&
Iz

TNk ¥ Database backups
Logs File name Main DB |Log DB | Langu
Payments [Jjum-before-migration.tar es es Mo
Profiles User_Manager_2020_04_06_080911.tarYes Yes MNo
Seftings Download | Load | Delete |
Reports ¥ Upload backup

- A
0 A sessions

0 A users | click here if the popup didn't show up |
Advanced search

Maintenance

D User_Manager_2020_04_06_080911.tar  4/6/2020 3:11 PM TAR File 18 KB

Budc 9. Upload Database cia RADIUS Server tr may tinh clla nguwdi quan tri va Restore lai
Database cla RADIUS Server trén Router MikroTik.

Xoa thr Backup Database clia RADIUS Server trudce khi Upload lai File nay tir may tinh cla nguoi
quan tri admin |én Router MikroTik.



MikroTek Database

Mikratik User Manaper
Database size: 80.0 KiB
In use: 100%

Last rebuild: Mever
Last backup:  04/06/2020 15:09:11
Last restore: Mever
Free disk space:420.9 MiB
4 Database backups
File name Main DB | Log DB | Langu
Payments [Jjum-before-migration.tar es es Mo
| proies | | [user_Manager_2020_04_06_080911.tar\es Ves No
Seftings Download | Load I Delete I
Reports ¥ Upload backup
4 Actual data base

0 A sessions | = | Rebuild | Rebuild log |

0 A users

Advanced search

Mainfenance

Logout

- Xoa cac tai khoadn user trén RADIUS Server.

MikroTek Add Edit Generate

Mikratik User Manaper

I Y

Routers

% Username | % Till time |V Total time left | V¥ Actual profile

Users

isubadmin0l  |[Unlimited Unlimited TelnetProfile

KI|ENO)

subadmin02  |[Unlimited Unlimited TelnetProfile

Sessions

Customers

Logs

Payments
Profiles
Settings

§
3

0 A sessions

0 Ausers
Advanced search
Maintenance

Logout

Per page [20] ~




Mfk'f'orl-k Edit Generate
Mikratik User Manaper Disable I:l

Enable

] Change % Total time left | %7 Actual profile
Users Remove Unlimited TelnetProfile
Unlimited TelnetProfile

Sessions Reset counters

Per page [20] ~

Customers

&

Payments
Profiles
Settings
Reports

0 A sessions

0 A users

Advanced search

Maintenance

Q
¥

7 Add Edit Generate

Mikratik User Manager Q\

Routers | | % Username | % Till time | W Total time left | % Actual profile
Users ' Per page [20] ~

Sessions

Customers

Payments
Profiles

o

Seitings
Reports

0 A sessions

0 A users
Advanced search

Maintenance

Logout

Tién hanh Upload Database ctia RADIUS Server tir may tinh clia ngudi quan tri admin |én Router
MikroTik.



MikroTik

Mikratik User Manager

Database

Database size: 80.0 KiB
ete Never
Last rebuild: Mever
Users Last backup: 04/06/2020 15:09:11
Last restore: Mever
Free disk space:420.9 MiB
+ Database backups
File name Main DB | Log DB | Languages
Payments [Jjum-before-migration.tarfes es Mo
Profiles Download | Load | Delete |
Seftings 4 Upload backup

§
3

0 A sessions
0 A users
Advanced search
Maintenance

Logout

Choose File

4 Actual data base

Mo file chosen

| Save

| Rebuild

| Rebuidlog

MikroTik

Mikratik Uiser Manager

Database

o Open
4 4 > ThisPC » Downloads
Organize « New folder
Mame Date modifi;d Type
7 CQuick access
I Desktop P ~ Today (1)
* Downloads » D User_Manager_2020 04 _06_080011.tar 4/6/2020 3:11 PM TAR File

Database size: 80.0 KiB
= In use: 100%
oufers Last rebuild: Mever
Users Last backup: 04/06/2020 15:09:11
P—— Last restore: Mever
Free disk space:420.9 MiB
CEEEs 4 Database backups
Logs File name Main DB |Log DB | Languages
Payments [Jjum-before-migration.tarjves es Mo
| Frofiles | Download | Load | Delete |

Settings
Repo
0 A sessions
0 A users
Advanced search

Maintenance

=« Upload backup
Choose File | User_Manage... 080911 tar] Upload

4 Actual data base

| Save |

Rebuid |  Rebuildlog |

Size

18 KB



MikroTisk

Mikratik User Manager

Routers

Users

Sessions

Customers

Database

Database size: 80.0 KiB

In use: 100%

Last rebuild: Never

Last backup: 04/06/2020 15:09:11
Last restore: MNever

Free disk space:419.5 MiB
« Database backups

File name Main DB | Log DB | Langu
Payments [ ]jum-before-migration.tar es es Mo
| Profiles | ser_Manager_2020_04_06_080911. tarYes Yes Mo
Settings Download | Load | Delste |
Reports 4 Upload backup
Choose File |User_Manage.. 080911 tar| Upload
SESSIONs
- Actual data base
| Save |  Reouid | Rebuidiog |
Maintenance
Logout
M,"k’f{j' jk Database
Mikrotik User Manager
Database size: 80.0 KiB
Lot e Never
Last rebuild: MNever
Users Last backup: 04/06/2020 15:09:11
P — Last restore: Mever
Free disk space:419.5 MiB
el sl 4 Database backups
File name Main DB |Log DB | Langu
Payments [jum-before-migration.tar a5 a5 Mo
| Profiles | User_Manager_2020_04_06_080911.tarves Yes No
Download | Load | Delete |
Reports 4 Upload backup _
0 A sessions mA A . Load backup |i|
0 A users ]

Advanced search

Maintenance

Logout

Languages
[] Replace existing languages
Load




MikroTsk Database

Mikratik: Lser Manager
Database size: 80.0 KiB

erre Navar
outers Last rebuild: Never
Users Last backup: Newver
Last restore: 04/06/2020 15:49:10|

Free disk space:419.3 MIB

TN 4 Database backups
Logs File name Main DB | Log DB | Langu
Payments []jum-before-migration.tar es es Mo
Profiles User_Manager_2020_04_06_080911.tarYes Yes Mo
Seftings Download | Load | Delete |

< - Upload backup
— hChoose File |User_Manage.. 080911 tar| Upload
« Actual data base
Save | Rebuild |  Rebuidiog |

IH
@

0 A users

Advanced search

Maintenance

Logout

Thong tin cac tai khoan da duogc khdi phuc lai nhu cdi.

MikroTek |IEEEEIIIEES
Mikrotik User Manager ’—‘m

[] | ¥ Username | ¥ Till time | 7 Total time left | ¥ Actual profile
Users [] bubadmin01l  [Unlimitad Unlimited TelnetProfile
- [] bubadmin02  [Unlimitad Unlimited TelnetProfile
Sessions
Per page [20] ~
Customers

Logs
Payments
Frofiles

Seftings

§
3

o
0 A sessions
0 A users

Advanced search

Mainfenance

Logout

Budc 10. Reset User Manager Database trd vé mic dinh Default.
Thong tin cac tai khodn trén RADIUS Server trudc khi Reset User Manager Database trd vé méc
dinh Default.



MikroTsk |IEETHEETEEEEES
Mikrotik User Manager ’—‘m

% Username | ¥ Till time |V Total time left | ¥ Actual profile

subadmin0l  |Unlimited Unlimited TelnetProfile
subadmin02  Unlimited Unlimited TelnetProfile

Sessions
. Per page [20]

Customers

Routers

|

=
IS
@

Logs

Payments

Profiles

Seitings
Reports

0 A sessions

0 A users

Advanced search

Mainfenance

Logout

[admin@MikroTik] >
/tool user-manager customer set admin password=mobile24h

Tién hanh Reset User Manager Database trén Router MikroTik.

[admin@MikroTik] > /tool user-manager database clear

Dangerous! Reset whole user-manager database (except logs)? [y/N]:
y

Resetting user-manager database

user-manager database cleared

[admin@MikroTik] >

[admin@MikroTik] > /tool user-manager database clear-log
Dangerous! Reset user-manager log database? [y/N]:

y

Resetting user-manager log database

user-manager log database cleared

[admin@MikroTik] >

Théng tin mat m3 password d3 thiét 1ap cho user quan tri RADIUS Server khéng con hiéu luc, cac
tai khoan nguai dung trong User Manager Database cling khong con nita.
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Mikrofik User Manager |:|
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Phan 19.2. Cau hinh RADIUS Server vdi vai trod xac thuc tap trung cac thiét bi mang Cisco Device
trén Router MikroTik.

Internet
Network
WAN
ethl
RADIUS Server
Router
™
eth2 DN
192.168.1.1/24 KN
\‘ ~
I
192.168.1.2/24 ! Y
go/1 I} \
Osci 4 | RADIUS
RADIUS Client 1
Router I'Protocol
go/o| ¢ /
172.16.0.1/24 | | /
! /
1 II
1 4
1 ll
. . ¥
intvlan 1: 172.16.1.2/24 RADIUS Client
4 1
1 ]
1 1
telnet ! l!
1
1
H
| ———-‘:’—l",,

Téng quan cac budc thuc hién:
Budc 1. CAu hinh co ban trén Router MikroTik.
Budc 2. Cau hinh trén Cisco Router.
Budc 3. Cau hinh trén Cisco Switch.
Budc 4. Thiét 1ap RADIUS Server trén Router MikroTik.
o Budc4.1. Truy cap vao giao dién RADIUS Server trén Router MikroTik.
o Budc4.2. Khaitao Telnet Profile trén RADIUS Server.
o Budc 4.3. Khdi tao céc tai khodn quan tri thiét bi mang trén RADIUS Server.
o Budc 4.4. Khai bdo thdng tin cia RADIUS Client trén RADIUS Server.
Budc 5. Khao sat qua trinh Telnet t&i thiét bi mang xac thuc bang giao thirc RADIUS.

Cac budc thue hién chi tiét:
Buwdc 1. Cau hinh co ban trén Router MikroTik.
Cau hinh co ban trén Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes




/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl
/ip route add dst-address=172.16.0.0/24 gateway=192.168.1.2

Buwdc 2. Cau hinh trén Cisco Router.

hostname CiscoRT

interface g0/0
ip address 172.16.0.1 255.255.255.0
no shutdown
exit
interface g0/1
ip address 192.168.1.2 255.255.255.0
no shutdown
exit
ip route 0.0.0.00.0.0.0 192.168.1.1
aaa hew-model
aaa authentication login CISCO group radius local
radius-server host 192.168.1.1 auth-port 1812
radius-server key mobile24h

username cisco privilege 15 password cisco
enable password cisco
linevty0 4

login authentication CISCO

transport input telnet
exit

Buwdc 3. Cau hinh trén Cisco Switch.
Cau hinh trén Cisco Switch.

hostname CiscoSw

interface vlan 1
ip address 172.16.0.2 255.255.255.0
no shutdown
exit

ip default-gateway 172.16.0.1

aaa new-model

aaa authentication login CISCO group radius local
radius-server host 192.168.1.1 auth-port 1812 acct-port 1646
radius-server key mobile24h

username cisco privilege 15 password cisco
enable password cisco




linevty 04
login authentication CISCO
transport input telnet
exit

Budc 4. Thiét 1ap RADIUS Server trén Router MikroTik.
Budc 4.1. Truy cap vao giao dién RADIUS Server trén Router MikroTik.
- Link: 192.168.1.1/userman

O H User Manager X |+ - — O X
< [ @ Fotzecure 192.168.1.1/userman B9 =0 @ & =
" |
o
MikroTike
Mikratik User Manager
° Login| |
B Passwurd| |
Q
>
€ >

Buwdc 4.2. Khdi tao Telnet Profile trén RADIUS Server.

B Vikrotik User Manager: Pro X+

< C B

oo

& Mot zecure 192.168.1.1/userman

MikroTik Profiles | Limitations

Mikrotik User Manager
Praofile :

Routers

Users

Sessions

Customers

Logs

Payments

Profiles

Seftings
Reports
0 A sessions
0 A users
Advanced search

IMaintenance

Logout




MikroTik Profiles | Limitations

Mikrotik User Manager
Profile :.

Routers

Users

Sessions

Create profile [x]
Customers

Logs NameITeInetProﬂIeI |

Profiles

Settings

Reporis

0 A sessions

0 Ausers

Advanced search

Maintenance w

MikroTik Profiles | Limitations
Mikrotis User Manager
Profile: | TelnetProfile vl e
Mame: |TelnetProfile
Users Mame for users:
Sessions Ov_\rn-er: admin
Walidity: |
Customers
Starts: | At first logon v|
oo Price: [0.00 |
Payments Shared users: | not used |
Profiles | Save profile I Remaove profile |
Settings Unlimited profile
Reports Add new limitation |
0 A sessions
0 A users
Advanced search
Maintenance ha

- Profile cho phép dinh nghia khodng thdi gian duwoc phép Telnet tdi cac thiét bi mang (tinh
nang nay hién chua hoat dong duaoc).

MikroTik Zg0ill Profile part %]
Mikrotik User Manager
* Period
Runlers Days:[¥] Sunday
Monday
M
Users an Tuesday
Sessions Wednesday
Customers Th_ursday
Friday
Logs Saturday
Payments st Time:p:00:00 H23:59:59 |
Profiles | Save T Limits
Settings Unlimit | New limit | Cancel | il |
Reporis
0 A sessions
0 A users
Advanced search
Maintenance b

Budc 4.3. Khdi tao cac tai khoan quan tri thiét bi mang trén RADIUS Server.



MikroTik

Mikrotik User Manager

Roufers

Users

Sessions

Customers

Logs
Payments

Profiles
Setfings

Reporis

0 A sessions

0 A users

Advanced search

Maintenance v

Add

Edit

Generate

I EY

EE el sername

% Till time

% Total time left

| % Actual profile

Per page [20] ~

MikroTik

Mikrotik User Manager

Routers

Sessions

1
@

Customers
Logs
Paymenis:

Profiles
Settings

Reporis

0 A sessions

0 A ussrs

Advanced search

i

<

lMaintenance

Add

- Main

5

User details

x]

w Constraints
w Wireless
w Private information

Username:

subadmin(

Password:

subadmin01

Disabled: [ |

Owner: admin

Assign profile: | TelnetProfile|

MikroTik

Mikrotik User Manager

Routers

Users

Add  Edit

Generate

[ Y

V Username

% Till time

% Total time left

% Actual profile

subadmin01

Unlimited

Unlimited

TelnetProfile

OOt

subadmin02

Unlimited

Unlimited

TelnetProfile

Customers

Logs
Payments

Profiles
Settings

Reporis

(1 A sessions

0 A users

Advanced search

Maintenance ot

Per page [20] ~

Budc 4.4. Khai bao thong tin cia RADIUS Client trén RADIUS Server.




MikroTik Add _ Ed
Mikrotik User Manager New ,—"al

Routers Y Name % IP address V Shared secret |

Users . Per page [20] ~

Sessions

Customers

Logs
Paymenis

Profiles

Setfings

Reporis

0 A sessions

0 A users

Advanced search

Maintenance b

MikroTik Add  Router details [x]
Mikrotik User Manager ’—|E
A Main

Routers Name: |CiscoRT | ad secret
Users . Owner: fadmin Per page [20] ~
IP address: [192.168.1.2
Sessions
Shared secret: [mobile24h|

Customers

Time zone: | Parent time zone v
Disabled: [ ]
Payments [] Authorization success
Profies g evems:D Authonz_atlnn failure
["] Accounting success
Setfings [[] Accounting failure

Logs

Reparts w Radius illt.ull_lll_nllg
* Reguest statistic
0 A sessions

Ep [ A ]

Advanced search

Maintenance b

MikroTrk Add  Edit

Mikrotik User Manager

a

WV Name % IP address “7 Shared secret
CiscoRT 192.168.1.2 mobile24h
CiscoSw 172.16.0.2 mobile24h
- Per page [20] ~
Customers page [20]

Logs

Routers

Users

(] (] |

Payments

Profiles

Seitings
Reports

0 A sessions

0 A users

Advanced search

Maintenance

Logout

Budc 5. Khao sat qud trinh Telnet tdi thiét bi mang xac thuc bang giao thirc RADIUS.
TU may tinh cla ngudi quan tri admin, ta telnet tdi Cisco Router.



CQuick Connect X

Protocol: Telnet v

Hostname: | 172.16.0.1|

Port: Firewall: | Mone ~

|:| Show quick connect on startup Save session
Openin a tab

Connect Cancel

CiscoRT# debug radius authentication

Radius protocol debugging is on

Radius protocol brief debugging is off

Radius protocol verbose debugging is off

Radius packet hex dump debugging is off

Radius packet protocol (authentication) debugging is on
Radius packet protocol (accounting) debugging is off
Radius elog debugging debugging is off

Radius packet retransmission debugging is off

Radius server fail-over debugging is off

Radius elog debugging debugging is off

CiscoRT#

B Telnet 172.16.0.1 - O X

erification

CiscoRT#

*Mar 26 10:50:28.503: RADIUS/ENCODE (0000000F) : ask "Username: "

*Mar 26 10:50:28.503: RADIUS/ENCODE (0000000F) : send packet; GET_USER
CiscoRT#

BN Telnet 172.16.0.1 — O X

erification

subadminel

CiscoRT#
*Mar 26 10:51:38.995: RADIUS/ENCODE (00000010): ask "Password: "




*Mar 26 10:51:38
CiscoRT#

.995:

RADIUS/ENCODE (00000010) : send packet; GET PASSWORD

EX Telnet 172.16.0.1

tion

CiscoRT#

*Mar 26 10:52:48
*Mar 26 10:52:48
*Mar 26 10:52:48
*Mar 26 10:52:48

.531:
.531:
.531:
.531:

RADIUS/ENCODE (00000011) :Orig. component type = Exec

RADIUS: AAA Unsupported Attr: interface [209] 6
RADIUS: 74 74 79 35 [ tty5]

RADIUS/ENCODE (00000011) : dropping service type, "radius-server

attribute 6 on-for-login-auth" is off

*Mar 26 10:52:48

*Mar 26 10:52:48.
*Mar 26 10:52:48.
*Mar 26 10:52:48.
Server 192.168.1.
*Mar 26 10:52:48.

1645/3, len 76

*Mar 26 10:52:48.

57 AB 8B

*Mar 26 10:52:48.
*Mar 26 10:52:48.
*Mar 26 10:52:48.
*Mar 26 10:52:48.
*Mar 26 10:52:48.

[5]

*Mar 26 10:52:48.
*Mar 26 10:52:48.
*Mar 26 10:52:48.

len 26

*Mar 26 10:52:48.

4F D9 6E

*Mar 26 10:52:48.
*Mar 26 10:52:48.

CiscoRT#

.535:
535:
535:
535:

1

535:

535:

535:
535:
535:
535:
535:

535:
535:
539:
539:

539:
539:

RADIUS (00000011) : Config NAS IP: 0.0.0.0

RADIUS/ENCODE (00000011) : acct_session_id: 5

RADIUS (00000011) : sending

RADIUS/ENCODE: Best Local IP-Address 192.168.1.2 for Radius-

RADIUS (00000011) : Send Access-Request to 192.168.1.1:1812 id

RADIUS: authenticator 4C CB 25 93 A3 CF 43 86 - 42 8E DF 87 AB

RADIUS: User-Name [1] 12 "subadminOl"
RADIUS: User-Password [2] 18 *

RADIUS: NAS-Port [5] 6 514

RADIUS: NAS-Port-Id [87] 8 "tty514"
RADIUS: NAS-Port-Type [61] 6 Virtual
RADIUS: NAS-IP-Address [4] 6 192.168.1.2

RADIUS (00000011) : Started 5 sec timeout
RADIUS: Received from id 1645/3 192.168.1.1:1812, Access-Accept,

RADIUS: authenticator 02 FE EA 5D OF 31 7C 58 - 50 33 0D 53 A0

RADIUS: Acct-Interim-Interva[85] 6 60
RADIUS (00000011) : Received from id 1645/3

BN Telnet 172.16.0.1

1 subadminel

Quan sat thdng tin thdng ké s6 1an Telnet tdi thiét bi mang trén RADIUS Server.




MikroTik | RIS
Mikrotik User Manager m
Routers O W Name % IP address % Shared secret
Users [0 [ciscoRT 192.168.1.2 mobile24h
Sessions Router details [x] Per page [20] v
Cust
ustomers  Main
Logs Name: [CiscoRT |
Payments Owner: admin
Profiles IP address: (192 168.1.2
Settings Shared secret: |mobile24h
Time zone: | Parent time zone ~
ris
Rﬁm_ Disabled: [ ]
0 A sessions [] Authorization success
0 Ausers Log e nis:D Authonz_anon fallure
Advanced search [[] Accounting success
["] Accounting failure
Maintenance A Radius incomming
— CoA support: []
CoA port: |1 T00
a Request statistics
Authorization: &
Auth failures: 1
Accounting: 0
Acct failures: 0
Disconnect ACK: 0
Disconnect NAK: 0
CoAACK: 0 hd

Phan 19.3. Khai tao cung ltc nhiéu tai khodn End User va m3 Vouchers cho dich vu Hotspot trén

RADIUS Server cai dat trén Router MikroTik.

Internet
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WAN
ethl

e
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1
1
1

o

Wifi Hotspot

Router
4
eth2 !
192.168.1.1/24 1
1
- 1
|
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1
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\
\
\
1
1
1
1
1
1
i
AN
ZN i
1
1
1
1

Téng quan cac budc thuc hién:

e
e




- Budc 1. Thiét 1ap cung luc nhiéu tai khodn End User trén RADIUS Server.
- Budc 2. Xuat danh séach céc tai khoan End User dudi dang File Excel CSV.
- Budc 3. Xut danh sach céc tai khodn End User dudi dang m3 Vouchers.

Cac budc thuce hién chi tiét:
Budc 1. Thiét 1ap cung luc nhiéu tai khodn End User trén RADIUS Server.
Thiét 1ap Hotspot Profile trudce khi khdi tao céc tai khodn End User.

Mfkfor;k Profiles | Limitations
Mikrotik Liser Manaper proﬁle:
Routers
Users
Sessions
Customers
Reports

MikroTak Profiles | Limitations

Mikrodik User Manager

Profile :
Users
Seitings
Reports
0 A sessions Create profile |z|
Namel HotspotProfile I |




MikroTuk Profiles | Limitations

Mikratik: User Manaper

Profile: | HotspotProfile vl -«
Mame: |HotspotProfile
Users MName for users:
Tonn el
Validity: |
Starts: | At first logon ~|
price: [0.00 |
Shared users: |1 ~|
[ Saveprofie | Removeprofie |
Seitings Unlimited profile
Reporls | Add new limitation |

0 A sessions

0 A users
Advanced search

Maintenance

Logout

Khdi tao cac tai khoan End User.

M,-'kfoﬂk Add Edit Generate

Mikratik User Manaper

I Y

ername ‘V Till time | ¥V Total time left ‘V Actual profile ‘

Per page [20] v

Routers
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@

Sessions

Customers

Logs

Payments

Profiles

Seitings
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0 A sessions

0 A users
Advanced search
Maintenance

Logout




MikroTik

Mikrotik User Manager

I Y
User details |£| Actual profile

Per page [20] ~

Users  Main

{

Owner: admin
Number of users: |4

Sessions

Customers
Username prefi< (user
L
e Usemame length: | 3 w
Payments Pwd same as login: [_|
Frofiles Password length: | 6 ~]
Setti w Constrainis
E - Wireless
Reports + Private information
———— Assign profile: | HotspotProfile ~|

Advanced search

i

Maintenance

Logout

MikroTsk Add Edit Generate
Mikretik User Manager |:

VW Username |V Till time | ¥ Total time left | 'V Actual profile
= users7z Mot set
™
e user-]'bb Mot set
— userimn Mot set
USTOMErs
userfik Mot set

'_
“

0g!
Payments
Profiles

Per page [20] ~

Settings

]
3

0
0 A sessions
0 A users
Advanced search

Maintenance

Logout

Tham khao thém cac thiét 1ap mé rong trén RADIUS Server khi khai tao nhanh céc tai khodn End
User.



MikroTisk

Mikrotik Liser Manager
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008 Usemame length: | 3 ~ Per page [20] ~
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Settings «C i
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Advanced search  Wireless
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= Enc key:
Enc algo: | Nane ~
w Private information
Assign profile: | HotspotProfile V‘
MikroTuk Add Edit Generate
Mikrotik User Manager m
Routers Y Username % Till time " Total time left 7 Actual profile
Users user57z Unlimited Unlimited HotspotProfile
user7bb Unlimited Unlimited HotspotProfile
= userimn Unlimited Unlimited HotspotProfile
userfik Unlimited Unlimited HotspotProfile
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Ravments usernpd Mot set
Profiles Per page [20] ~
Setfings
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0 A sessions
0 A users

Advanced search
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MikroTik

Mikrotik User Manaper

Sessions

Customers

[ customers |
[ Payments |
[ Profies |
[ setings |

Payments
Profiles
Settings

g
3

0 A sessions
0 Ausers
Advanced search

Maintenance

i

Logout

I N

% Username | ¥ Till time | V Total time left | "7 Actual profile

User details

& [ain
Username: Juser57z
Password: |83 guxv Per page [20] ~
Disabled: [ |

Owner. admin

w Actual profile
w Constraints
* Wireless
* Private information
w Statistics
- Bill
w All profiles

[ HotspotProfile

Budc 2. Xuit danh sach céc tai khodn End User dudi dang File Excel CSV.

MikroTik

Mikrotik User Manager

Edit

Add Generate

—

7 Userndiisabatil i me | 7 Total time left |7 Actual profile
e users7z Not set
. user7bb Not set
P userimn Mot set
userfik Not set
Logs Per page [20] ~
Perpage 0]
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Seitings
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0 A sessions
0 A users
Advanced search
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Logout




MikroTrk Add Edit Generate
Mikrotik User Manager I:l
% Username | % Till time | ¥ Total time left | % Actual profile
users7yz Mot set
poer7bb Mot set
P userimn Mot set
USIomers
userfik Not set
Logs Per page [20] ~
Payments
Reports —
Csv Fil ]
Break after
Download as file

Ddi duoi file tir .html thanh .csv
10 CsV Filehtml

[1£33] CSV File.csv

4/6/2020 4:35 PM

4/6/2020 4:55 PM

Noi dung file CSV File.csv
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Budc 3. Xuat danh sach cdc tai khodn End User dudi dang m3 Vouchers.
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0 H\;':uuchers X + & =

C 85 [ filey//C:/Users/buipham/Down  [E > O

Prepaid time: Unlimited
f} Logm: uzersTz

After attempfing to open a web paze, you should enter this login information

Login: uzers Tz (login name that vou eater at the HotSpot login pagsa)
° Pazzword: B3guxv (pazsword that you enter at the HotSpot login page)

If vou want to extend time, please contact reception

L=
oo BB break
Prepaid tome: Unlimited
D Login: uzerThbbh
After attempting to open a web page, you should amter thiz login information
Logm: uzerThh (login name that you enter zt the HetSpot login page)
EE Pazaword:  czbwti (password that you enter at the HotSpot logm pazs)
@ If you want fo extend time, pleasa contact reception
... page break
@ Prepaid time: Unlimited
Logm: uzerimn
After attempting to open a web page, you should enter this login mformation
@ Login: userimn (login name that vou eater at the HotSpot login pagsa)
Pazzword:  3Tk32r (password that you enter at the HotSpot login page)
If vou want to extend time, please contact reception
cveernereenees PEER BTEEE

th

Phan 20. Gidm sat hoat dong clia Router MikroTik.
Phan 20.1. Kich hoat SNMP trén Router MikroTik.

Kiém tra SNMP d3 duac kich hoat trén Router MikroTik hay chua.

[admin@MikroTik] > /snmp print
enabled: no
contact:
location:
engine-id:
trap-target:
trap-community: public
trap-version: 1
trap-generators: temp-exception
[admin@MikroTik] >

[admin@MikroTik] > /snmp set enabled=yes




[admin@MikroTik] > /snmp print
enabled: yes
contact:
location:
engine-id:
trap-target:
trap-community: public
trap-version: 1
trap-generators: temp-exception
[admin@MikroTik] >

Kiém tra gia tri SNMP Community.

[admin@MikroTik] > /snmp community print

[admin@MikroTik] = /snmp community print

Flags: ® - default

# NAME ADDRESSES
0 * public /0
[admin@MikroTik] =

| [admin@MikroTik] > /ip service print

[admin@MikroTik] > /ip serwvice print
Flags: X - disabled, I - dinvalid
# NAME PORT ADDRESS
0 telnet 23
1 frp 21
2 W j=10]
3 ssh 22
4 XTI www-55T1 443
5  api 8728
5] winbox 8291
7 api-ssi 8729
[admineikroTik] >

‘ [admin@MikroTik] > /snmp community add name=rosneft@123 addresses=0.0.0.0/0

l [admin@MikroTik] > /snmp community remove 1

fadmin@mikroTik] > /snmp community print
Flags: * - default

# NAME ADDRESSES
0 * public /0

rosneft@l23 0.0.0.0/32
admin@MikroTik] > /snmp community r‘emove

[admin@mikroTik] =



Safe Mode | Session:[172.16.73.253)

Memory{370.9 MiB CPUjo% M (5

Trap Community:

rosneft@123

Trap Version:

2

Trap Generators: |

Trap Interfaces: |

Src. Address: |

rosneft@123




SMMP Communities = E

Fird
¢ |F~ddresses |Sec1..|rit:.r |Head Ac.. |Wr'rte Acc...”"’
A0 riane yes rio
0.0.0.0/0 none yes no

2items (1 selected)

Be sure that the name and Authentication fields match!

SHNMP Community =rosnefti@123:

Mame: Imsneﬁ@'lzﬂl | QK ”'
Addresses: |ﬂ.ﬂ.ﬂ.ﬂfﬂ | ¥ Cancel
Security: |nune || ¥ | Apply
Read Access
E Write Access
Remove
Authentication Protocol: |MD5 || ¥ |
Encryption Protocol: |DES || > |
Luthentication Password: [ | |
Encryption Password: | |
2iten

S¢ dung PRTG dé connect t&i Router MikroTik.



Metwork Performance Monitor on DESKTOP-HACFPSC

File Edit Modes |nterfaces Ewvents Alerts Charts  View Windows Help

¢ = W 3 | B A a x o

Mew Open Save Print View  Events Alerts Refresh  Clear  Detail

ERSH} Summary Charts Add Mode or Interface to Monitor e
Hosthame or IF Address of Server, Router, etc. ok
[17216.73.253
[T Dynamic IP Address [ DHCP or BOOTR ) Cancel

SHMP Commmunity String
Iru:usneft@ﬂ 23 ;I

r Mode does not zupport SHAMP, b onitor
Fesponze Time and Packet Loz only.




Metwork Performance Monitor on DESKTOP-HACFPSO

File Edit Modes |nterfaces Events Alerts Charts View Windows Help
¢ | w W I A A x o =
Mew Open Sawe Prirt View Events Alerts | Refresh  Clear  Detail  Detail Custor
%l h?iil:;n;?kw Charts Resources on MikroTik — | ot
Select the Resources and Statistics to monitor ...
O 'EEF'LI and Mermary Utiization ok
= [ B Yolume Utiization
O ' mair reman Cancel
O E] system digk
E [] €& etherl
1 ¥ Interface Emor Charts nels
[+ lrterface Traffic Charts
[] % ether?
[] ® etherd
[] ® etherd
[] ® ethes
B[] & ethers
1 ¥ Interface Emor Charts
[ lrterface Traffic Charts
[] ® ether?
[] % ether Select Al
[] ¥ ether9
[] @ etherld Deszelect Al
[] ® etherll
[] # ethen?z
[] # ethen3 Select All
5] @ Wil Group velimes
1 * Inteiface Error Charts
] & Interiface Traffic Charts Select Al
Interfaces
Select Al
Active
Interfaces

Phan 20.2. Giam sét lvu lvong trén cac cdng giao tiép ctia Router MikroTik.

Giam sat luu luong trén cac cong giao tiép cla Router MikroTik.



Session: | B8:69.F4:8F .DO.5E

BTest Server
Bandwidth Test

Food Ping

IP Scan
MAC Server

& Tools I Netwatch

New Teminal Packet Sniffer

[T} Fing

MetaROUTER Ping Speed

#2 Partition Profile

| 2 Make Supoutrif ~ RoMON

& Manual SMS

@ New WinBox Telnet
Torch

Graphing

Interface Rules | Queve Rules  Resource Rules

+[=]
|Herface £ |Now.ﬁdd'ess |Storeon D| |v

Graphing Settings

Store Every: E

Ditems




Interface Rules |[Jueue Rules Resource Rules

.'|' |:| Graphing Settings

|Ir|terface : |Nlow Address |Store on D| |V

New Interface Graphing Rule

PO ——
Allow Address: [0.0.0.0/0 | | cancel

Store on Disk iy
Copy
Remave
Ditems
Graphing =l E3
Interface Rules |[h}eue Rules Resource Rules
=
||rrterface i |N|ow Address |5tore on D| |v
all 0.0.0.0/0 yes
1item
< C &8 6 Notsecure  192,168.88.1

Traffic and system resource graphing

You have access to 12 interfaces:

therd-master
ner

etherd

etherh
ethert-master
ether?

etherl

etherd
ether1l
bridse

aoffThe |




Phan 20.3. Reset mat khau Password trén Router MikroTik.

/

—:,/ 1

https://wiki.mikrotik.com/wiki/Manual:Reset

Budc 1. Thao ngudn thiét bi.

Budc 2. Nhan va gilt button reset trong vong 5 gidy ngay sau khi gan nguon thiét bi. USER LED
mau xanh 14 s& bat dau chdp lién tuc. Lvu y, néu dé dén LED ngirng nhap nhay roi sau dé mai
nha button reset thi thiét bi s& khdi d6ng sang ché d6 Netinstall mode dé cai d4t lai RouterOS.
Budc 3. Nha button reset dé xda cau hinh.

Phan 20.4. Thiét |ap thoi gian khai déng Router MikroTik.

Internet ~a

i
i

i

i

. i

[Pty o Winkox ___________ I

Network ether1GILSP ether2 B / 1
WAN 192.168.1.1/24 - i

i

i

]

Thiét 1ap thai gian tu dong khai ddng Router MikroTik.

[admin@MikroTik] >
/system scheduler add name="schedulel" start-date=apr/11/2020 start-time=23:59:59
interval=1d

[admin@MikroTik] > /system scheduler print
Flags: X - disabled
# NAME START-DATE START-TIME INTERVAL ON-EVENT RUN-COUNT
0 sche... apr/11/2020 23:59:59 1d 0
[admin@MikroTik] >




[admin@MikroTik] > /system scheduler print detail
Flags: X - disabled

0 name="schedulel" start-date=apr/11/2020 start-time=23:59:59 interval=1d
on-event="" owner="admin" policy=reboot run-count=0 next-run=23:59:59

[admin@MikroTik] >

Yo




g usse |

Start Date: |Apr/11/2020

Start Time: |23:59:59 [#]

Interval: [24:00:00 |
it [NextRun  [OnEw

[ ok |
| Cancel |
Apply
Ouner:| || Comment |

Policy: [ ftp v reboot
[ read [ write:
[policy [ test
[ password [ ] sniff
[[] sensitve [ romon
[ dude

Run Count: [0 |
Mext Run: | |

On Event: »

Session: | 4C:5E:0C:17:F0:3E]

T CAPsMAN
8 Interfaces
3 Wireless
32 Bide
=g PPP uler
18 Mesh [+[=] [2][] [=] [7]
& P P ([ [ame . Interval | Qwner [Run Count [NextRun  [OnEw
77 MPLS [ ||..schedulel  Apr/11/2020 23:58:59 1d 00:00:00 admin 0 Apr/11/2020 ...

« »

+» Dot1X
[T}
#5 Partition
| J Make Supout.rif
& Manual

@ New WinBox

Phan 20.5. Giam sat két ndi Internet va céc thiét bi trén ha ting mang bang tinh ndng Netwatch
trén Router MikroTik va tu déng glri Email khi cé su cb phat sinh.



1

- 1
Google AY 1 i
o AN i !

~ ~ 1
Internet e iy = E
1
Network ether 1NGEEY ether2 !
WAN 1 192.168.1.1/24 | :
~ |
]

Téng quan cac budc thuc hién:
- Budc 1. Cau hinh co ban trén thiét bi Router MikroTik.
- Budc 2. Thiét 1ap tién trinh Ping t&i dia chi IP bat ky & ngoai Internet thdng qua tinh ndng
Netwatch.
- Budc 3. Kiém tra Log su kién trén Router MikroTik.

Céc budc thuce hién chi tiét:
Budc 1. Ciu hinh co ban trén thiét bi Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl
/ip pool add name=PoolLAN ranges=192.168.1.10-192.168.1.100

/ip dhcp-server network add address=192.168.1.0/24 gateway=192.168.1.1 dns-server=8.8.4.4
/ip dhcp-server add name=DHEBSEEV interface=ether2 address-pool=PoolLAN disabled=no

Budc 2. Thiét |ap tién trinh Ping t&i dia chi IP bat ky & ngoai Internet thdng qua tinh ndng
Netwatch.

[admin@MikroTik] >
/tool netwatch add host=8.8.4.4 timeout=ls interval=4s

[admin@MikroTik] > /tool netwatch print
Flags: X - disabled
# HOST TIMEOUT INTERVAL STATUS
0 8.8.4.4 1s 4s up
[admin@MikroTik] >

[admin@MikroTik] > /tool netwatch print detail
Flags: X - disabled
0 host=8.8.4.4 timeout=ls interval=4s since=apr/11/2020 19:36:44 status=up
up-script=:1log error "Wan link is up";
down-script=:log error "Wan link is down";
[admin@MikroTik] >




4 DotlX
= .cp Flood Ping
#5 Partiton Graphi

| 3 Make Supout.if |P Scan

Q@ Vanual MAC Server

@rovwiin [vewasn]

Packet Sniffer

Ghi lai Log néu qua trinh ping 8.8.4.4 thanh cong.
:log error "Wan link is up";



][t | somr sz ne

:log emor "Wan link is up™:

Ghi lai Log néu qué trinh ping 8.8.4.4 khéng thanh cong.
:log error "Wan link is down";
][ s | s s ne

log emor "Wan link is down'":

Budc 2. Thiét Iap tién trinh Ping t&i dia chi IP bat ky & ngoai Internet théng qua tinh nang
Netwatch.



| [admin@MikroTik]> /log print

& Manual
@ New WwinBox

=

Intéret

Session: | 4C:5E:0C:17:F0:3E]

NS e _SMTP

~~~________ M?k‘l'(’/ﬁrk
— ether1 GRS ether2

n Apr/11/2020 15:12:50 system, info nat rule added by admin -
Eﬁ PPP Apr11/2020 15:15:32  memory system, info, account  user admin logged in via local
Apr/11/2020 15:39:33  memory system, info, account  user admin logged out via local
“15 Mesh Apr/11/2020 15:35:51  memory system, info address kst entry removed by admin
5= P I Apr/11/2020 18:56:16  memory system, info new scrpt scheduled by admin
Apr/11/2020 18:56:55  memory system, info, account  user admin logged in via local
<7 MPLS [+ Apr/11/2020 18:57.48  memory system, info, account  user admin logged out via local
55 IPv6 I Apr/11/2020 18:57:55  memory system, info, account  user admin logged in via local
Apr11/2020 15:18:34  memory system, info, account  user admin logged out via local
ﬂ Routing ¥ Apr/11/2020 19:24:16  memory system, info monitoning new host by admin
System I+ ||Apr/11/2020 19:24:53  memory interface, info etherl link down
Apr/11/2020 19:24:53 memory  dhep, info dhep-client on ether! lost P address 172.16.1.169 - lease
& Queves stopped localy
Apr11/2020 152710 memory interface, info etherl link up (speed 1G, full duplex)
Apr11/2020 15:28:07  memory interface, info etherl link down 1
Apr11/2020 15:28:05  memory interface, info etherl link up (speed 1G, full duplex)
Apr11/2020 15:25:15  memory system, info netwatch host modified by admin
Ape11/2020 19:25:19  memory sCript, emor ‘Wan link is down
A Tools r Apr/11/2020 19:31:58 memory  dhep, info dhep-client on ether! got |P address 172.31.0.2
Mew Teminal Ape11/2020 19:34:28  memory sCript, emor ‘Wan link is up
5 Apr/11/2020 19:35:57  memory sCript, emor ‘wian ink is down
#iv Dotlx Aprs 020 19:36:04 memory sCript, emor ‘Wan link is up
El LCD 020 19:36:17  memory sCript, emor ‘wian ink is down
B . 020 19:36:25  memory scnpt, emor ‘wan ink is up
"' Baiiiog /1172020 19:36:37  memory sCript, emor ‘wian ink is down
|_; Make Supoutnf || Ape/11/2020 19:36:44  memory sCript, emor ‘Wan link is up =

WAN 1 192.168.1.1/24

4 Network

Téng quan céc budc thuc hién:
- Budc 1. Cau hinh co ban trén Router MikroTik.
- Budc 2. Thiét 14p tinh nang gtti Email trén Router MikroTik.
- Budc 3. Thiét 14p tinh ndng Netwatch gidm sat hé théng Server va tu ddng giti email néu
c6 su cb phat sinh.
- Budc 4. Thiét 1ap Logging Rule tu dong glti email khi cé sy cb lién quan dén tinh nang
Netwatch phat sinh.

Chi tiét cac budc thuc hién:
Budc 1. Ciu hinh co ban trén thiét bi Router MikroTik.

[admin@MikroTik]>
/ip address add address=172.31.0.254/24 interface=ether3
/ip address add address=192.168.1.1/24 interface=ether2




/ip dhcp-client add interface=etherl disabled=no add-default-route=yes
/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl
/ip pool add name=PoolLAN ranges=192.168.1.10-192.168.1.100

/ip dhcp-server network add address=192.168.1.0/24 gateway=192.168.1.1 dns-server=8.8.4.4
/ip dhcp-server add name=_ interface=ether2 address-pool=PoolLAN disabled=no

Budc 2. Thiét |ap tinh nang glri Email trén Router MikroTik.

[admin@MikroTik]>
/tool e-mail set address=74.125.141.108 port=587 start-tls=yes from=bquocky@gmail.com
user=bquocky@gmail.com password=123456

[admin@MikroTik] > /tool e-mail print
address: 74.125.141.108
port: 587
start-tls: yes
from: bquocky@gmail.com
user: bquocky@gmail.com
password: 123456
last-status: succeeded
[admin@MikroTik] >

SafeMode | Sesson[4C5E0C17FO3E e

| J Make Supout.rif
& Manual
@ New WinBox

Gmail Server: 74.125.141.108
Port: 587



mailto:from=bquocky@gmail.com
mailto:user=bquocky@gmail.com

S Nods | _Session 4CHEDG 703

Thiét 1ap trén Gmail cho phép Router MikroTik giti Email tdi.
https://myaccount.google.com/lesssecureapps

i

G 0

v &

oo
oo

Privacy Policy -

& Less secure app access

Some apps and devices use less secure sign-in technology, which makes your account vulnerable. You
can turn off access for these apps, which we recommend, or turn it on if you want to use them despite
the risks. Google will automatically turn this setting OFF if it's not being used. Learn more

Allow less secure apps: ON E

Terms of Service - Help

o G Less secure app access X + = — | X
< - C BB @ myaccountgoogle.com/lesssecureapps Beg >0 @ 4 =
Google Account : o

Tién hanh gt Email t&r Router MikroTik.




(][] [ sofe Mode | - sessionacsEOCT7F03E -

Subject: |MikroTik: Send from Router MikroTik |

&n Email send from Router A
MikraTik!




0 G Less secure app access X M inbox (1) - bquocky@gma: X =+ ~ — O X

< C BB @ mail.google.com/mail/u/0/#inbox g >0 & & =

= M Gmail Q, Search mail - ®@ = o

g
(~ Oo- ¢ o

I— Compose
) ~ Important 1-50 of 363

[J Inbox 1

me MikroTik: Send from Router Mikro... 5:03 PM
Q W%  Starred
> - 0O X

o

G Less secure app access % M MikroTik: Send from Route X = +

< C BB 8 mail.google.com/mail/u/0/#inbox/FMfcgxwHMjvMLjdTtRXQfFdTzNDDHph B @ > O | @ L =

i O

= M Gmail Q| searchmail -~ @ i o

QI_C ¢« 0 06 § & 0 B ® : 1ot < > £
ompose
o L nbox MikroTik: Send from Router MikroTik = nbox &5 2
Q *  Stared bquocky@gmail.com 503 PM (1 minute age) Y 4=

© snoozed fome ~
> » Important An Email send from Router MikroTik!

> Sent
88

. Drafts 4. Reply m» Forward
... ~ B Categories

&% Social

Budc 3. Thiét |1ap tinh ndng Netwatch gidm sat hé théng Server va tu déng glti email néu cé su cb
phat sinh.

172.31.0.1 | |172.31.0.2

~
o
N
N
w
N
f =Y
=
i
(=)
(]
@
Tl
@)
———————

- N ether3
~
Internet ""'En-nzt-__-.-_ =)

Network ether2

— ether1GELE
\ g/ WAN 192.168.1.1/24

Jtool netwatch add host=172.31.0.1 timeout=1s interval=4s
Jtool netwatch add host=172.31.0.2 timeout=1s interval=4s

i




Thiét 1ap tinh ndng Netwatch trén Router MikroTik gidm sat cac Server.

[admin@MikroTik] >
/tool netwatch add host=172.31.0.1 interval=4s timeout=ls
/tool netwatch add host=172.31.0.2 interval=4s timeout=ls

[admin@MikroTik] > /tool netwatch print
Flags: X - disabled

# HOST TIMEOUT INTERVAL STATUS
0 172.31.0.1 1s 4s down
1 172.31.0.2 1s 4s down

[admin@MikroTik] >

[admin@MikroTik] > /tool netwatch print detail

Flags: X - disabled

0 host=172.31.0.1 timeout=1ls interval=4s since=apr/13/2020 17:19:17 status=down
up-script=:log error "Serverl is up";
down-script=:1log error "Serverl is down";

1 host=172.31.0.2 timeout=1ls interval=4s since=apr/13/2020 17:19:48 status=down
up-script=:log error "Server2 is up";
down-script=:1log error "Server2 is down";

[admin@MikroTik] >

S Mode | Sexson [ICHEC77038 "

% 172.31.01 -00: Apr/13/2020 171917

- No&i dung Tab Up.

:log error "Serverl is up";
/tool e-mail send to="bquocky@gmail.com" subject="$[/system identity get name] Serverl is up
$[/system clock get time]"



mailto:bquocky@gmail.com

:log error "Server2 is up";
/tool e-mail send to="bquocky@gmail.com" subject="$[/system identity get name] Server2 is up
$[/system clock get time]"

- NO&i dung Tab Down.

:log error "Serverl is down";
/tool e-mail send to="bquocky@gmail.com" subject="$[/system identity get name] Serverl is down
$[/system clock get time]"

:log error "Server2 is down";
/tool e-mail send to="bquocky@gmail.com" subject="$[/system identity get name] Server2 is down
$[/system clock get time]"

Safe Mode | Session:| 4CSEC:17.F03E (15




¢u| [ SafeMode | Session:[4C:5E.0C:17:F0:3E I

@ 17231.02| Host Up D°m|

|Tlneout(... |Sta1m
b




| Interval

[ Timeout (... [Status

| 3 Make Supout.if
& Manual
@ New WinBox

Apr/13/2020 17:44:25
Apr/13/2020 17:44:33
Apr/13/2020 17:44:37

Apr/13/2020 17:46:11
Apr/13/2020 17:46:14

changed email settings by admin
Serverlis up

sent <MikroTik Server1 is up 17:44:
to bquocky@gmail.com

Server] is down

sent <MikroTik Server1 is down
17:46:11> to bguocky@gmai.com




0 S Less secure app access * | M inbox (2) - bquocky@gma X | + ~ =

th

< (G @ mail.google.com/mail/u/0/#inbox 69 > Q ok,

] = l W I Gmail Q, Ssearchma v @ HH
© o- ¢ &
I— Compose
) ~ Important 1-50 of 365
[J Inbox 2
%  Starred me MikroTik Server1 is down 17:46:11 5:46 PM
arre
Q
© Ssnoozed me MikroTik Server1 is up 17:44:33 5:44 PM
L
0 3 Less secure app access ® | M MikroTik Serverl isdown 1 X+ ~ = (] X
< C BB @ mail.google.com/mail/u/0/#inbox/FMfcgxwHMjvMLmBDMKQgFHALMFAFV B @ B Q L =

i O

= MM Gmail Q  searchma NG : )

([~ Fc < g 0 8 = © D ® Tof365 ¢ > £¥
ompose
2 O Inbox : MikroTik Server1is down 17:46:11 Inbox x &
Q % Starred bquocky@gmail.com 5:46 PM (1 minute ago) Yy 4
© snoozed fome ~
> ®» Important
> Sent
88 . Drafts & Reply ®» Forward

~ B Categories

&% Social

Budc 4. Thiét |1ap Logging Rule tu ddng glti email khi cé su c6 lién quan dén tinh ndng Netwatch
phat sinh.

[admin@MikroTik]>
/system logging action add name="Email" target=email email-to="bquocky@gmail.com" email-start-
tls=no

[admin@MikroTik] > /system logging action print
Flags: * - default
0 * name="memory" target=memory memory-lines=1000 memory-stop-on-full=no

1 * name="disk" target=disk disk-file-name="log" disk-lines-per-file=1000
disk-file-count=2 disk-stop-on-full=no

2 * name="echo" target=echo remember=yes

3 * name="remote" target=remote remote=0.0.0.0 remote-port=514
src-address=0.0.0.0 bsd-syslog=no syslog-time-format=bsd-syslog




syslog-facility=daemon syslog-severity=auto

4 name="Email" target=email email-to="bquocky@gmail.com" email-start-tls=no
[admin@MikroTik] >

[admin@MikroTik]>
/system logging add topics=script action=Email

[admin@MikroTik] > /system logging print
Flags: X - disabled, I - invalid, * - default

# TOPICS ACTION PREFIX
0 * info memory

1 * error memory

2 * warning memory

3 * critical echo

4 script Email

[admin@MikroTik] >

[admin@MikroTik] > /system logging print detail
Flags: X - disabled, I - invalid, * - default

0 * topics=info prefix="" action=memory

1 * topics=error prefix="" action=memory

2 * topics=warning prefix="" action=memory
3 * topics=critical prefix="" action=echo
4 topics=script prefix="" action=Email

[admin@MikroTik] >

Mame: OK
Type: |emal |i| Cancel

Emai: [bavocky@gmacom | L A0PY

[] Start TLS

| 3 Make Supout.if
& Manual
@ New WinBox




(0[] [ safe Mode | Session:[aC:5E0CT7F03E] e

4% Dot1X

= .cp

#5 Partiton

| 4 Make Supout.if
& Manual

@ New WinBox

Safe Mode | Session: [4CSE0C:17F03E (15




(][ cx] [[safe Mode | ~Sesson{acsE0CT7FO3E] -

| J Make Supout.if
& Manual
@ New \winBox




©1723102| Host Up DUW"|

)

=] [v]lx]

Host “[Interval  [Timeout (.. [Status  [Since I=]

# 1723102 00:00:04 1000 down Apr/13/2020 1?:32:15&
down | Api/13/2020 18:03:15




| [ SafeMode | Session:[4C5EOC.17-FO3E i

[Timeout (. [Status  [Since I=]
1723102 00: 1000 down Apr/13/2020 173215
_i

bquecky@gmail.com
Apr/13/2020 18:03:15 Server1 is down
Apr/13/2020 18:03:15 , sent <script.emor Server] is downs
bauocky@gmai.com
Apr/13/2020 18:04:26 Serverl iz up
Apr/13/2020 18:04:31 i sent <script,emor Serverl is up> to
bquecky@gmail.com




O G Less secure app access X M Inbox (5) - bquocky@gmai X | + ~ — m] X
< 88 @ mail.google.com/mail/u/0/#inbox B e >0 @ S =
0 = I bt I Gmail Q, search mail = ® o
(~] ao- c¢ o)
I— Compose
(L] ~  Important 1-50 of 369
] Inbox 5
me script,error Server1 is up 6:04 PM
Y Starred
@ Ssnoozed me script,error Server1 is down 6:03 PM
» Important me script,error Server1 is up 6:02 PM
> Sent i i
o8 me script,error Server1 is down 6:02 PM
B Drafts
me MikroTik Server1 is down 17:46:11 5:46 PM
~ B Categories
2% Social me MikroTik Server1 is up 17:44:33 5:44 PM

Phan 20.7. Tinh nang gidm sat va phan tich lvu lwong Torch trén Router MikroTik.
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i
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lI“nterne't‘ .r| = i
etwor : Rout
-y E ether1 GG ether2 i
1
1
1
1

— WAN | 192.168.1.1/24

Téng quan céc budc thuc hién:
- Budc 1. Ciu hinh co ban trén thiét bj Router MikroTik.
- Buwdc 2. Kich hoat tinh nang Torch trén Router MikroTik.

Céc budc thuce hién chi tiét:
Budc 1. Ciu hinh co ban trén thiét bi Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl
/ip pool add name=PoolLAN ranges=192.168.1.10-192.168.1.100

/ip dhcp-server network add address=192.168.1.0/24 gateway=192.168.1.1 dns-server=8.8.4.4
/ip dhcp-server add name=_ interface=ether2 address-pool=PoolLAN disabled=no

Budc 2. Kich hoat tinh ndng Torch trén Router MikroTik.
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Ping Speed
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RoMON
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Phan 20.8. Thiét

Internet
-~ Network . ether1 QLG ether2
‘ WAN 1 192.168.1.1/24
‘\,, 4/

|ap tinh n&ng Traffic Monitor canh bdo khi téc d& Download vuot qua S5M.

Téng quan céc budc thuc hién:
- Budc 1. Ciu hinh co ban trén thiét bi Router MikroTik.
- Budc 2. Kich hoat tinh nang Traffic Monitor trén Router MikroTik.
- Buwdc 3. Khao sat tinh ndng Traffic Monitor trén Router MikroTik.

Cac buéc thuc hi

én chi tiét:

Budc 1. Ciu hinh co ban trén thiét bi Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat

add chain=srcnat action=masquerade out-interface=etherl

/ip pool add name=PoolLAN ranges=192.168.1.10-192.168.1.100




/ip dhcp-server network add address=192.168.1.0/24 gateway=192.168.1.1 dns-server=8.8.4.4
/ip dhcp-server add name=_ interface=ether2 address-pool=PoolLAN disabled=no

Budc 2. Kich hoat tinh nang Traffic Monitor trén Router MikroTik.

[admin@MikroTik]>
/tool traffic-monitor add name="DownloadTrafficeMonitor" interface=etherl traffic=received
trigger=above threshold=5000000

[admin@MikroTik] > /tool traffic-monitor print

Flags: X - disabled, I - invalid

# NAME INTERFACE TRAFFIC TRIGGER THRESHOLD ON-EVENT

0 DownloadTra... etherl received above 5000000 :log error "Do...
[admin@MikroTik] >

[admin@MikroTik] > /tool traffic-monitor print detail

Flags: X - disabled, I - invalid

0 name="DownloadTrafficeMonitor" interface=etherl traffic=received trigger=above
threshold=5000000 on-event=:log error "Download is reach 5M";

[admin@MikroTik] >
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:log error "Download is reach 5M";
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@ J7]
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[l fitter rule removed by admin
layer 7 protecol remeved by admin
traffic monitor added by admin

Apr/14/2020 13:55:59

Phan 20.9. Giam sat va thdng ké lvu lvong Download trén Router MikroTik bang cong cu
Graphing.

Internet ) MRl
Networ ether1QUEY ether2
WAN : 192.168.1.1/24
i
1

Tdng quan céc budc thuc hién:
- Budc 1. Ciu hinh co ban trén thiét bi Router MikroTik.
- Budc 2. Binh nghia danh sach cac Interface s& gidm sat lvu lvong bang tinh nang
Graphing trén Router MikroTik.
- Budc 3. Tién hanh gidm sat luu luvong trén cac cng giao tiép bang tinh n3ng Graphing
trén Router MikroTik.
- Budc 4. Thiét 1ap dia chi IP ndo dugc phép xem thdng ké luu lwong trén Router MikroTik.

Céc budc thuc hién chi tiét:
Budc 1. Cau hinh co ban trén thiét bj Router MikroTik.

[admin@MikroTik]>
/ip address add address=192.168.1.1/24 interface=ether2
/ip dhcp-client add interface=etherl disabled=no add-default-route=yes

/ip firewall nat add chain=srcnat action=masquerade out-interface=etherl




/ip pool add name=PoolLAN ranges=192.168.1.10-192.168.1.100
/ip dhcp-server network add address=192.168.1.0/24 gateway=192.168.1.1 dns-server=8.8.4.4
/ip dhcp-server add name=_ interface=ether2 address-pool=PoolLAN disabled=no

Budc 2. Dinh nghta danh sach cac Interface s& gidm sat lvu lugng bang tinh ndng Graphing trén
Router MikroTik.

[admin@MikroTik]>
/tool graphing interface add interface=all allow-address=192.168.1.100/32 store-on-disk=yes

[admin@MikroTik] > /tool graphing interface print

Flags: X - disabled

# INTERFACE ALLOW-ADDRESS STORE-ON-DISK
0 all 192.168.1.100/32 yes
[admin@MikroTik] >

[admin@MikroTik] > /tool graphing interface print detail

Flags: X - disabled

0 interface=all allow-address=192.168.1.100/32 store-on-disk=yes
[admin@MikroTik] >

[admin@MikroTik] > /tool graphing print
store-every: 5min
page-refresh: 300
[admin@MikroTik] >

[admin@MikroTik] >
/tool graphing set store-every=5min page-refresh=300
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Budc 3. Tién hanh giam sat luu lwong trén cac cdng giao tiép bang tinh ndng Graphing trén
Router MikroTik.
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Budc 4. Thiét |1ap dia chi IP nao duoc phép xem théng ké lvu luong trén Router MikroTik.
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May tinh khéng cé dia chi IP 13 192.168.1.100 s& khdng thé xem duoc théng ké luu lwong trén

Router MikroTik.
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Lien két tham khao:

Lién k&t tham khao y nghta cac Route Flags:
https://wiki.mikrotik.com/wiki/Manual:IP/Route

https://wiki.mikrotik.com/wiki/Manual:Interface/Ethernet

Chan Face & Youtube:
https://wiki.mikrotik.com/wiki/Tips and Tricks for Beginners and Experienced Users

of RouterOS

MikroTik 101: QoS — How to prioritise your network traffic!:
https://www.miro.co.za/mikrotik-101-qos-prioritise-network-traffic/

Manual:TOC: https://wiki.mikrotik.com/wiki/Manual:TOC
IRONWIFI CONSOLE SETUP: https://www.ironwifi.com/mikrotik/
MikroTik Firewall Basic Concept: https://systemzone.net/mikrotik-firewall-basic-concept/
Main Page: https://wiki.mikrotik.com/wiki/Main Page
MikroTik Hotspot Tutorial - Complete Edition:
https://www.youtube.com/watch?v=gwQsP0Gqde0
AP| MikroTik:

o Manual:API: https://wiki.mikrotik.com/wiki/Manual:API

o APl command notes: https://wiki.mikrotik.com/wiki/API command notes
[Mikrotik] Gidi thiéu va cai dat hotspot: https://viblo.asia/p/mikrotik-gioi-thieu-va-cai-
dat-hotspot-WEMkBpzxGQK
Hudng dan ciu hinh hotspot trén thiét bi Mikrotik: http://vntik.com/huong-dan-cau-hinh-
hotspot-tren-mikrotik/
Install MikroTik RouterQS on PC: https://systemzone.net/install-mikrotik-os-on-pc/
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