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BAlI1l. CACLENH CLIVA MOQT SO THAO TAC THUONG DUNG

- Batromon: tool romon set enabled=yes
- bat tén cho router: system identity set name=CoreRouter
- Indiachi IP: ip add print

- Cho phép nhan DHCP: ip dhcp-client add interface=etherl disable=no

- Setdiachi IP: ip address add address=192.168.10.1/24
interface=etherl

- Trich xuét file script: export file=myconfig

- Cap nhat firmware: IP >> Package >> Check For Updates
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BAI 2. PIA CHI IP VA MOQT SO CAI PAT CO BAN
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BAI3. PIEUHUONG MANG LAN RA WAN TUY Y

1. M6 hinh mang:

2. Thuc hanh:
2.1. Cach 1: sir dung phwong phap danh sach Address List

- Buwéc 1: Vao IP >> Firewall, tai tab Address Lists bAm dau + dé bat dau thém
danh sach dia chi méi.
o Name: dat tén cho danh sach.

o Address: c6 thé 1a 1 dia chi IP, mot doan, hoic mot 16p mang.

MNew Firewall Address List =] E3

Name: | X * O
Address: |192.168.10.0/24] Cancel
Timeout: hd

Ppply
Creation Time: | May/30/2021 11:03:47

Disable

Comment
Copy

Remove

enabled

Hinh 3.1. Cta s6 tao Address List

Sau khi tao xong, tab Address List c6 dang nhu sau:

Firewall =E
Fiter Fules MNAT Mangle Raw Service Pots  Connections Address Lists | Layer7 Protocols
e |=| v % O |T ENE:
Mame Address Timeout Creation Time A
P @X 152.168.10.0/24 May,/30/2021 11:.. :
ey 152.168.20.0/24 May./ 30,2021 11:...

2items (1 selected)

Hinh 3.2. Tab address list sau khi tao xong danh sach dia chi.
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- Buwéc 2: van trong ctra s6 Firewall, vao tab Mangle, bam dau + dé thém luat
Mangle mai.

- Bwéc 3: tai man hinh New Mangle Rule, tab General, muc Chain: chon
prerouting. Ta con c6 thé dinh tuyén cho dich vu mang bang cach chon muc

Protocol va chon Dst. Port la port dich vu twong ng.

New Mangle Rule = E3
Gereral | Advanced Exra Action Statistics
I Chain: I|:|rer\:|uting [ II| Cancel
. ] . Src. Address: | =" Apply
Méu dinh tuyén Dst. Address: -
dich vu thi muc :
Protocol chon: tcp Protocal: <
- .
Dst. Port: hd
|
Any. Port: -
In. Interface: hd
Muc Dst. Port: Out Interface: + | | Reset All Counters
chon port dich vu
In. Interface List:

twong rng (vi du:

80, 443, ) Out. Interface List:

Packet Mark:
Connection Mark:
Routing Mark :
Routing Table:

44

Connection Type:

4

Connection State:
Connection NAT State: hd

enabled

Hinh 3.3. Tab general cua New Mangle Rule

- Buwdrc 4: trong tab Advanced, muc Src. Address List: chon tén ctia danh sach dia

chi da tao ¢ budc 1.

New Mangle Rule =B
General Advanced | Extra  Action  Statistics OK
e m—Or
Dst. Address List: | | Apply
L7t -
Cortert -
Connection Bytes - Copy
Connection Rate: v
Per Connection Classifier: 4 Fesct Counters
Src. MAC Address: hd
Reset All Courters
Cut. Bridge Port =
In. Bridge Port: hd
In. Bridge Port List:
Qutt. Bridge Port List:
IPsec Policy:
TLS Host:
Ingress Priority:
Priority: e
DSCP (TOS): =
enabled

Hinh 3.4. Tab advanced cia New Mangle Rule

- Bwéc 5: trong tab Action,
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o Muc Action: chon mark routing.
o Muc New Routing Mark: danh ddu dudng di ra WAN mong mudn (dat tén
la “DiRaWan1”)

o Check vao 6 Passthrough

Mangle Rule <=

General  Advanced Bdra Action | Statistics
Action: ¥ Cancel

ply

=]
)

*

&

Log
Log Prefix:

4

Disable
MNew Routing Mark: |DiRaWan1 Comment

| Passthrough

)
o

Remove
Rleset Counters

Reset All Counters

enabled

Hinh 3.5. Tab action cua cira s6 Mangle Rule

- Bwéc 6: vao IP >> Route, bam kép vao dudng WAN mong mudn cho danh séach

danh dau di ra, chon copy.

Route List [=1 E3
Routes | Nexthops Rules VRF
|| = =) | T all ¥
Dst. Address Gateway Distance | Routing Mark  |Pref. Source hd
5 = £ ethe & 1 DiRaWan1
92.168.122.1 reachable etherS-pppoeou 1
152.168.1.1 reachable ether10ppy 1
168.1.0/24  ether10-pppoeolt? reachable 0 192.168.1.83
DAC P 192.168.10.0/... vlan-10reachable 0 192.168.10.1
DAC B 192.168.20.0¢... vlan-20 reachable 0 192.168.20.1
DAC | 192.168.122.0... ether3pppoeout1 reachable 0 152.168.122.65

7items (1 selected)

Hinh 3.6. Cira sd Route List

- Bwéc 7: trong cira s6 New Route,

o Check Gateway: chon muc ping

Tac gia: thanhleetech@gmail.com 8
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o Routing Mark: chon dudng danh dau da dat tén o budc 5 (DiRawan1)

New Route

S~
Dst. Address: [0.0.0.0/0 |
Gateway: |192.168.122.1 =] | ¥ Apply
ICheck Gateway: ping | [#] ~ | Disable |
Type: |unicast =]
Distance: |‘I | - Copy
Scope: 30 | | Remove |

Target Scope: |‘ID |

Routing Mark: || 3| -
= =

enabled | |

Hinh 3.7. Man hinh New Route
2.2. Cach 2: sir dung phwong phap In. Interface

Trong cira s6 New Mangle Rule, tab General,
o Muc Chain: chon prerouting
o Muc In. Interface: chon interface mong muén.

Mew Manale Rule

General | Advanced Extra Action Statistics
. |
Src. Address: | | - Aoply
Dst. Address: | | -
. v
oo -
Dst. Part: | | = -
Any. Port: | | = __emo\re
In. Interface: [] [vlan-10 [#] =
o -
In. Interface List: | | -
Out. Interface List: | | -
Packet Mark: | |
Connection Mark: | | -
Fouting Mark: | | -
>
enabled

Hinh 3.8. Sir dung In. Interface dé diéu hudng mang lan

Tac gia: thanhleetech@gmail.com
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BAI 4. VLAN VA TRUNKING
1. M6 hinh mang:

port 3: vlan 10
Cloud1 port 4: vlan 20

Mikrotik6-48.2-2
Mikrotik6-48.2-1 e

VLAM 10: 192.168.10.0/24
VLAM 20: 192.168.20.0/24

Hinh 4.1. M6 hinh mang vlan va trunking trén mikrotik
2. Thuc hanh:

2.1. Trén Router:

Buéc 1: Vao Bridge, tao bridge-vilan

Bridge = E3
Bridge | Ports Port Extensions  VLAMs MSTls  Port M5T Ovemides  Fiters NAT  Hosts  MDB
& = || | Settings
MName Type L2 MTU |Tx Fox TuPzr
R & bridge-vlan Bridge (5535 6.1 kbps Obps
. »
1item out of 13

Hinh 4.2. Tao bridge-vlan

Buwéc 2: Trong curs so Bridge, vao tab Ports, thém port ether 1 1am port trunk vao

bridge-vlan.

Tac gia: thanhleetech@gmail.com 10
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Bridge = E3
Bridge Ports | Port Edtensions  WLANs MSTls = Port MST Ovemides  Fiters  MNAT  Hosts  MDB
[#][=]
# | |inteface | Bridge |Horizon | Trusted | Priority th... |Path Cost |Role R~
0 & etherl bridge-vlan no a0 10 root port
*| [
1item

Hinh 4.3. Thém port etherl [am port trunk vao bridge-vlan

- Buwoc 3: Vao Interfaces >> VLAN, tao ra cdc VLAN va gan cac VLAN nay vao

Interface bridge-vlan da tao ¢ budc 1.

o Name: nhap tén dai dién vlan

o VLAN ID: nhap sé ID cua vlan

(@)

Interface: bridge-vlan

Interface <vlan-10=

General | Loop Protect  Status ~ Traffic

[] Use Service Tag

MName: | Cancel
Type: |‘u’LAN | ‘ Apply ‘
MTLI: | 1500 |
Actual MTU: [1500 |
L2 MTU: |65531 |
MAC Address: |0C:58:C4:62:30:00 | Copy
ARP: [enabled [#] \ Remove \
ARP Timeout: | |- Torch
VLAN ID: 10 |
Interface: |bridge-vian [#]

enabled

|n.|nr1ing

Hinh 4.4. Tao ra cac vlan va gan vao Interface bridge-vlan

Tac gia: thanhleetech@gmail.com
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Buwéc 4: Vao IP >> Address, gan dia chi IP cho cac VLAN vira tao.

o Address: dia chi ip cia vlan
o Network: 16p mang

o Interface: chon vlan

Address <192.168.10.1/24>

Address: IErREERINE
Network: [ 192.168.10.0 | - Cancel
Interface: |vlan-10 K2 Apply
Disable
Comment
Copy
Remaove
enabled

Hinh 4.5. Gan dia chi IP cho VLAN

Hinh 4.6. Tao dia chi ip cta vlan va gan vao interface vlan twong (ng.

Buwéc 5: Vao IP >> DHCP Server, bAm vao nit DHCP Setup, lan luot tao DHCP

Server cip dia chi IP cho cac vlan.

DHCP Server

DHCP | Metworks Leases Options  Option Setz | Vendor Classes | Alertz

][] ) 7 [ovcrcat | o s |
|Name & ||rrterface |Hela'_.f |Lease Time |Address Fool |P~dd AF{...l |"'
dhep vlan-10 00:10:00 dhep_pooll no
dhcp? vlan-20 00:10:00 dhcp_poal no

2 items

Hinh 4.7. Tao DHCP Server cap dia chi IP cho céc vlan
Tac gia: thanhleetech@gmail.com 12
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2.2. Trén Switch:

- Bwérc 1: Vao Bridge, tao bridge-sw.

Bridge = E3
Bridge | Ports  Port Edensions  V0LAMs MSTls  Port MST Overmides = Fiters MAT  Hosts MDB
#][=] [#][]
|Name /| Type [L2MTU [T« | R |TxPav
R & bridge-sw Bridge 65535 0bps 0bps
*| [»
1 item out of 11

Hinh 4.8. Tao bridge-sw

- Buwdc 2: Bam kép vao bridge-sw vira tao, vao tab VLAN, check vao 6 “VLAN

Filtering”. Cac muc con lai dé mac dinh.

Interface <bridge-sw:

General | STP VLAN |5tatus Traffic

VLAM Fittering Cancel
EtherType: (<8100 |#] | Apply ‘
PVID: [1 |
Frame Types: |adm'rt al || ¥ |
[ Ingress Filtering
Tarch

enabled |n.|nnir|g |

Hinh 4.9. Check vao 6 “VLAN Filtering”

Tac gia: thanhleetech@gmail.com
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- Bwéc 3: Trong cira s6 Bridge, vao tab Ports, thém vao cac port cd lién quan dén
VLAN, ké ca port etherl Ia port trunk

Bridge = E3
Bridge Ports | Port Extensions WLANs MSTls  Port MST Ovemides  Filters = MAT  Hosts  MDB
L =T
H Interface Bridge Harizon |Trusted |Priorty (h... |Path Cost | Role R
0 & etherl bridge-sw na 80 10 designated port
1 & etherd bridge-sw no a0 10 designated port
2 & etherd bridge-sw no a0 10 designated port
. »
Jitems

Hinh 4.10. Thém céc port c¢6 lién quan dén vlan
- Budéc 4: Van trong tab Ports, gan vlan vao port bang cach bam kép vao tung port.
Déi vai port ether 1 1a port trunk, tai tab VLAN cua port nay, ta ¢é mic dinh va

khong chinh sura.

Bridge Port <ether1=

General STP VLAN | Status OK
PWID: Cancel
Apply

Ll

Frame Types: |admit all

Imgress Fittering —
izable

Tag Stacking
Commert

Coj

Remove

enabled

Hinh 4.11. Port trunk etherl, trong tab VLAN dé mic dinh.
- Bwéc 5: VAn trong tab Ports, tiép tuc bdm kép vao cac port con lai, vao tab VLAN

cua port do:

Tac gia: thanhleetech@gmail.com 14
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o Muc PVID: gan vlan tuong tng.

o Muc Frame Types: chon admit only untagged and priority tagged.

o Check vao 6 Ingress Filtering

- Bwéc 6: Trong cira s6 Bridge, vao tab VLANS,

(@)

@)

Bridge Port <etherd:>

General STP  VLAN | Status

PVID: (10
Frame Types: |admit only untagged and priority tagged
| Ingress Fittering

Tag Stacking

enabled

4]
Cancel

Apply

II

Dizable
Comment
Coy

Remove

Hinh 4.12. C4u hinh cho port access (port giai ma vlan)

Bridge: bridge-sw
VLAN IDs: nhap vao ID cua vlan
Tagged: port lam port trunk

Untagged: port giai m& vlan

Bridge VLAN <10

ether 1 la port Bridge:
trunk VLAN IDs: [10
Tagged: |[etherl ¥
ptagged: (etherd ¥
ether 3 la port
ument Tagged: |etherl

Current Untagged: |ether3

access, gial ma
vian 10 /

enabled

Ar Ap Ap |#

oK

Cancel

Apply

Dizable
Comment
Col

Remove

Hinh 4.13. C4u hinh cho vlan di qua port trunk va port access

Tiép tuc thuc hién véi cac vlan con lai. Sau khi 1am xong ta c6 bang VLANs nhu sau:

Tac gia: tha

nhleetech@gmail.com
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Bridge =] E3
Bridge Ports Port Extensions VLAMs | M5Tls  Port MST Ovemides = Fiters MAT  Hosts  MDB
#][=] [][x]
Bridge 'WLAN IDs |Current Tagged * | Cument Untagged v
bridge-sw 10 etherl etherd
bridge-sw 20 etherl etherd
D' bridge-sw 1 bridge-sw, etherl
.| [w
3 items

Hinh 4.14. Bang VLANS

Tac gia: thanhleetech@gmail.com
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3. Kiém tra:
Trén Pc1, vao web console g& Iénh ip dhcp, néu nhan dugc ip thi thanh cong.

GNS3 console

elcome to Virtual PC Simmlator, wersion 0.8.1

Dedicated to Daling.

Build time: Apr 10 2019 16:35:00

Copyright (c) 2007-2015, Paul Meng (mirnshi@omail.com)
k1] rights reserved.

PCS is free software, distributed under the terms of the "BSD™ licence.

ource code and license can be found at vpcs.sfi.net.
For more information, please visit wiki.freecode.com.cn.

Press "?' to get help.

ecuting the startup file

JBA TP 192.168.10.254/24 GW 192.168.10.1

C1> []

Hinh 4.15. Kiém tra trén Pc1

Trong Core Router, cira s6 DHCP Server tai tab Leases, s& thay c6 IP cap cho PC1.

DHCP Server [=] E3

DHCP | Metworks Leases | Options  Option Sets | Vendor Classes  Alerts
& | | Check Status
Address MALC Address Client 1D Server Active Address | Active MAC Addre.. |4+
D 15216810254 00:50:79:66:68:00 1.0:50.79:66:68:.0 dhcpl 152.163.10.254 00:50:79:66:68:00 PC1
D 152168.20.254 00:50:79:66:68:01 1:0:50:75:66:68:1 dhcp2 152 168.20.254 00:50:75:66:68:01 PC2
. »
2items

Hinh 4.16. IP c4p cho Pcl

Tac gia: thanhleetech@gmail.com
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BAI5. LINK AGGREGATION CONTROL PROTOCOL 802.3ad

1. Ly thuyét:

Khi ma dir liéu truyén tai qua I16n dén ndi duong truyén khong dap tng duoc thi thay vi
ta phai nang cap hay mua thiét bi maéi thi ta s& nghi t6i viéc mé thém nhiéu két ndi day
giita cac Switch dé can bang tai dir lieu.

Vi du: Ta c6 hai Switch dang két ndi véi nhau bang cong Fast Ethernet 100 Mbit trong
khi cac PC Host két ndi Switch thi dung cong Fast véi bang thong 1000 Mbit. Hién
nhién khi ma PC muén truyén tai mot lwong 16n dix liéu hon 100 Mbit di thi tai Switch
s€ xay ra hién tugng nghén Traffic, cac goi tin trong hang dgi khi qua ngudng Cache thi

sé bi Drop bo.

LACP (Link Aggregation Control Protocol): 12 giao thirc cau hinh EtherChannel chuan
qudc té IEEE 802.3ad va c6 thé dung dugc cho hau hét céc thiét bi thudc cac hang khéc
nhau, LACP hd tro ghép tbi da 16 Link vat ly thanh mot Link luan ly (8 Port Active — 8

Port Passive).
LACP c6 3 ché do:

- On: Ché @6 cau hinh EtherChannel tinh, ché d nay thuong khong duoc ding vi
cac Switch cau hinh EtherChannel c6 thé hoat dong duoc va ciing c6 thé khong
hoat dong dugc vi cac Switch duoc cau hinh bing tay phuc thudc vao con ngudi
nén hoan toan khong c6 budc thuong luong trao doi chinh séch gitra bén dan dén
kha nang Loop cao va bi STP Block.

- Active: Ché do ty dong — Tu dong thuong luong véi ddi tac

- Passive: Ché do bi dong — Cho dugc thuong lugng

Tac gia: thanhleetech@gmail.com 18
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2. M6 hinh mang:

port 1+2 = bonding
port 3 =vlan 10

port 1+2 = bonding port 4 = vlan 20

Mikrotiks-48.2-1

Py

Mikrotike-48.2-2

T

Hinh 5.1. Md hinh mang két hop bonding va vlan trunking trén mikrotik
3. Thuc hanh:
3.1. Trén Router
- Bwoc 1: Vao Interfaces >> Bonding, tao bonding-router, thém port etherl va
ether 2 vao bonding-router.
o Slaves: etherl va ether 2
o Mode: 802.3ad

o Transmit Hash Policy: layer 2 and 3

Tac gia: thanhleetech@gmail.com 19
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Mew Interface

General  Bonding | Status | Traffc
Slaves: |ethert | %| = Cancel
ether? [+] & Poply |
T —C || ———
= Il' — Dizable
Primary: |none ]
Link Monitoring: | mii %]
Tranamit Hash Polcy: TP = | | |
Min. Lirks: |0 " Remove
Down Delay: |0 |ms Torch
Up Delay: |1] ||.|.|5 Manitor Slaves
LACP Rate: [30s =]
MIl Interval: | 100 |ms

enabled | |

Hinh 5.2. Thém port vao bonding

Két qua sau khi tao bonding-router:

Interface List =1 E3
Interface  Interface List Fthemet EolP Tunnel  IP Tunnel GRE Tunnel  WLAM VRRP  Bonding | LTE
CEIEE
|Name /[ Type [MTU  [Actual MTU [LZMTU [T« |Re [+
R {9 bondingrouter  Bonding 1500 1500 1500 6.2 kbps

+*

.
1item out of 11

Hinh 5.3. Bang bonding

- Buwéc 2: Trong cira s6 Bridge, tao bridge-vlan. Vao tab Ports, thém port bonding-

router lam port trunk vao bridge-vlan.

Tac gia: thanhleetech@gmail.com 20
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Bridge Port <bondingrouter:

General |STF‘ VLAM  Status

rterfzce: (TR A |
Bridge: |bridge-vlan I Apply
potaon| v | [ oo |
o =
Unknown Unicast Flood
Unknown Muticast Flood
Broadcast Flood
[ Trusted
Hardware Offload
Multicast Router: | Temporary Query [#]

[ ] Fast Leave

enabled |

Hinh 5.4. Thém port bonding-trunk lam port trunk vao bridge-vlan

- Buwoc 3: Vao Interfaces >> VLAN, tao ra cdc VLAN va gan cac VLAN nay vao

Interface bridge-vlan da tao ¢ buac 1.
o Name: nhap tén dai dién vlan

MTU: 1496 (d6i véi GNS3)

o VLAN ID: nhap sé ID cua vlan

Interface: bridge-vlan

O

O

New Interface

General

Loop Protect  Status  Traffic

MName: |\r|ar1—1|] | Cancel
Type: |‘u’LAN | | Bpply |
MTU: 1496 |
Actual MTU: | |
L2 MTU: | |
MAL Address: | | Copy
ARP: |enabled [=] | Remove |
ARP Timeout: | | - Torch
VLAN ID: [10 |

Interface: |bridgea\rlar1

[ ] Use Service Tag

enabled |

Hinh 5.5. Tao ra cac vlan va gan vao Interface bridge-vlan

Tac gia: thanhleetech@gmail.com
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- Buwdrc 4: Vao IP >> Address, tao dia chi IP cho cac VLAN. Gan dia chi IP nay

cho Interface vlan tuong ng.

Address <132.168.10.1/24>

Network: |192.168.10.0 | & e
Interface: |vlan-10 [*]

Address: |ErlsRlR e K

Copy

Remaove

enabled

Hinh 5.6. Tao dia chi ip cta vlan va gan vao interface vlan twong tng.

- Buwéc 5: Vao IP >> DHCP Server, bAm vao nat DHCP Setup, lan lugt tao DHCP

Server cap dia chi IP cho cac vlan.

DHCP Server

DHCP | Metworks Leases Options  Option Sets = Vendor Classes | Alerts
][] ][] [ [t ovee s |
|Name & |Irrterface |Hela'_.r |Lease Time |Mdress Pool |Md AF{...l |v
dhcpl vlan-10 00:10:00 dhcp _poolD no i
dhcp2 vlan-20 00:10:00 dhcp_pooll no
2items

Hinh 5.7. Tao DHCP Server cap dia chi IP cho céc vlan
3.2. Trén Switch:

- Bwéc 1: tao bonding: twong ty nhu trén router, tao bonding-sw chtra port etherl

va ether2.

Tac gia: thanhleetech@gmail.com 22



Tai li¢u thuc hanh Mikrotik

Interface <bonding-sw:

General Bonding |Status Traffic

Sives: (R - | +
|gtherz [+] = ‘ Aoply |
Mode: |802.3ad [#]
| :
Primary: [none =]
Link Manitoring: |mii || $|
Transmit Hash Policy: |layer 2 and 3 =] Copy
Min. Links: |0 | ‘ Remove |
Down Delay: [0 |ms Torch
Up Delay: [0 'ms Manitor Slaves
LACP Rate: [30 s =]
MIl Interval: [100 | ms
enabled |n.|r1r1ir1g |

Hinh 5.8. Bonding trén switch

- Budc 2: Vao Bridge, tao bridge-sw.

Bridge = E3
Bridge | Ports  Port Bxiensions  WLAMs  MSTIls  Port MST Overmides  Fiters MAT  Hosts  MDB
Pl=[aE
|Name / [ Type [L2MTU | Tx |Rx |TxPaw
R & bridge-sw Bridge 65535 O bps O bps
*| »
1 item out of 11

Hinh 5.9. Tao bridge-sw
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Filtering”. Cac muc con lai dé mic dinh.

Interface <bridge-sw:

General STP VLAN |5tatus Traffic

VLAN Fittering

EtherType: | (x8100

PVID: |1

Frame Types: admit al

[ Ingress Fittering

enabled |n.|r1r1ir1g

Hinh 5.10. Check vao 6 “VLAN Filtering”

VLAN, ké ca port bonding-sw 1a port trunk

Bridge = E3
Bridge Ports | Port Extensions  VLAMs MSTIls  Pot MST Ovemides = Fitters MAT Hosts MDB
[#][=] [#]lz]
# | |inteface |Bridge |Horizon | Trusted |Priority h... [Path Cost |Role |R[+
0 & bonding-sw bridge-sw no 80 10 designated port
1 & etherd bridge-sw no 80 10 designated port
2 & etherd bridge-sw no 80 10 designated port
*| [»
Iitems

Hinh 5.11. Thém céc port c6 lién quan dén vlan vao bridge-sw

Bwéc 2: Bam kép vao bridge-sw vira tao, vao tab VLAN, check vao 6 “VLAN

Buwéc 3: Trong cira s6 Bridge, vao tab Ports, thém vao cac port c¢6 lién quan dén
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va khong chinh stra.

Bridge Port <honding-aw:

General STP VLAN | Status QK

PVID: Cancel
Apply

*|

Frame Types: |admit al

Ingress Fittering —
izable

Tag Stacking
Comment

Copy

Remove

enabled

Hinh 5.12. Port trunk etherl, trong tab VLAN dé mic dinh.

cua port do:
o Muc PVID: gan vlan twong trng.

o Muc Frame Types: admit all.

Bridge Port «<etherZ=

Genersl STP VLAN | Status
Frame Types: |admit all ¥ Apply
Ingress Fittering
Tag Stacking

enabled

Hinh 5.13. C4u hinh cho port access (port giai ma vlan)

Bwéc 6: Sau cung ta cé bang VLANSs nhu sau:

Buwéc 4: Van trong tab Ports, gan vlan vao port bang cach bam kép vao tirng port.

Déi vai port bonding-sw 1 port trunk, tai tab VLAN cua port nay, ta dé mic dinh

Bwéc 5: VAn trong tab Ports, tiép tuc bam kép vao cac port con lai, vao tab VLAN
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Bridge =] E3
Bridge Ports Port Extensions VLAMs | M5Tls  Port MST Ovemides = Fiters MAT  Hosts  MDB
#][=] [][x]
|E|n'dge { |‘u"L.P-.N |Ds |Currerrt Tagged Cument Untagged |"IIr
D bridgesw 1 bridge-sw, bonding-sw
bridge-sw 10 bonding-sw etherd
bridge-sw 20 bonding-sw gtherd
.| [w
3 items

Hinh 5.14. Bang VLANS
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BAI6. VLAN MANAGEMENT

1. Gioi thiéu:

2. M6 hinh mang:

3. Thwc hanh:
3.1. Trénrouter:
- Bwéc 1: khoi tao vlan99 (vlan management). Vao Interface chon VLAN. Bim
dau + dé tao vlan méi.
o Name: vlan99 (tén dai dién, ban c6 thé thay d6i tuy )
o VLAN ID: 99

o Interface: bridge-router

Interface <vlan39: =] E3
General | Loop Protect  Status | Traffic
Type: [VLAN
MTU: (1500
Actual MTLU: | 1500
L2 MTU: [1576
MAC Address: |08:55:31:EB:4A:7C
ARP: |enabled ¥
ARF Timeout: -
VLAN ID: |99 1
Interface: |bridge-router : ¥
T[] U8E SEmice lag
enabled running

Hinh 6.1. Tao vlan quan ly
- Bwéc 2: dat dia chi IP cho vlan quan ly. Vao IP, chon address, bdm dau + dé tao
dia chi mai.
o Muc Address: 192.168.99.1/24
o Network: 192.168.99.0
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o Interface: vlan99

Address <192.168.99.1./24:

Address: |[EFRITEERIE \—H[
Network: | 192.168.99.0 |- m
Interface: |vlan33 #] Apply
enabled

Hinh 6.2. Gan dia chi IP cho vlan99
3.2. Trén switch:
- Buwéc 1: gan vlan99 vao bridge-sw. VVao Bridge chon VLANSs, bim dau + dé thém
VLAN méi.
o VLAN IDs: 99
o Tagged: chon interface két ndi truc tiép véi router, cd thé chon tiép

interface ma mudn chuyén vlan nay di tiép, chon interface bridge-sw.

Bridge VLAN <33

ce: T
VLAN IDs: 99 ¥ Cancel
Tagged: |bunding-tn.|nk || * | ¥ Apply
|bunding-tn.|nk-purt2'|+23 || * | =
|bridge-sw || $| =
Urtagged: | | & | Commert |
Curent Tagged: |bridge-sw | _m
londing k. |
|bonding-trunk-port21+23 |
Cumrent Untagged: | |
\enabled

Hinh 6.3. Thém vlan quan ly vao bridge-sw
- Bwoc 2: Tao vlan 99 va gan vlan id 99 vao interface bridge-sw. Vao Interface,
chon VLAN, bdm d4u + dé thém vlan mdi.

o Name: vlan99
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o VLAN ID: 99

o Interface: bridge-sw

Irteface <vlan%9:

General | Loop Protect  Status = Traffic

Mame: IE | Cancel
Type: [VLAN | ‘ Apply
MTU: [1500 |
Actual MTU: | 1500 |
L2 MTU: 1588 |
MAC Address: |08:55:31:C0:4C:F5 | Copy
ARF: |enabled =] \ Remaove
ARP Timeout: | |+ Torch
VLAN ID: |39 |
Interface: |bridgv35w || $|

[ Use Service Tag

|enab|ed |n.|nr1ir1g

Hinh 6.4. Gan vlan id 99 cho interface bridge-sw

- Buwdc 3: gan dia chi IP cho vlan 99. Vao IP >> Address. Bam diu + dé thém dia

chi IP mai.
o Address: 192.168.99.2/24
o Network: 192.168.99.0

o Interface: vlian99

Address «<192.168.99.2/24:

Address: |[EXRISR R

Network: |192.168.99.0

| &

oK
Cancel

f

Interface: |1.rlar1HEI

[E3

Apply

Dizable

Comment

Copy

Remove

\enabled

Hinh 6.5. Gan dia chi IP cho vlan 99
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- Buéc 4: tao route dén gateway cua vlan 99. Vao IP >> Route, bim dau + dé tao

route méi. Muc gateway: nhap vao dia chi IP cua vlan 99 ¢ router: 192.168.99.1.

Route <0.0.0.0/0
r——
on s OO |
Gatewa;] 192.168.99.1 ! |#| |reachable vlan33 s Apply
Check Gateway: | |+ | Disable |
Type: |unicast =]
Distance: |1 | - Copy
Scope: |30 | | Remave |
Target Scope: |1D |
Routing Mark: | | A
Pref. Source: | | hd
enabled | |active |5tatic

Hinh 6.6. Tao route dén gateway vlan 99 & router.
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BAI 7. FIREWAL CO BAN

1. Yéu cau:
- Mic dinh cac vlan trén Mikrotik déu 1a intervlan. Do dé, ta phai diéu chinh lai dé
cho mot s6 vlan khdng nhin thay nhau. Yéu cau:
- Khéng cho cac dia chi trong vlan public thdy cac dia chi trong vlan private va
gateway cua céc vlan khac, chi duoc phép thiy gateway cua vlan chinh né.

- Khéng cho dia chi ip giita cac vlan public thiy 13n nhau.

2. Thuc hién trén router
- Tom tét cac budc:
o Tao hai danh sach interface danh cho cac vlan private va public, sau do
thém cac vlan interface vao hai danh sach.
o Tao mot danh sach dia chi (address list) va thém cac gateway cua vlan vao
danh sach.
o Strdung
- Buwdc 1: vao Interface >> Interface List, bAm dau vao nat Lists dé bat dau thém
danh sach mai. Bam Ok sau khi tao xong danh séch.
o Danh sach 1: ListPublic

o Danh sach 2: ListPrivate

New Interface List =l E3

Mame: |ListPublic|

Include: -
Exclude: =

Apply

Comment

Copy

Remove

Hinh 7.1. New interface list

- Buwéc 2: tré lai man hinh Interface List, bAm du + dé thém member vao danh
sach. Tiep tuc thém cac member khac cho dén hét.
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Interface List Member <ListPrivatevlan10_van phong:>

Ust: TR |+ |

Interface: |'u.rlan'|ﬂ'_'|.ran phong

[E3

OK

Cancel

Apply

Disable

Comment

Copy

Remove

enabled

Hinh 7.2. Thém member vao Interface List

Tuong tu, thyc hién tiép véi danh séch ListPublic.

- Bwoc 3: vao IP >> Firewall, Address Lists, tao danh sach cac gateway cua cac

vlan thugc ListPrivate:

Firewall = E3
Fiter Rules  MAT Mangle Raw Service Pots  Connections  Address Lists | Layer7 Protocols
#=] Pl G- C
|Name |Mdress & | Timeout |Creation Time

@ DanhSachGate\Way 192 168.991

Jun/27/2021 20....

@ DanhSachGate\Way 1592.168.88.1
@ DanhSachGate\Way 192.168.45.1
@ DanhSachGate\Way 152.168.101

Jun/27/2021 20....
Jun/27/2021 20....
Jun/27/2021 20:...

4items

Hinh 7.3. Danh sach céac gateway cac vlan cua ListPrivate

- Buéc 4: vao IP >> Firewall, tab Filter Rules, bam dau + dé thém luat méi.

Y nghia céc chain forward va input:

o Chain forward: dir liéu di qua router

o Chain input: dir liéu di vao router.
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Khong cho cac vlan trong danh sach public thay cac vlan trong danh sach private. Dé

1am dugc diéu ndy, ta tao mot chain forward véi action 1a drop.

o Chain: forward,

In. Interface List: ListPublic,

o

(@)

Out. Interface List: ListPrivate,
o Action: drop

Firewall Rule <= =] E3

General | Advanced Extra Action Statistics | oK |
Chain: ¥ | Cancel |
Src. Address: - | Bpply |
Dist. Address: -
| Digable |
Protocol: - | Comment |
Src. Port: | Copy |
Dst. Port:
) | Remove |
Any. Port:
In. Interface: - | IR |
i Intertoce: = | Reset All Counters |
In. Interface List: List Public ¥
Out. Interface List: ListPrivate ¥
Packet Mark: -
Connection Mark: -
Routing Mark: -
Routing Table: -
Connection Type: -
Connection State: -
Connection MNAT State: -
enabled

Hinh 7.4. Khéng cho danh sach public thdy danh sach private
Khéng cho céc dia chi ip trong danh sach public thay nhau.

Chain: forward,

O

In. Interface List: ListPublic,
Out. Interface List: ListPublic,

(@]

O

o Action: drop

Khong cho vlan thudc ListPublic ping téi gateway cua cac vlan thudc ListPrivate. Dé

lam duoc diéu ndy, ta tao mot luat véi chain input va action 1a drop.
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o Chain: input

o In. Interface List; ListPublic

o Dst. Address List: DanhSachGateWay

o Action: drop

MNew Firewall Rule

General | Advanced Extra Action Statistics
o 8 g
Src. Address: | | - | Apply |
Dst. Address: | | -
Disable
oot N
e :
ot -
Any. Port: | | = Fmove
In. Interface: | | -
Out. Interface: | | - Reset All Courters
In. Interface List: [ ] | ListPublic [#] =
Out. Interface List: | | -
Packet Mark: | | -
Connection Mark: | | -
Rowting Mark: | | -
Routing Table: | | -
Connection Type: | | -
Connection State: | | -
Connection NAT State: | | -
|enabled

Hinh 7.5. Khéng cho ListPublic ping toi gateway cua ListPrivate

Két qua sau khi lam xong:

Firewall =B
Fiter Rules | NAT Mangle Raw Service Pots Connections Address Lists  Layer7 Protocols
IEIIEI Izl |(O Reset Counters ||(O Reset Al Counters | lzl

# | |Action |Chain |Src.:‘\ddress |D5t.Addne55 |F‘rotoco|

[Src. Port  [Dst. Port [In. Inter...|Out. Int... [In. Interface List [Out. Interface List |Src. Ad...|Dst. Address ||

;1; drop traffic from vlan public to vlan private
0 #®dop  forward
;1; drop traffic from vlan public to vlan public
1 8 dop  forward

List Public List Private

List Public List Public

;i drop traffic from vlan public to gateway vlan private
....... 2 $dop  input

*

»

Jitems (1 selected)

Hinh 7.6.

Filter Rules
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BAI 8. CANBANG TAI VA FAIL OVER

1. Gioi thiéu:
MikroTik hd tro can bang tai nhiéu duong WAN duya trén tinh ning goi 1a “PCC — Per
Connection Classifier”. Dir liéu trong mang noi bo di ra Internet s& duoc chia déu céc

goi tin ra ngoai theo cac duong WAN ngau nhién.

Dé lam dugc diéu ndy, ta phai “mark” (danh dau) két ndi va duong di géi tin hop 1y dé
mot goi tin khi di ra ngoai internet bang duong WAN véi IP Local nao thi khi quay lai
né s& phai di vao ding dudng WAN no da di ra. Cung véi d6 1a viéc két hop thém “PCC”

va chinh lai Routes dé dat duong di, cai dit do wu tién cho duong WAN (Failover).

Cong thac cua PCC rat don gian, sir dung thuat toan bam theo ty 1&. Vi du hai duong
WAN c6 cuing toc d6: WAN1: 100Mb/s va WAN2: 100Mb/s, ltc nay ti 16 s& 1a 1:1. Do
do ti I¢ PCC s€ la 2/0 va 2/1.

Truong hop hai dudng WAN c6 toc do khac nhau, gia st WAN1: 100Mb/s, WAN2:
50Mb/s, ti 18 ldc ndy s& 1a 2:1. Do d6 ti 16 PCC cho WANZ1(100Mby/s) 14 hai phan 3/0 va
3/1, cia WAN2 (50Mb/s) 1a mot phan 3/2

2. M6 hinh mang
Cac buac thuc hién:
- Tao prerouting chap nhan cho cac 16p mang bén trong noi bo khong can di qua
can bang tai.
- Panh dau cac két ndi di vao tir internet.
- DPanh dau céc két ndi di ra internet tir trong mang lan.
- Can bang tai
- Két nbi di vao tir wan nao thi chi duong di ra lai dang wan do.
- Tao route cho cac két ndi danh dau di ra diing wan tuong rng
3. Thwc hanh
3.1. Céu hinh can bang tai va fail over bang dong Iénh
Gia sir ta can cau hinh can bang tai trén hai dwong WAN VNPT _1 va VNPT _2 kiéu
both-addresses-and-ports va du phong (failover)

- Buwéc 1: tao luat mangle chap nhan luu lugng trong mang noi bo s& khdng bi anh

hudng boi cac luat mangle cua firewall.
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o dst-address: 12 16p mang sé& chap nhan khéng di qua can bang tai.

o In-interface: la interface trong mang noi bo

Luat mangle nay kiém tra moi traffic c6 dich dén (dst-address) 1a mang LAN
(192.168.10.0/24) va interface tiép nhan traffic 1a BridgeLAN. Action "accept" v&i muc
dich dirng khdng xu ly traffic nay véi cac rule ké tiép sau. Dé bit traffic di qua céc rule

bén dudi tiép theo, can khai bao truong "passthrough=yes".

/ ip firewall mangle

add chain=prerouting dst-address=192.168.10.0/24

action=accept in-interface=BridgeLAN

- Buéc 2: danh dau két ndi khai tao tir bén ngoai di vao mang noi bd (interface
pppoe-outl va pppoe-out 2). Nhitng két ndi chua dwge danh ddu (no-mark) s&
dugc danh dau (mark) 12 “danhdauVNPT1” va “danhdauVNPT2”

add chain=prerouting in-interface=pppoe-outl connection-
mark=no-mark action=mark-connection new-connection-

mark=danhdauVNPT1

add chain=prerouting in-interface=pppoe-out2 connection-
mark=no-mark action=mark-connection new-connection-

mark=danhdauVNPT2

- Bwéc 3: danh dau két ndi khai tao bén trong mang noi b di ra internet, sir dung
thuat toan pcc (per-connection-classifier). Trong do:
o both-address: chi can bang tai

o both-address-and-ports: can bang tai va gop bang thong

add chain=prerouting in-interface=BridgeLAN connection-
mark=no-mark dst-address-type=!local per-connection-
classifier=both-addresses-and-ports:2/0 action=mark-

connection new-connection-mark=danhdauVNPT1

add chain=prerouting in-interface=BridgeLAN connection-

mark=no-mark dst-address-type=!local per-connection-
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classifier=both-addresses-and-ports:2/1 action=mark-

connection new-connection-mark=danhdauVNPT2

- Bwéc 4: nhiing traffic khoi tao tir interface BridgeLAN s& danh dau la
“diraVNPT1” hoac “diraVNPT2”.

add chain=prerouting connection-mark=danhdauVNPT1l in-
interface=BridgelLAN action=mark-routing new-routing-

mark=diraVNPT1l

add chain=prerouting connection-mark=danhdauVNPT2 in-
interface=BridgelLAN action=mark-routing new-routing-

mark=diraVNPT2

- Bwéc 5: d6i véi nhiing traffic di ra ngoai (output) duoc danh dau la
“danhdauVNPT1” hoic “danhdauVVNPT2”, ta s& danh dau duong di cho né 1a
“diraVNPT1” hoac “diraVNPT2”

add chain=output connection-mark=danhdauVNPT1l action=mark-
routing new-routing-mark=diraVNPT1
add chain=output connection-mark=danhdauVNPT2 action=mark-

routing new-routing-mark=diraVNPT2

- Bwéc 6: cau hinh cho bang dinh tuyén, gan gateway pppoe-outl cho danh diu
“diraVNPT1” va ppoe-out2 cho danh dau “diraVNPT2”

/ ip route

add check-gateway=ping distance=1 gateway=pppoe-outl
routing-mark=diraVNPT1

add check-gateway=ping distance=1 gateway=pppoe-out2
routing-mark=diraVNPT2

- Buwdc 7: cau hinh failover

/ip route
add check-gateway=ping distance=1 gateway=pppoe-outl
add check-gateway=ping distance=2 gateway=pppoe-out2
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3.2. Cau hinh can bang tai bing giao dién
- Buwéc 1: khai b4o pppoe cho pppoe-out 1: vao Interface >> Bim dau +, chon New
Interface. Tai tab Dial Out:
o User: dién vao username pppoe
o Password: nhap mat khau
o Tich chon Add Default Route

o Default Route Distance: 1+n véi n 1a sé duong truyén ké tiép

New Interface =B
Geneal DialOut  Satus Traffic
Service v Cancel
AC Name: v Aoply
User: 69961130 Disable
Password ....... .1 - » Ca"m v
Profile: default ¥ Copy
Keepakve Timeout: 10 - Remove
Dial On Demand e,
Use Peer DNS PPPoE Scan

v Add Default Route
Defautt Route Distance: 1

Allow: v/ mschap2 |v mschapl
v/ chap v pap

Hinh 8.1. Tab dial out cia man hinh New Interface
Lap lai budc 1 cho cac dudng Wan tiép theo.

- Buwoc 2: tao Interface List dua cac duwong WAN vao danh sach. Vao Interface
>> tab Interface List >> bam nut List dé thém danh sach. Name: dit tén cho
danh sach Interface. >> OK.

Imterface List <List_Wan:

Name: K

Include:

Exclude:

4 A

Hinh 8.2. New Interface List
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- Bwéc 3: quay lai tab Interface List, bdm dau +,
o List: chon tén danh sach interface vira tao & buéc 2.

o Interface: thém vao céc interface pppoe

MNew Interface List Member

List: s
Interface: |etherl *
Apply
enabled

Hinh 8.3. Thém interface vao danh sach

Sau khi thém xong, man hinh Interface List nhu sau:

Interface List = E3

Intefface  Interface List | Bthemet  EolP Tunnel  IP Tunnel GRE Tunnel  VLAN VRRP  Bonding LTE

& = |T| | Lsts all ¥
List Interface -
List_Wan ether] |
List_WWan ether2

2items

Hinh 8.4. Man hinh Interface List sau khi thém interface

- Buwéc 4: tao luat NAT dé truy cap duoc internet: vao IP >> Firewall >> tab
NAT. Bam d4u + dé thém luat NAT méi. Tai tab General:
o Chain: srcnat
o Out. Interface List: chon danh sach interface da tao
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General | Advanced Extra Action Statistics
:
o s v
Dst. Address: hd
e 7
Dst. Port:
|
Any. Port:
In. Inteface: - Reset Counters
QOut. Interface: = Reset Al Courters
In. Interface List: hd
S
Out. Interface List: List_Wan ¥ o~
Packet Mark: | -
Connection Mark: hd
Routing Mark: -
Routing Table: -
Connection Type: -
enabled

Hinh 8.5. Tab general cia man hinh New Nat Rule

- Budc 5: cling trong man hinh New Nat Rule, chon tab Action, muc Action: chon

masquerade

3.3. Tao danh sach dia chi IP bd qua can bang tai:
Khi cau hinh can bang tai, mot sb trang thanh toan truc tuyén s& khdng cho phép thao
tac hozc bi 18i vi chiing chi chap nhan maét dia chi IP WAN trong sudt qua trinh giao
dich. Bé stra 15 ndy, ta cd thé dinh tuyén cac may tinh can st dung dich vu trén theo

duong WAN cu thé, hoic don gian 12 loai bé cac may nay ra khoi can bang tai.

- Buwéc 1: tao danh sach dia chi IP (Address List) bo qua can bang tai. Vao IP >>
Firewall >> Address Lists. Thém IP cac may tinh can loai ra khoi can bang tai va
dat tén cho danh sach, vi du “List_ Khong_CBT”.

- Buwoc 2: trong Mangle Rule, ta thém vao rule nhu hinh sau va kéo 1én vi tri trén

cung:

=8 EE
Generdl | Advarced | Edrs  Adtion Sty Gararsl  Advanced |Edra | Acton  Stwesice 0K Gararsl  Advenced Eers  Ackon | Sumeicy 0K
O |presuting * [ Cancal Sem Ackrmes L IP ¥ Toan T o Cancal ] Actionr |acoend ¥ i
S, Address e Aorly Dt Ackdwes List - Fpoky ] Lag
Bit Dhszbe Lwe7 Brotocl o D Lag Fretic -
Frctocsl - Cormment Comrmant
i = Cordert: &~ -
Copy Copy
Comecion Bes e - =
Famcve Fiemoem Ramown
Carnachicn Aaln ~
Fasat Couniirs Rt Counbass Rassl Courgen
x 1| Par Conractions D -
\n. Inisrface: - Reded M Conlers st M Courters Rassl M Courten
- ) Sz MAL Address LA
Ot Interface
Ot Bridge Pos: b
I, Interimcs Liet > - Pot =
Dot dmfaca List o
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Hinh 8.6. Rule mangle chap nhan cho danh sach dia chi IP khéng qua can bang tai

Ngoai c4ch tao danh sach dia chi IP nhu trén, ta con c6 thé dung cach gan Src. Address.

- Buwéc 1: vao IP >> Firewall >> Tab Mangle, bdm nut + dé thém luat méi

- Buwdrc 2: trong New Mangle Rule, tab General

o Chain: chon prerouting

o Src. Address: nhap vao I16p mang hoac mot dia chi IP, mot port dich vu

cho phép bo qua qua can bang tai.

Chép nhan cho I&p

mang 192.168.10.0/24
khéng qua cén bang tai

MNew Mangle Rule

General | Advanced Edra Action Statistics

Chain: | prerouting

rc. Address:
Dst. Address:
Protocal:

Src. Port:
Dst. Port:
Any. Port:
In. Interface:

Out. Interface:

In. Interface List:
Out. Interface List:

Packet Mark:
Connection Mark:
Routing Mark:

enabled

192.168.10.0-24

+
»

»

Disable

Comment

(%]

L]

la]

Remove
Reset Counters

= Reset All Counters

(=]
=

Cancel

Apply

Hinh 8.7. Tab general cia man hinh New Mangle Rule

- Bwdrc 3: tai tab Action, muc Action: chon accept

Mew Mangle Rule

enabled

General Advanced Extra
Action: ¥

Log

Log Prefix:

Action | Statistics

4

Reset Counters

Reset Al Counters

(=]
-

Cancel
Apply

Disable

Comment

(]
=]}

Remaove
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Hinh 8.8. Tab action ciia man hinh New Mangle Rule
- Budéc 4: kéo lénh prerouting vira tao 1én dau danh sach Mangle.

Fireweall =] E3

Fiter Fules  MAT Mangle | Raw Service Potz  Connections  Address Lists | Layer7 Protocols
L o = | T Reset Counters || 60 Reset All Courters all ¥
H Action Chain Src. Address  |Dst. Address |Proto... [Src. Port  |Dst. Port  |In. Inter |
0 o accept prerouting  152.168.10.0..
1 A mark routing prerouting R
2 A mark routing prerouting
. »
Jitems

Hinh 8.9. Man hinh tab Mangle cua ctra s6 Firewall

BAI9. NAT

1. Giéi thigu:
NAT (Network Address Translation) Ia ky thuat cho phép mét hay nhiéu dia chi IP noi
bo dugc anh xa véi mot hay nhiéu dia chi IP mang ngoai. Cac dia chi IP noi bo cd thé
chay cac dich vu nhu web, mail hay dau ghi luu trit camera,... hoic chi don gian st
dung Internet binh thuong. NAT duogc thuc hién & router bién, noi két ndi gitra mang

LAN noi bo va mang Internet.

NAT gidp tiét kiém duogc dia chi IP public IPv4 (véi tong dia chi kha dung 1a hon 4 ti)
nho co ché xir Iy cia minh. Véi NAT, hang chuc dén hang trim ngudi ding trong mang

c6 thé dung “chung” mat dia chi IP public.

Véi router Mikrotik, ta can quan tdm dén cac hinh thitc NAT d6 1a NAT port, Hairpin
NAT va NAT ra Internet

2. M6 hinh mang.
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3. Thwuc hanh
3.1. NAT dé truy cap internet
Hay con goi la Source NAT, nghia 13 d6i dia chi ngudn (source) tir local thanh dia chi
ip public trén cong WAN dé di ra ngoai Internet. Hinh thiic NAT pho bién va don gian
nhat 1a NAT dong masquerade. Gai tin s& duoc dbi dia chi ngudn va router s& danh port
ngudn ra ngoai theo mot cong “mit na” nao d6 ma router chua duoc dung dén. Khi goi

tin di vao thi router ciing s& theo céng nay dé dua dang goi tin tré lai IP local nhu cil.

- Buwoc 1: vao IP >> DNS, nhap DNS 12 8.8.8.8 va 8.8.4.4 hoac 1.1.1.1. Check vao

0 Allow Remote Request.

—— :
ic S .
Dynamic Servers Aoply
Use DaoH Server: hd
Werify DoH Certificate
v| Allow Remate Requests
Max LIDP Packet Size: | 4096
CGuery Server Timeout: | 2.000 5
Guery Total Timeout: | 10.000 5
Max. Concument Queries: (100
Max. Concument TCP Sessions: |20
Cache Size: | 2048 KiB
Cache Max TTL: | 7d 00:00:00
Cache Used: |25 KiB

Hinh 9.1. Cira s6 DNS Settings

- Buwdc 2: vao IP >> Firewall >> NAT. Bam dau + dé thém NAT mai.

- Buwéc 3: trong ctra s6 New NAT Rule, tai tab General

o Chain: srcnat

o Out. Interface: interface di ra internet
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Chain: srcnat

e

Out. In!erfs;ce =]
port két ndi v
internet

_/—-"":ﬁh-

MNew MAT Rule

General ‘Mvanced Extra MAction

> Chain: |srcnat [#]|#
ScAddess| |~
¢ A v

Protocal: I:l -

Src. Port: |:| b
DstPor:[ |~
Y —

In. Interface: I:I -
Out. Interface: [ IE' -~

e
T

R
Comeciontat: [ |
RoungMak [ | v

¢

2
=

Cancel
Apply
Disable
Comment

Co

2

Remove
Reset Counters

Reset All Counters

enabled

Hinh 9.2. Tab general cua cira s6 New NAT Rule

- Buworc 4: tai tab Action, chon Action la masquerade

Mew MAT Rule

Advanced Bsra Action | Statistics | OK |
poton: [EETECE +| | | Cacol |
[ Log | ooy |
Log Prefix: | v || Dsable |
To Ports: | - | Comment |
o |
| Remove |
| Reset Counters |
| Reset Al Courters |
enabled
Hinh 9.3. Chon Action cho NAT rule
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3.2. NAT port

NAT port 13 hinh thic phd bién dé truy cap dich vu néi bo tir bén ngoai Internet qua dia
chi IP Public. Ta can xé4c dinh dia chi IP public cin NAT trén cong WAN, Dia chi IP
local va port/protocol can dé NAT.

Gia sir can NAT dau ghi camera IP c6 dia chi 192.168.68.22, port 14 8022 dé c6 thé xem
duoc tir bén ngoai Internet.

- Bwéc 1: vao IP >> Firewall >> NAT, bim d4u + dé thém luat NAT méi. Trong
man hinh NAT Rule, tab General.

(@)

(@)

Chain: dstnat
Dst. Address la dia chi IP tinh ctia dwong WAN (trong treong hop khong
¢6 IP tinh c6 thé tham khao cau hinh DDNS trong phan IP >> Cloud)

o Protocol: 6 (tcp)
o Dst. Port: port can NAT tir internet (8080)
New NAT Rule =l E3
Chain- dstnat General | Advanced Extra  Action | ..
Dia chi pLIb“C — Dst. Address: 7.an.mynetname e
tlr internet . =
~ | == .
s an Dst. Port: 2080 -
Portuy ctp i ==
internet Any. Port: h
In. Interface: -
Out. Interface: o Reset All Counters
In. Interface List: -
Out. Interface List: hd
Packet Mark: -
Connection Mark: hd
Routing Mark: -
-
enabled

Hinh 9.4. Tab general cia ctra so New NAT Rule

Ngoai cach gan dia chi IP Public vao muc Dst. Address nhu trén, ta con c6 thé ding In.

Interface dé gan. Muc In. Interface chon Interface két ndi véi internet (pppoe-outl)
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_‘-».“___——'

Giao thirc tcp, port
dich vu 8080 /
-

Truy cép tir internet véo
cong pppoe-outi

MNew NAT Rule

General |Mvanc:ed Extra Action Statistics

Src. Address: | | | Apply |
Dst. Address: | |+

| Disable |

e e k-

i X
Dst. Port: [ (8020 | &

Any. Port: | |-

In. Inteface: [ ] |etherdpppoeoit! [ %] &

Out. Interface: | | - Reset All Countters
In. Interface List: | | -
Out. Interface List: | | -
Packet Mark: | | -
Connection Mark: | | -
Routing Mark: | | -
Routing Table: | | -
Connection Type: | |
enabled

Hinh 9.5. Tab general ctra s6 New NAT rule cach NAT bang In. Interface

- Buré6e 2: ciing trong cira s6 NAT Rule, chon tab Action

o Action: dst-nat
o To Addresses: 192.168.1.254 (dia chi IP cia dau ghi)
o To Ports: 8080

Action: chon
dst-nat

Dia chi IP cla lhiém
bi trong mang LAN

Port truy cép dén
thiét bi trong
mang LAN

MNAT Rule <

Advanced Extra Action ‘Statistics

e Adtion: [dstnat

Log Prefix: |

o Addresses: |192.168.1.254

To Ports: |3ﬂEb[H

S
[ Log Apply

|~ Disable

| - Comment

| - Col

Remove

Reset Counters

e

Reset Al Counters

lenabled
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Hinh 9.6. Tab action cua man hinh NAT Rule
3.3. Hairpin NAT

Hairpin NAT duoc sir dung khi ngudi ding mudn truy cip dén thiét bi bén trong mang

noi bo bang IP public.

- Buwéc 1: vao IP >> Firewall >> NAT, bam dau + dé thém rule NAT méi. Tai tab

General,

(@)

(@)

Chain: srcnat

Src. Address: dai dia chi IP local can truy cap dén thiét bi
Dst. Address: dia chi IP cua thiét bj

Protocol: 6(tcp)

Dst. Port: port muén truy cap dén

Out. Interface: Interface ma traffic di ra.

MNew MAT Rule

o . General | Advanced Bdra  Action
Dai dia chi IP
muén truy cap Chain: |srcnat =
dén thiét bi “~_ S Address: [ ] [19216810/24 | = roply

Dst. Address: 192.168.1.254 -

7

ia chi i e b
B-!a chi IP Src. Port: -

private cla o -
i&t bi st. Port: -

et Any. Port __Hernove
. Port: -

In. Interface: hd

— Out. Interface: BridgeAM ¥ A Reset All Counters

NgD ra Interface/ In. Interface List: hd

Out. Interfface List: -
Packet Mark: hd
Connection Mark: hd
Routing Mark: -
-
enabled

Hinh 9.7. Tab general cua man hinh New NAT Rule

- Bwéc 2: van trong cta s6 New NAT Rule, tai tab Action, muc Action: chon

masquerade
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MNew NAT Rule =3
Advanced | Extra  Action | Statistics ..
poton
[ Log Apply
Log Prefix: | |- Disable
To Paorts: | |- Comment

enabled

Hinh 9.8. Tab action trong man hinh New NAT Rule

BAI 10. DHCP SNOOPING

1. M6 hinh mang

2. Thuc hanh
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BAI 11. Simple Queues

1. Giéi thiéu
There are a lot of articles on the Internet devoted to speed limits and traffic dividing on
MikroTik equipment, but almost all of them consider only Queue Tree, which requires
deep understanding and are redundant in many tasks and can be replaced by Simple

Queues.

Simplified queues - the mechanism of dividing the bandwidth of the channel and
prioritizing traffic associated with a specific goal (target). Incoming and outgoing traffic

is calculated relative to the target.

2. M6 hinh mang:

3. Thuc hanh
3.1. Giéi han bing thong c6 dinh cho mét dia chi IP
- Vao Queue, chon tab Simple Queues. BAm dau + dé thém simple queue méi.
o Name: dat tén cho simple queue
o Target: myc tiéu muén giéi han bing thong
o Max Limit: gigi han bang thong t6i da cho phép s dung.
o Burst Limit: bang thong ban du khi chua bi gigi han
o Burst threshold: bang thong khi ngudi ding ¢6 tinh str dung qua mic gidi
han s& bi gi6i han tiép.

o Burst time: thoi gian bat dau gii han bang thong.

Simple Gueue <Gioi han bang thong>
B!a;Chl_l,F_, hoac |UD*D mE—{"g General | Advanced Statistics Traffic  Total  Total Statistics
mudn gi&i han bang thdng
Mame: |Gioi han bang thong
Target: [192.168.1.120 e |f
Bang théng gi&i han toi Dt -
dala 10M
. Target Upload Target Download
o T i i
Bang théng cho phép & Burst =
trude 2s la 40M Burst Limit: [40M % [40m #|bits/s
Burst Threshold: | ZM ¥| [2M ¥ | bits/'s
. Burst Time: |2 2 s Reset All Counters
Ngung bép bang thong 7 Time
néu ngwdi dang str dung
. = o~ N A abled
qua nhiéu bang thong la 2M

théng xubng la 2s

Théi gian dé bop bang )
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Hinh 11.1. Tab general cua bang Simple Queue

3.2. Gi6i han bing théng c6 dinh cho mét I6p mang

- Bwéc 1: vao Queues, chon tab Queue Types. Trong danh sach, bdm kép vao muc

pcg-download-default. BAm nut copy dé tao Queue Type méi.

- dat tén

o Type Name

o Classifier: chon Src. Address

New Gueue Type

Tir trong mang noi b di 7
ra ngoai nén muc
Classifier ta chon Src.
Address

Type Mame: |Bang thong download)|

Kind: |peq |=
Rate: [10M | bits /s
Queue Size: |50 | KiEs
Total Queue Size: [2000 | kig
Burst Rate: | | = bits/s
Burst Threshold: | | -

Burst Time: |00:00:10

Classifier: [v| Src. Address Dst. Address
[] Srec. Port [] Dst. Port

Sre. Address Mask: |32

Dst. Address Mask: |32

Src. Address6 Mask: 128

Dst. Address6 Mask: | 128

Hinh 11.2. New queue type gigi han bang thong download

- Bwéc 2: van trong danh sach queue type, bam kép vao muc pcg-upload-default.

Bam nut copy dé tao Queue Type méi.

Gidi han bang théng
download la 10M

Tir trong mang ndi b di

ra ngoal nén muc
Classifier ta chon Src.
Address

Queue Type <peg-upload-default >

Type Mame: |Gici han bang thong upload

Kind: |pcq || ¥
Rate: | 10M] | bits/s
Queue Size: |5[I | KiB
Total Queue Size: 2000 | kig
Burst Rate: | | * bits/s
Burst Threshold: | | -

Burst Time: [00:00:10

Classifier: [v| Src. Address [ | Dst. Address
["] Src. Port [ Dst. Port

Sre. Address Mask: |32

Dst. Address Mask: |32

Src. Address6 Mask: [128

Dst. Addressb Mask: | 128

default
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Hinh 11.3. New queue type gidi han bang thong upload

- Bwérc 3:
Mew Simple Queus
General | Advanced Statistics Traffic Total Total Statistics | oK |
Mame: |Giui han bang thong lop mang 1592.168.1.0/24 | | Cancel |
Target: | 192.168.1.0/24 |+] = | oply |
Dist -
| | | Digable |
Tanget Upload Target Download | Comment |
Max Limit: |unlimited | #| |unlimited | % | bits/s | o |
— - Burst s
Burst Limit: |unlimited [#] [unlimited [+ ] bitsss | Remove |
Burst Threshold: |unlimited | #| |unlimited | % | bits/s | Reset Counters |
Burst Time: |0 | |0 s | Reset Al Counters |
~ Time | Torch |
enabled

Hinh 11.4. Tab general man hinh New simple queue

-  Bwérc 4: vao tab Advance

Simple Queue <gioi han bang thong:

General Advanced | Statistics  Traffic  Total Total Statistics | oK |
Packet Marks: | | & | Cancel |
Target Upload Target Download | Apply |
Limit At: |unlimited | #| |unlimited | ¥ | bits/s | Dizable |
Priority: |8 | |8 | | Comment |
Bucket Size: [0.100 | [0.100 | ratio | — |
Queue Type: |Bang thong upload [E3W(Eng thong downioad K3 | |
Remove

Parent: |nur‘|e ||$| | Reset Counters |
| Reset Al Counters |
| Torch |

enabled

Hinh 11.5. Tab advanced cuaa man hinh Simple queue
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3.3. Gidi han bang thong linh hoat

- Bwéc 1: vao Queue > Queue Type > bam kép vao pcg-download-default -

copy.

- Bwdtc 2: tao queue co6 tén “PCQ-Download”. Cai dat nhu hinh bén dudi va lam

tuong tu cho “PCQ-Upload”

Queue Type <PCQA-Download:

R.ilte = 9: t'll’ ﬂfmgchm deu Type Name: 0K
béng thong cho client | =]
Rate = 10M: gén 10M cho ne- Pea *
fimng client Rate: [0 |bits s Apply
Queue Size: |51} | KiB Copy
Total Queue Size: | 2000 | KB
Remaove
Burst Rate: | | * bits/s
Dst. Address: Download
Burst Threshold: | | -

Src. Address: Upload

Burst Time: |00:00:10

:%:q*—[]assiﬁer: [] Src. Address Dst. Address

[ Src. Port

[ Dst. Port

Src. Address Mask: |32

Dst. Address Mask: |32

Sre. Address Mask: |64

Dst. Addressh Mask: |64

Hinh 11.6. Queue Type: “PCQ-Download”

- Bwéc 3: bam vao tab Simple Queues, bAm diu + dé tao luat “Limit-All” nhu

Sau:
Queue List =] E3
Simple GQueues | Interface Queues  Gueue Tree  Queue Types
|E||E| EI |(O Reset Counters ||(O Reset Al Counters |
H | |Name & |Target |Upload Max Limit |annload Max IJm'rt|F‘acket Marks |V
= Limit-All 0.0.0.0/0 140M 140M
.| »
1item (1 selected) 0B queued |0 packets queusd

Hinh 11.7. Tab Simple Queues
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Max Limit: tong bang thong cho phép ctia duong truyén

Simple Queue <Limit-All>

General | Advanced Statisics Traffic  Total Total Statistics

Max Limit - the Name: [EETE] |

maximum speed for Target: |0.0.0.0/0 =% || Apply |
the rule If the Dst.: |pppoe-out [E2RS

"budget" quene Disable

allows, then the

maximutn bandwidtv—\‘\\ Max Limit: | 140M [#] [140m | # | bitsss

Target Upload Target Download Comment

Copy

will be allocated. —a Burst
Burst Limit: |unlimited [#] [unlimted [+ bitsss Remove

il

Burst Threshold: |unlimited [#] [unlimited | # | bitsss Reset Counters
Burst Time: |0 | o |s Reset All Counters
o7 Time Torch
enabled

Hinh 11.8. Tab general

Simple Queue <Limit-All

Limit at - guaranteed speed for General  Advanced |5taﬁstics Traffic  Total Total Statistics
the rule. It is qesuable that the B 1a ,T‘
sum of all Limit at does not
exceed the bandwidth of the Tanget Upload Target Download Apply
channel. Always less than the b—ﬁmﬁﬁd: |uniimited | #] [unimited | #|bits/s | Disable |
maximum. o
=D IC |
Bucket Size: |0.100 | [0100 | ratio =
opy
Queue Type: |PCQ-Upload | #] [Pca-Download =] l—l
Remove
e e =
Reset All Counters
Tarch
|enabled

Hinh 11.9. Tab advanced
3.4. Gigi han bing théng bang script

- Sir dung script sau dé gidi han bang thong cho mét 16p mang.

for e from 2 to 254 do={ /queue simple add name="IP-Se"
target="192.168.1.%e" max-1imit=3M/3M burst-1limit=40M/40M
burst-threshold=1M/1M burst-time=2/2s}
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BAI 12. VPN L2TP/IPSec

1. Gioi thiéu:

2. M6 hinh mang:

3. Thuc hanh:
- Bwéc 1: khai tao dai IP cho VPN user. Vao IP >> Pool. Trong tab Pools, bim
dau + dé thém pool mdi.
o Name: dat tén cho dai IP
o Address: 172.11.12.2-172.11.12.100

Mew IP Pool =

Mame: |Dai IP VPN LZTP K

Addresses: [172.11.12p-17211.12) % Cancel

Apply

Mext Pool: \none ¥ -

Comment
Copy

Remove

Hinh 12.1. New IP Pool cho dai IP VPN
- Bwéc 2: khai tao nhom nguoi ding két ndi L2TP. Nhom ngudi ding nay chira
c4c thdng tin vé bang thong két ndi, loai IP ... Vao PPP, chon Profiles, bdm dau
+ dé thém profiles mai.
o Name: tén nhom
o Local Address: dia chi IP gateway

o Remote Address: pool da tao ¢ budc 1
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Hinh 12.2. Tab general ctia man hinh New PPP Profile

MNew PPP Profile

General | Protocols  Limits  Queue  Scripts

Local Address: [192.168.10.1

= E
Name: ([ERNGIAIG |
[S]al| [ roaty |

5] -

Remote Address: | Dai IP VPN LZTP

Comment

]

Bridge: | |~

Bridge Port Priority: | | hd
Bridge Path Cost: | |+
Bridge Horizon: | | hd
Incoming Filter: | | hd
Outgoing Filter: | | v
Address List: | -
Interface List: | | &
DNS Server: [192.168.10.1 |+
WINS Server: | E

- Change TCP MSS

i no " yes i+ default

- Use UPnP

i no " yes i+ default

Copy

Remove

Bwéc 3: gidi han bang thong cho user VPN. Vao tab Limits, muc Rate Limit:

nhap 20M/20M

Hinh 12.3. Tab Limits caa man hinh New PPP Profile

PPP Profile <Nhom VPN L3TP>

General Protocols  Limits |Queue Scripts

Session Timeout: |

|- Cancel

Idle Timeout: |

[ Apply

Rate Limit {p/tx): | 20M/20M

Comment

~ Only Cne

no  yes % default

Copy

Remowve

A
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- Sau khi thuc hién xong, tab Profiles ctia man hinh PPP nhu sau:

PPP [=1E3
Interface  PPPoE Servers  Secrets  Profiles ‘ Active Connections  L2TP Secrets

[+][=]

Jﬁame - |Loca| Address |F{ernote Address |Br1dge |Hate Lim'rt...|Onh' Cne | |v
& Nhom VPN ... 152.168.10.1 Dai IP VPN L2TP 20M/20M  default

* & default default

* @ default-encr... default

3 items

Hinh 12.4. Tab profiles cua man hinh PPP

- Bwéc 4: tao user VPN. Van trong man hinh PPP, vao tab Secrets. Bam dau + dé

thém user méi.
o Name: tén dang nhap
o Password: mat khau
o Profile: chon nhém VPN L2TP da tao trudc.

Mew PPP Secret

MName: |1.rpnuser'| | QK

Password: |~ P —
Service: |ar11_.r " = Py
Caller ID: | B
Profile: |Nhom VPN L2TP [#]
Comment
Loeal Address: | | =
Remote Address: | | = Copy
Routes: | B g
Limit Bytes In: | |-
Limit Bytes Out: | | =
Last Logged Out: | |
enabled

Hinh 12.5. Man hinh New PPP Secret
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- Bwéc 5: bat dich vu L2TP. Van trong man hinh PPP, vao tab Interface, bAm n(t
L2TP Server,
o check vao 6 Enabled.
o Use Ipsec: yes
o Ipsec Secret: m& bi mat cua IPsec

L2TP Server =] E3
T
Max MTL: (1450
Max MRLU: | 1450
Apply
MRRLU: b
Keepalive Timeout: (30 -
Default Profile: |default-encryption ¥
Max Sessions: -
Authentication: |w| mschap2 v mschapl
v| chap v| pap
lse |Psec: |ves ¥
IPzec Secrst; | ="
Caller ID Type: |ip address ¥

One Session Per Host

Allow Fast Path

Hinh 12.6. Bat dich vu L2TP
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